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SECTION 1

EXECUTIVE SUMMARY (W)
1.1 () MISSION

1.1.1 (U) Cn 1 July 1258, the Naval Security Group Command
(NGVZECGRU)Y  was establiéhed as an echelion o Command. to pravioce
support to the Chief of Naval Operations (CNQ) in the related
fields of s:ognals exploitation and signals security. In addition
tc the Headquarters and acssigned shore activities (TAB;E 1Y, it
is composed of elements located throuqtiout Athe U.S5. Naval
Dperatfng Forcez and Shore Establizhmants (TAELE Z:;. and tre

vavy Lourier Service (TABLE 2.

1.:1.2 A(U) The command and suopcrt responzicility for the
QMAVSECGHU hava been delegated by tne CNO to the Commarder. Naval
Security Group Command (CCMNAVSECGRU). The wmission ot the
COMNAYEELGRU is defined in OFNAY Instruction S4%0.151 CH-j:

To perform cryptologic and related functions
provide operate and maintain an sdeavete Naval Se
Group; to approve requirements for the use cof e
Nawval Security Group capsbilities and ressurce
ceordinate the execution of approved crypto
programs; a&and to exercise command auvthority over.
be responcible for the primary suppcrt of the ¢ :
activities of the MNaval Security broup as a Naval
eervice-wide system, and such other activitiez ard
resources as may be assigned.
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(W The i1nstruction furthermore specifies the functions which are

essential to the accomplishment of thic miszion.

include:

- The

These furcticn:s

Cryptolooic and

Cperations in support of OFRAV the

National Security Agency (MNSA)

Frofessional and Techrical Advice and Support to the

CHO and Fleet Commanders—in-Chie<

The conduct of Signals Jlintelligence Operations.

including communications and electronic 1ntelliicence
(COMINT and ELINT respectively)
Maintenance

Si1arnals

of Security tinciucing

Commurnications and Electronic Security)

Security, including peolicv. planming.

training, and education

Management of Electronic Warfare Freogran

n
.

bl
3
%

Operations Technical Guidance and Support
The application of Electronic Cover and Deception to

Naval Operations Frograms

The Management . of the RKRavy HFDF and ctier
eiectromagretic wave Direction Finding
The FRecruitment. Trainino., and Evaluaticon o+ Navy

Cryptologic Fersonnel

UNCLASSIFIED
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u- - The provision of Professionzl and Techrical support
to the U.S, Marine Corps 1n its conduct cf
Cryptologlic Activities
- Direction &and Management of the Haval Reserve
Security Group within the framewori of the e 1zins
Naval Reserve Organization
~ Flanning and Mansoement of the Coneslidatae
Cryptologic Frogram, the Communicatiocns Securaty
Resources Proéam, and in part, the Cryptologic Direct
Support Frogram
- The Development, Evaluation, Mainterance and Eupoort
of NAVSECGRU, Navy, Joint, and Combined Ctrateqic
Flans
- Command and Frimary Support of ss1gned thore
fActivities

- The provizion of Fersonnel, Fhvsical. ard Inforretion

L]

Security throughout the Command

- The provision of Automated Data Frocessina Supcors
tor Maval Crypteiosav

- The CSupervision of the Navai Communication: Sscurat,
Material System

- The Inspecticn and Investigation of NAVSECOGRU  end
other DOD elements a&as oOdirected, to determine
readiness and efficiency

UNCLASSIFIED
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WUy - Staffirg and Mar.agemerit of thne Ny Element o1 e
Armed Forces Courier Svystem
- Research ang Development of Cryptologic and HRelated
Svstems (with the exception of crvptogranhic
eguipment), includina coordination with NEA, Doh
elements and civilian contractors
= Material and Looistics Support of NAVSECCRU. and Hawvy
Elements of the NSA/Central Securitv Service (L3Z.
Wi Im 1979, the COMNAVSECGRU was.desxgnated as the

Deputy Director of Naval Inteiligence (Flansi, OP:OO?C. Re OF -
0OSC,  the COMNAVEECGRU 15 responsible for provzding‘cr;ptologi:
support +for operational commanders, and enswring that Naval
cryrtologic szvetems are compatible with HMNaval Commurnicaticone
svstems. The COMNAVYSECGRY is also the Commander ot the Navy
element of the Central Eecuritv Eervice (LS8, which ope-e
.Navy shore;based SIGINT 1ntercept sites.

) (U) The three NAYSECGRU Area Directors (TABLE 1) act as
regresenctatives of COMMNAVEECGRU  for cryptolooac macters,
ARttached to fleet commands in Norfolk, Fearl Hartor and i.cndon,
the L[irectore perform cryptolooic and related tasts as  azsignec

Ey GFNAV  Instruction C2501.SE. fRe Crvptoleagic Captains (1410

gesignator). the &rea cdirectors are in charge of the HNAVSECGRY

UNCLASSIFIED
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WUy oetachments acsi1gned the Floet commanocers. The erea
directors also represent COMNAVESECLGRU 1n matterz where NAVIELGARU
worts closely with the operating forces or with other branche:z of
the shore establishment. Area directore alzo recrezentoc

COMNAVEECSRU in NSA/CSS matters.

1.1.2 W) Thne Headquarters, HNaval Securitv Groug  woImenc
CAUNRVSECGRYU! supports the COMNAVSECGRU in scconclishing the
arsigred misszion and operates as stafs for the Commander. it
erercises executive and managerial responsibilities for éll Wavy

cryptolosic matters, and supports U. 8. Naval crvptolooc

elements throuoghcut the world. it works with N4, thz

i

Departaznt of Defense (DOD), and other sfederal aaencies cn

variety of crvptologic and relatec matters.

«1.2 U 1984: THE YE&R IN REVIEW

1.2, () From the standpoint of the Assistant Commendars and
Epecial Assistants. 1984 was a year of achievemernt for the
HONGVSECGRL. In spite of difficulties due to tugagstary eond
marpower shortages experienced by some Departmentz, indiwvigucl
functions were successfully performed, assuring overall m:=s:ion

cuUCCess.,.

UNCLASSIFILIED
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1.2.2 YRy Important organizational changes helpec tc
stimulate efficiency in HENAQVSECGRU. Effective 24 October 194,

the duties and responsibilities of the Assistant Commander. Navai
Security Group Command (ACNSG) were separated from those o+ tre
Commanding Officer, Naval Security Group Activity, Ft. HMHesde.
Within the Office of the Assistant for Flans, Froorams. bBudget
and FRescurces Menagement (GD), tne functions of the Investmente
Livision (GDS) and the Operations Division (GD&) were merged to

create the Budget Division (GDI3). On 1 ESeptember 13784, the

Cirector of the Security Division (G1Z) became the ESpecial

Rl

zsistant for Security (GH). Subsequentliv, Gli was redoesiansted

¢e the Aszistant Commander for Ferscnnel and Training.

1.2.3 (s Cnengez were not confaines to the holiaicEEDORLU
1tseslf. There was a malor rezstructurirmo of pMavsl Hezsrve

Security Group Urits, recucing the tctal number {fros 1035 o BI.
This consolidation facilitated the management ot both units and

missions.

1.2.4 (Y In the field., Naval Security Group letaznmer:s
Lamisseva was uporaded to an activity on 23 Mav 1984.
1.2.% {U) Another important factor i1in the succeszful

completion of HONAVSECGRU ‘s 1284 micszi1on wes the effective use of

UNCLASSIFIE
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(U) financial resources. Rear Admiral ‘ particpated

in the Coraressional Eudget Hearings held on 1 March 1

&4d.
BEeginming 11 July 1984 and ending 5 Octeher 1584, & pre-sucat
survey was conducted by the Naval Aucit Service of tne Finance.
perscnnel and equipment administrative functions of the

NAVSECOGARU and selected NAVSECGRU activities. The ELFVEY
indicatea that NAVIECLGRL Headquarters and fieid si1tez isi1ted
properly administered their resouwrces. Thus,_ arn iIr—-geptn adult

s

of those functions waz not werranted. On 2 October 19584, tne

Auditor General of the Navy, Mr. ‘_l vicited GD and
COMNAYSECGRU to personally thenk the Commano for the cooperation
and cdurtesies extended to the auditors of the NNaval FAwuost
Service who had conducted the pre-audit survey. At that time he

provided a general debrief of the survey.
HOMNGBYSECGRU HIGHLIGHTS OF 1984

i1.2.¢8 (U During 1984 there was a 204 reduction an

2
rt
-
D4l

number of security viclations at HONAVSECGRU.

v ot

1.2.7 (U} No t+ormal compleints of discriminaticn  were
filed during 1984, & fact whiecn has been attributed T

outstanding EED counselinag.

UNCLASSIFIED
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1.2.8 () On 10 becember, the Cryptologac rairang
Support Office (B1372) was officially opened with RADH McDouell
cutting tne ribbon. The CTSO was establishec to provade training

media i1n support of NAVSECGRU field requirementes.

1.2.9 - On 22 June 1984, an office automation contract
for HONAVSECGRU and its field sites was awarded to _

has been providing new word processing capabilities.

1.2.10 (U COMNAVSECGRU has recerved increased tfunding
(approuimately $3.6M) from the CCF program throuah several
initiatives which are enhancing COMNAVSECGRU = capabilities 1n
word preocessing. data mamagement, and secure voice by

- (U; Obtaining financial resouvrces for proiected
tgrowth in acquisition management/mainternance of computer swtems
software (S/W) in NAVSECGRU cryptologic operations.

- (U} Froviding contract sotftware gevelocoment
personrel to perform proiect managemant &nd technical d{unctionz
of csoftware develoomernt (svstems analysis, programming and loeoic
coding. program testing, svetem implementation and conversion!.,

- {U) Obtsining hardware and software improvements

at Headaquarters necessary to meet needs for new
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{(U) capacitv/operating demands of an interactive envarconment
increasing securitv and records control.

- (U) Frocuring micro computer system workrststions
tc automate functiocns presertly performed manually both an the
field and at Headgquarters to enhance mission efficiency and
effectiveness. This initiative places automated intellicent wortl
stations at strategic lcocations within each activitey that
performs data (information) collection. processina. Gilstricution
ard storape functions of EI support. It will al=o provige worlce
wide i1interchange, updating, utilization anq disposition of
buziness data betwesn the Headguarters ond faielc Sites tor
administrative support. Emnhacie is placed on the uze o1 CoOmmon
multi-use software throughout NAVEECGRU.

- () Frocuring, installing, and providing Lite
Cycle Support {for modern digital secure teleprone switching
€eguipment and telephonez to replace obsolete, fa:lure-cronc
equipment and/or provides where none now exists at II  NAVSECGRU
zitez where cervice is essential to efficient coordination or

time-serizsitive operationssother classziftied actions.

1.2.11 (U) The COMNAVSECGRU selected Naval Security wrous

&Goctivity Edzeil. Scotleand to repressnt the U. 5. Navy 1n the 1%34

Travie Trophy competition. This HSA ho=z=ted competior annuzlls

UNCLASSIFIED
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\J: selects the unit wnich has magde the most signifazars:
crvptologic centribution to the U 5. SIHINT sveten. in
conpetiticon between all the services: USA., USh. USAF end LErT,

NSGA Edoell won the 19834 Travis Trophy.

1.2.12 1U) NAVSECGRUACT Naples received the Cutstanding
Unit Certificate of HMerit t+or 1984 4rom the Associatron of 013
&

Crows for "ODutstanding" performance in support of the multai-

nationxl peace keepina force during the Lebanon crisis.




1.2.14 - Reactivation of the USS SFHINX (ARL-24..

4se  SFHINX  (ARL-24) beoan procedures for reactivation on

October 1984.

SFHINX iz due to be operational 4 Uctober 1985,

1.2.15
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Naval SECURITY BFROUF
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LE 1: ASSIGNED SHORE ACTIVITIES

GETIVITIES (NSYEECGRUACT?

Gdal, Alaska
~Anchorage. Alaska
Athens., bGreece

Auasbura,

Federal Rep

Charleston, South Car
gdsell, Scotland

Fort Mesade, Marvland
Galeta Island, Fanama
Grotor, Connecticut
Guantanamo Bbay, Cuba
Hanza, Okinswa Fretecture, Japan
Homestead, Florida

Kamiseva,
Keflavik,
Kev West.

dapan
Iceland
Floriida

Kunia, Hawaii
Misawa, Japan
Naples, Italy
Northwest. Viroinia
Fearl Harbor. Hawa:i

Clark AHFE.
Fyongtael:,
Sana Seca.

1
T

Sar
carn Vito
Sizagage 1
Tercelra

Dei Normanni

Island, Aror

nter Harbor, Maine

ublic ef Germany
olina

Fhilippines
‘Republic of torea
Fuverto Ricc

« Italy

zlend, Calitornmie

es. Fortugal

A

Director Communications Material Svstem, Washington,

HAYAL SEC

UR1TY GROUF

CETACHMENTE (NAVSECGRUIDET)

Atsual, Japan
Earters Foint, Hawa1li
Erunswick. Maine
Crene. Indiana
Londor., Pritain

Maevport .,
Monterav,

Florids
California

UNCLASSIFIED
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Norfolt, Virginmia

Subic Eav. Fhilippines
Sugar Grove, West Virginia
Yotosuia. Japan
NAVCURF.SUFFGRU "Rota, Spain

NAVAL SECURITY GRUOUF DEFPARTMENTS (NAVSECGRUDEFT) LCCATED AT:

NAVCAM EASTFAC Homolulu, Hawaii

NAYCAM WESTFAZ Buam, Meriana lslands

NAVCOMMETA Diego Garcia, Chaoos Archipelaco, EICT
San Diego, Califtornia
Spain, Rota

ASSISTANT COMMANLCERS/AREA DIRECTORS

ASETCOMNAVEECGRY (ACHSGY, Ft. Meade, Piarvland
DIRNAVSECGRUEUR, London

DIRNAVSECGRULANT . Nor+olk, Virginia
DIRNAVEECGRUFAC, Fearl Harbor, Hawaii

UNCLASSIFTIED
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() TAELE Z: NAVSECGRU ELEMENTS LOCATED
WITHIN U.S5. NAVAL OFERATING FORCES ANDr SHORE
ESTAELISHMENTS

MAJOR STAFF DIVISIDNS AFLOAT

NAVSECGRUDIV, Staff COMSECONDFLT

NAVSECGRUDIV, Staff COMTHIRDFLT

NAVSECGRUDIV, Staff COMSIXTHFLT

NAVEECGRUDIV, Staff COMSEVENTHFLT

NAVSECGRULIV. Stafi COMIDEASTFOR

NAVSECGRUUDIV, Staff COMCRUDESFORSEVENTHFLY (CTF 75)

e

COMBATANTS AFLOAT

NAVEECGRUDIV. USE MIDWAY (CY 41)
NAVEECGRUDIV, USS CCRAL SEA (CV 47T)
NAVSECGBRUDIY, USS SARRATOGA (CV &60)
NAVSECGRUDIV, USS RANGER (CV &1)
NAVSECGRULDIV, USS INDEFENDENCE (CV &2)
NAVEECGRUDIV, USS KITTY HAWE (CV &3)
NAVSELGRUDIV, USS CONSTELLATION (CV &4)
NAVSECGRUDIV, USS ENTERFRISE (CVN &%)
NAVEEEGRUDIV, USS AGMERICA (CV &&)
NAVSECBRUDIV, USS JOHN F. EENNEDY (CV &7)
NAVEECGRUDIV, uUSS NIMITZ (CVN &8)
NAVEECGRUDIV, USS LWISHT D. EISENHOWER (CVN &5
MNAVSECGRUDIV, USS CAKL VINSON (SVN 70)
NAVSECGRUDIV, USS JOUETT (CG =9)
NAVSECGRUDIV, USS WILLIAM H. STANDLEY (CG 327
NAVSECGRUDIV, USS FOX (CG I3)
NEVSECGRUDIV, USS RIDDLE (GG 34)
NAVSECZGRUDIV, USS TICONDEROGA (CG 47)
NAVSECGRUDLIV, USS LONS BEACH (CGH )
NAVSECGRUDIV, USS TRUXTUN (CoMN I5)
NAVSECGRULIV, USS CALIFORNIA (CGBN 36)
NAVEECSRUDIV, USS TEXAS (LGN T3)
N&SVSECGRUDIV, USS MISSISSIFFI (CGN 49)
NAVSECGRUDIV, USS OLDENDORF (DD 472
MAVEECGRUDIYV, USS SFRUANLE (DD 963

UNCLASSIFIED
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NAVSECORULDIV, USE FETERSON (DL 56995
NAVEECSRUDIV, USSE CARON (DD 970)
~AYSECGRUDIV, USS MERRILL (DD 976)
NAVEECGRUDIV, USS JOHN RODGERS (DD 987)
NAVSECGRUL IV, USE DEYOD (DD $2%)
NAVEECGRUD IV, USS INGERSOLL (DD 990)
NAVEECGRUDIV, USS FIFE (DD 9%1)

NAVEECGRUDIV. FAIRECONRON ONE Guem
NAVSECGRUDIV, FAIRECONRON TWO Rota

TRAINING ACTIVITIES

CHTECHTRA (Code N34)
NAVTECHTRACZCEN Fensacola
NAVTECHTRACENDET Fort Devens
NAVTECHTRAZENDET Gmodfellow OFE
NAVEDTRAFRODEVCENCORDIV Fermsaccla

FIELD DFFICES

NAVESECGRU FO. RTL Great Lales
NAVSECHBRU FO, RTC Orlando
JNAVEECERU FO. Fensaczola
TWAVEELGRL FO. RTC San Dieago

UNCLASSIFI11ED
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TAELE Z: THE NAVAL COURIER SERVICE

NavaAl COURIER

"SERVICE

DIRNAYCURSERV
NAVCURSERVDET
NAVCURSERVDET
NAVCURSERVDET
NAVCURSERVYDET
NAVCURSERVDET
HNAVCURSERVDET
NAVCURSERVEET
NAVCURSERYDET
NAVCURSERVDET
NAVCURSERVDET
NRVCURSERVDET
NAVCURSERVDET
NAVCURSERVDET

Adalk: -
Eoston

Guam
Honolulu
Jacksonville
Los Anceles
Mildenhall
Neples
Nor+folk
Rota

San Diego
Sigornella
Subic Eav

UNCLASSIFI1IED
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SECTION Z
HONAVEECGRU: COMFOSITION AND ORGANIZATICN (W)
Z.1 (u) QIVISIONS AND THEIR FUNCTIONS
Z.1.1 (U) The COMHNAVSECGRU is dezignnated by the letter "6."

an historical reference to "OF=-20-G," the former “Code and Signal
Section" of the Office cf Naval Communicatiocns, The Exezutive
Assistant of the COMNABVSECGRU 1s designates GA.

Z.1.2 (U) The Deputy Commarder, MNaval Security GBroup Command
(BR), is the executive and principal advisor and aszistent 4o
COMNAVSECGRLU. Functions included the implementation of the
pclicies of the COMNAVSECBRU, &and the coordination of the
component  elements of the HONAVSECGRU in order to insure the
a:complishment ot the mission.

Z.1.3 (U GBEA is the Assistant to CGCB for Headqguarters
Administrative Support. The primary functions of GBA during 1984

e
[ E=

were: to assist the Deputy Commander in craanizing., plarmning &

controlling Headquarterzs’ administrat: ve metters: to azz1st the

"
n

Deputy Commander in the consideration of admimicstrative protiems

pertaining to Headquartersz: to perform liaizon with and provide

UNCLASSIFIETD
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perform

civilian
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administrative support to Stafd ASsistonts where

formulate and execute the Headguarters cperatiﬁg

personnel liaison:

control point for forms management.

2.1.4

W

GD

designates the Office of the

and to act as the

Assistsnt

necesser v

budaec: tTo

rd

centrai

T or

Flans, Frograme, Budaet. and Recources Management/Comptroller for

Calendar

Year 19c4.

The primary function of GD for 1984 was to

act as principal advisor to and executive for the COMNAVIECBRYU in

the formulationrn and implementation of NAVSECGRU plans,

proarams,

budaet and rescurces management and comptroller matters.

2.1.5
Tunction
bringing

to  the

Liltuatiocns,

morale, Jjob

procegures

satistaction

(UJ) Tne mission of the Force Master Chie+s

as the principal enlisted advisor to the

Commander ‘s cttention existing

anc practices which affect

and utilization of

enlisted persocrnnel and their dependents.

Z.1.8

Naval Security Group

the

(U GF is the designator for the ASsi

duties and responsibilities of the ASNS

Coemmand (ACKNSGy.

UNCLASSIFIE b
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()  those of the Commancing Ufficer., NAVEECGRUAZT Fort eadec.

The ACNSG is responsible for representing the COMNAVSECGRU to the

NSA/CSS. Functions for 1984 included the foliowings

| ~ to advise the COMNAVSECGRU as to current and <uture
NSAR/7C5E plans, policies and programs which impactea uvoon
naval cryptologic operations and resources

- te conguct liaiszon with the DIRNSA/CH £35 ans a

W
1]
[~
n
!

i
the evaluation of NAVSELGRU Field Stations (particicz=ze in
the Field Assistance Froaram)

- to provide services, including the coorciination of v

.
i
[
ot

scheduling for WAVEECGRU perscnnel wvizitins NSA/LSS
- to =erve as foceal point for NAVEECHRU CSSA  rocdiremerts
ancG coordinate with NSAL/CES provision o4 rtechnical

information

- to coerdinate and participate with #Aszistant Commendzr:s
and &Steff  Assistente in the formulation  of Flenz and
Frograms.

Z.3.7 (U GH is the Special Aszistant +or Security to tre

COMNAVEECGRU. GH assists the COMNAVSECGRU in the developmen

~“

organisation, and execution of NAVSECGRU security programs
including: information security, personnel security, phpsical

security, &and securitv education.

UNCLASSIFIED
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<.1.B8 (J) The primary mission of Gk, tne Inspector Germeral.
tor 1984 was tc inspect, investigate., or inguire into any ano &ll
matters of iﬁpcrtance to the COMNAVSECGBRU, with particasar
emphasis on readiness includiﬁg but not limited to:
effectiveness, efficiency, economy and saftetyv, persornel

discipline, morale, welfare, and managewment practices. commangd

reistionighips and orgamicational structure.

2.1.9 (U} The Marine Corps Assistant to the COMNAVSECGRU
(Gr) acts as principal staff advisor and assistant on
crvptological mattere concerning the Marine Corps on &an
additional duty basis. BM is the Commanding Officer of the
Msrine Support Eattalion, which provides Marine Coros

augmentation to the NAVEECGRU. This is accomplished throvan

4]

ietter comparnies which are located at MNAVSELGRY Cormand elemerts

Jworldwide.

2.1.10 (U} There are three Associate Technical Dirsctors 1oe:
Operetionz G&yvstems Analvsis (BF), Threat Azseszsment {GR) . and

Data Automation (GZ).

21,11 (U} The Assicstant Commander for Reserve Flarns &ard
Readiness is designated as GR. The primary mission of OGR for

UNCLASSIFIED
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(L) 1984 was to acvise and assist the COMNGVESECORL 1n  matter

L]

concerning the Naval Reserve Security Broup (NAVRESECGRU) plars,
oolicies, proérams. and training objectives, ancd to achieve &

high state of readirecss.

Z.1.12 (U) The Assistant Commander for Fersonnel and Trairmno
(G1o) aszists anc advises the CIOMNAGYSECGRU inm metters of
perscnrnel management and training. Functiorial resporncibilities

for 19234 irmcliuded:

- The formulation of personnel and trainirng pcoclicy for the
NAVEECGRL

- Liaison with representativesz of octher DOD and COVErmIMENT
organitations in matters involving persqnnel ansd training

- Rhepresentation of the COMNAVEEDGRU on bocards ard
committees. and &t conferences in personnel and training
matterc |

- Management of the NAVSECGRU Automated Fersonnel
Information Management System

- Flanning for the career development and +traini

»
o

‘Q
[a)
X

cryptologic officers and enl:istea personnel an trne Navy

- Admimistration of NAVSECGRU spercial training prcoarams
- Coorgiration of arrangements for spetlal cperetiznal
training and forward area training for Marine Corpgs

cryctoloaic personnel

UNCLASSIFIED
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Ze1.13
Telecommuriications and Automated Data
tunctions for 1984 were designated by 630 elements G2

Cirector of Current Operations) and GBFZ (the

v D UG AS @MRETUIREIVYY 8 W afitre S ad

v o RSt b

UNCLASSIFIED

.

Development and coordination of policiec,

plans &and

procedures to improve manpower control, distribution

utilization and productivity improvements

Collaboration with commands, bureaus. &nho offices

concerned to ensure the adequacy and availakbilaty cof personnel
Management of Human Resource Management Support Svetem
Frograms. including Equal Opportunity., Race Raletichiz.

Drua Abuse Control and Alcoholism Frevention.

(U B30 is the Office of the Aszistant Comander +for

Systems. Tne nprimary
(tne

Lirector of

Configuration’ respectively:

To serve as the functionsl sporsor for
teiecommunicationsz &and automatec catae

under the cognizance of the NAVEECSRU. anrd ensure the

continuing ettrectiveness anc resgire

-

52 ot these evztems

S5EEES arnd validate commuricatior angd aata SVELEm

requirements within the context cf current ooorational

capabilities.
To act as the software configuraticn mamacer +or those

telecommunications and automated deta svstems in which the

UNCLASSIFIED
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Suy NAVSECGRUY has support responsibiiit.: to &zt az & ce

|
%)
-
d
7]

fccal point for systems security matters: to mazimics

intercrerahilitvy of svstems through =tandardizstion

review proposed policy and procedured under the purview o<

the COFNAVSECGRU and to ensure compliance with higher

authority directives.

2.1.14 (U) G40 designates the Assistant Commander
Logistices &and Masterial. The mission of G4¢ is: To assist

sdvise COMNAVIECGRU in the timely provision. evaluaticn

support cf equipment, material and facilities tc

reguirements {or the operation of the NAVEECLHERU shore elemen

Under tniz reguiresent the certment naz twdD sSpexisl &zzi:=

. Oor

anc

&raQ

me:et

bl
=S

=

o |
!
b

anc threc diwvisionz: G40F Assistant for Flarmning ard Frooramms oo

TS aszist &SNS &advise the sssistant Commanmder 10 fornuleting

iecuting the Flannlimg. Frogrammino e Budazting Froorams

-
Fezistant for lntegrates Logistics support 1n matters pertaining

te ILS and Maintenarce Manpower; G41 Logistics/Maintenance

Ezvigment Contraol Divizion to perform matterz pertainine

supply  and maanterance functicons relating to the RAVEECSRL

Fecilities Re

23

&'

- -
-t

acines= Divicion tou pertorm facilities maznagemani
andg Safety and Occupstional Healthh functions required

UNCLASSIFIED
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funct
to
imple
regu
&lloc

shore

Z.1,1
desziag

arg &

Marisg
Lomma
opera

effte

ba
i
0

forue

mobil

EE LNInNTIACD M

COMAVEELORUY  as & major claimant ard an Echelen Two
noer, 1includinag planning and procramming faci1lirn.es

ruction and public works management and statf civil enginesr
1ons: G44 Ehore Eguipment Insztallatior ars Flanming T1vig:or

execute responsibilities in the plarning 16r

LB
a
o

-
(=)

[1}]

mentation of shore electronic equipment irst

h
s
0
rt
[
0
’1

rements worldwide within the Command amc tco maIntailn o

&

i
r

stion end svstems confiquration control at  all MeJSECDRL

cites,

S (U) The Assicstant Commander for Special Operetiorns 1¢
hated bv G5, It is compozed of three d:visions 3S1., &1,

4,

=4
0
=
[ ]
mn
i
-
0
=
Q
-+
o
o
—
r’-
i ¢
m
-
5
T
r+
4]
ol
8}
Q
ot
rt
1]
-+
m
3
It

fas
t

ETEN

n

ivision. 15 toc advise end assist  the f=ziztant
nder tocr  Srecial Joperations  im mEREQINg crvotolooaz

tions ashore and aflost, in  order to nEwre time  and

ot

ctive response to havy and MNaticra

-

taskira. The divizi1on

0
o
3
-
7
1]
G
~
]
rt
4]
R
)
[
b

rg branchszssections Tne Rezcuwrcez Erarorn

&

9
0
2

day to dav oceration of NAVSIIGRU Fi121d statyom:

1is
'

'
i)

€ cryptolegic svsiers. a&n1d iz subdiviceo i1mto  sections

na with Facitic. Europearn, and CONUS/Caribbean iscuees. 1rmo




- heao

Drodrams.,

Ll

-

wirements Eranch deals with leng Tterm prolectz &an

anc 1s focused on future ashcre ans sfloat creptoioaos s

svstemz wnich heve worldwiage application. The Direct Sunport
Rezources Section is conzerned scielv with manacemsnt ot  the

pPErsonne

Navy program.

tE

GFHES)

1 and

equipment resources of & specific comperimentec

The Battle Group Fassive Horiron E:tencion Svetem
Team

Creraticrnal Review

(BORT) worbke closeily with  tnhe
MNasel Electronics Svstems Command tc ensure that develccmert o
the BEGFHES svstem follows & path which will masimize ite

tc the Eettie

LCivicion

operstionrnai

WIZARD
WIZGRE K
. 1.1

c

-~

scwrity

wtility
Group Commander.

(L) The 1584 mizsicn of tne Ccean &

o Surverlliance Svrteanms

tGT3) wes Lo acvize anc &33ist G850 10 manasing the sy

recuency  Directien Fanding (HFDF?  =vstem  to EnnarE

e HFDF te cozean surveilliance programs anmd 1 ©3tiSFastlon

ermitter lozati10n reguiraments.

vl The rpriaery aaszion of the Ifoociod ECNimCL NS

(G54} was to advies and azsist B89 concerning  the

readiness., support. anz performance of the LL&TINC

zvsten. 1ncluding the management of +fhe Five L(LALIIC

earonal Feportino Centers.
Uiy Bé&O 18 the Assistant Commancer  for Si1gnals
. The mission for 1724 inciuded: support to the MNawv




HUvHAYTT INFRNNAACL IV T

UNCLASSIFIED "
(W) Operations Security (OFSEC) and Operationes Deception (UFDEL
proarams. collection and analvsis of Navy electromacnetic

emissicns: assessment of the status of Si1gnals Secuwrity withain
the Navy; application of Signals Security data to cliginats
Fossible vulnerabilities in Navv electronic systems: and Signals
Security resource management. Ged and a staff of sever ofricers.,

twenty enlizted perzonnel anc ten caiviliens carry out tre Miczz3on

and functicns of Bed. The department 1¢ organired ints & +ront
office anc +i1ve divisions. The functions of the divizions are:
G&l - Crvptolocic Security: G&Z - Si ignals Security Ogeratiorns:
G&T = Vulnerability Assessment: 5a4 - FPlansz /Frograms anc
Rescurces Managemernt: and GeS — TEMFEST Mana ert.

<.1.17 (W) The Cifice of the Aszistant Commarder for Technical
LCevelopment ie designated az GSO. The primsarv miscion for 1524

MES  to o sEEist and advise the CIOMNAVEECGRU 1n the formuleti:on  of

mid and long-range technical obiectives, gevelocpment ard

coordinztion of concepts. separetion ang staftiro et ol PEN

(]

research and the development of reguirements as recezsory ana to

liaizon and coordinction pertaining to all  cre vptoiasie  RITHE

{less crvptoaraphic) programe cponcored &v the COMIGIECSFL o~
&ving NAVEELGRU participation.

UNCLASSIFIED
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2.z (W) HONSVEECGRU:  FERSONHEL  (ASSISTANT  COMEMsLEFRS,

THEIR DEFUTIEZ AMND DIVISION HEADS!




<. 3 (U) ORGANIZATIONAL CHANGES WITHIN THE HEADOUONIERS.

NAVAL SECURITY GROUFR COMMAND

P | {U) On £4 October 1934, the duties and responsibilities
of the Assistant Commander, MNaval Security Group Commend were
separated from those of the Commanding Officer, Naval Security
Group Activity, Fort Meade.

- As part of a realignment of overall Nss1s5tant
Commandzr . Naval Security Group (AINSG!, the Commanding O4+:icer.

naval Szcuritvy Group Activity, Ft. Meade, MO asssumned

responsibility for

2. Z by Within the Office of the Assistent +4or Flonsz,

Frogreme. Eudoet, and Feszocurces Management (GD). the functicns of
-

the Investments Division (GD%) and the Uperstiocns (GLMN; Divizion

(GDe! were merged to create thhe Budget Division (GDS).
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OFHAVYNOTE 5450 of 1 Jure 1784 annourced that the
teeretary or the Navy haed approved the ectablisnment of the
Kaval Security Group Activity. Famiseve, Japan as of 27 Mav 158+

{zec Section 10.2.1).

SCUFLE: L

- e 1

Zele4 ‘) With the approval by FECNAV for the eztablicshmen
o+ U.%. NEVSELERUALT kamiseva on Z3 Mav 1584, authoricet: ViRzE
given by the Chief ot Naval Operations by OND  1tr Ser
OSEZET/ILIO05IS o1 1 Juns 1984 to dizestablizn  tre P
DReVSECGRULET b.amige va tse2 Lecticn 10.2.25. inl1s WAan
accomplished ov NAVSECGRUMOTE S4%0 of 14 June 1534 (St wEcblil o
16.2.2%0) .
SOURCE: GBI

-
-
S35 Wy On 1 September 1584, the Director of the Securis.

Ivision (125 in the Office of the aAszssistant Commander +or

AgmiNletration, Fersonnel and Securitv (G0}, became the SLETial
rezistant for Secuwrity (G,
PR ) Uy Within the Office ©r the Azzistant CLCommanos~ 1cr

Reserve Flans and Readiness there wasz & maicr restructwrins  of

UNCLASSIFIED
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(tU: the NSVREESELGRU units. The number of units was reduceo +raom 0o
te &E. Thie  was done to consolidate undercstrenath uvnits  ann

tecilitate the managemenrnt of units. &nd missions. At tho era of

1954, there were 421 officers and 1,575 enlistcd reser.e
personnel onboardg. A list ot Regiocnal Active Duty CLraptcleogic
Cificers (RADCO e) and Maval Reserve Securitv Group Umits (el al W=t

teo restructuring is found in Section 10.3.)

Zee 7 () On 1 Ceptember 1984, the Assistant Commarder +{or
Acominmistration. Fersonnel)l and Security (G10) was redesignsted a:z

tre Assistarnt Commander for Fersonnel and Trainina.

t)
5

U ORGANIZATION CHERTE: HESGDOUARRTERS . MNévaL SELLET T

2

CRDOUF COMMAND 1584

/

UNCLASSIFIED
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=5 [y KEY  MANAGEMENT FRIORITIZEE  AND ISSULESE: o

HERDQUMRTQRS CIVISION

Z.S.1 (U GbA fulfilled its basic micsion bv placinmag

increased emphes1s ON  customer service to 1nclude same day

SErvice . end by ensuring total asomimistrative suppert  to GF.
Metters of routine importance included keeping abreast of chences
in agmimistrative rpolicy, disseminating those charges to  tre
departments, and amsinteaining & smoocth flow of pgperwark.

Emchazis 1¢ on cuctomer satisfaction. Froblemz were created b

marning shortt+ails due to ressurces enploved out ot (GE6G to othor

commards FentagonslWhite House).

= %.2 ‘Wi During 1984, GE spent 130 deys Tal YiTiTing  Liss
. . . . . , . -

Jgield acuivaties, ashaore and afloat. He cornducted bric<sncsz zon
the status of 1ssues of concern to enlisted percsonnel. LE =
Frimery goal was to enhance enlisted jeb  satizfaction. proTote

2ond order ond discipliine. ard to 1nprove the "qualityv of ii+e!

irn gernecrel for erlisted personnel and their Tamilies. tnliszsted

m

reenlistment results snd retention deta for FYy84 cre to Lbe founs

in Section 10.4.1.3 ano Section 1C.4.4 respectively,

UNCLASSIFIED
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Z.9.2 W) The Fersonnel Security Divaision of EGH proceszsad
T18s applicants into the NAVESECGRU. ln add:tion., it proses=zecdg
1622 access review cases and 2000 SR1-FR's, & tetal of Folil
cases.
() There was a total of 241 1i1nelioipble decicsichs.
Trere were .7 appesls which resulted 1n 17 reverszale. C+ the 1
revercals., one individual was subseguently declared ineligible a
second time. The breakdown of ineligible deci=zicns ©Cv

as follcows:

-
- ) /
Security
gD The new OMNI cocurier
within the NAVSECGRUCGHM. The new
ct more tharn 500 cards.
(U) There were & 210 per

securitv

Drug=s/elchohcl

Sust

u

bility

]
[

Medical
Financial
Nationeal

Foreign

Criminal /misz-onduct

violations &t the HD Juring

cenrnt reduction

+E’l\ 8./0

+3.0%

g - L)
/e 11'- —IUCI'-

LY .
5- 8/’ +1.5/-
- e, = ey,
e wbie T e Wida

= -Z. %%

I - &%
card svstem W
SyStem requires

1784,

UNCLASSIFIED

in

freom

1 om

W
id

fr-om

from 1557
from 1527

from 15&X

from 159532
2= 1mplemented

coountesoiiats

]

the number o4

AN
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) Fhysical security 1installations continues
throuaohout 1934:
a. Joint Eervices Interior Intrusion Detect:icn

bystem (JSIIDS: wére installed at N3GA/D's Greton, Adak. and
Sugar Grove. This program iz now 90% complete.

b. Remote Sensor G&Svstem for Fhysical Secw ity
(R5SFS) installations began at NSGA-D's BGaleta Island and
Northwest. Work started in the fall of 1984 and progresscd
smoothly throughout the year.

C. Builet proof clothing and briefcases wereo
proviced to N334 Athens for protecticn against terrcorists.

d. GHZ eerved as the Navv RAlternate tc thne DL
Fhveical Security sub-committee of the DTl Securitv Commaittee.
GHI phvsical security perscrinel atterosd the weeb-long woriing

grous zeminerzs for S01 fazilities.

~
.5.4 (L) GE conducted Z0 command inspections at 2O NAVEECSA
element=z during 1984 (T&ELE 4). Gt. visited MNAVSELCORULAL balewa

Island 2&-29 June 1984, Gil and GKE visited MNAVSECGRUADT tev Wozoi

=7 December i924 in response to Hotline case C-125-545.

UNCLASSIFIED
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TABLE 4

COMMAND INSPECTIONS CONDUCTED DURING CY 1984 BY GK

ﬁArsscsrA

DCMS

NAVCURSERVDET los Angeles
NAVSECGRUDEPT, NAVCOMMSTA San Diego
NAVSECGRUDEPT, NAVCAMS EASTPAC Wahiawa
NAVSECGRUACT Pearl Harbor
NAVCURSERVDET Honolulu
NAVSECGRUACT Kunia

NAVSECGRUACT Fort Meade
NAVSECGRUDET Sugar CGrove
NAVSECGRUACT Anchorage
NAVSECGRUACT Adak

NAVSECGRUACT Skaggs Island
NAVSECGRUDET Monterey

NAVSECGRUDEPT NAVCAMS WESTPAC Guam

" NAVCURSERVDET Guam

NAVSECGRUDEPT NAVCOMMSTA Diego Garcia

NAVSECGRUACT Philippines/NAVSECGRUDET Subic

NAVCURSERVDET Subic

23 Jan - 08 Feb 84
06-09 Mar 84

19 Mar 84

20-23 Mar 84

26-29 Mar 84

30 Mar -~ 04 Apr 84
02 Apr 84

05-09 Apr 84

30 Apr ~ 03 May 84
14-17 May 84

11-13 Jul 84

16-23 Jul 84

25-31 Jul 84

01-03 Aug 84

17-23 Oct 84

19 Oct 84

25-28 Oct 84

11 Oct ~ 08 Nov 84

05 Nov 84

UNCLASSIFIED
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<.S.5 (U) GM and Staff conducted irspections/visits of 1 of
tre letter companies, and one detachment of the Marire Sucooere

Rattalion.

Z.8.6 (L) ey management priorities and icsue=s vhiich

concerned GF i1rncluded:

1"

O

a. The CLASZIC BUOYANT Frogram contirusd tc te

1

the major program available to provide live readiness trein:ing
Tor NRVREZSECGRU units. Urder the SIGIEC porticn of th= procranm,
units moritored fleet tacticeal comms and reported‘EEF]'s. whii zh
ranged <from call <ci1on compromises to discleosures of 1leet
movemnents. Tne SFECOFS portion of the program continued unhder
tasting for proiscts such asz RIVEREOARD and MOONSAIL ., additioral
cne time short term prosects. named CAMFAIGHER and ERTTLETOMAD.
were urcertaken and completed during 1984. Aleo & maacr  rew

“taroet, Froiect TOF GALLANT, w

n

added to the SLASZIC  BLS:ANT

p]

Froaram.

b. There were two maior inctallaticn Frociects

Uncerivey during 1954, Ore of these waszs an vwporade to the LLASIIC

BUGYART SFECOFE and =1

)]

SEC eguiprent. This efford invol es

reclacand aging F--2%0°'5 &

T

o Fob-Z

[I]

=

TTy 3 witr mew Rl recolner:

and MOD-40 =, The leca periodic antennszs were medified to bo

UNCLASSIFIED
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FECOrOTINE,

the stations alzo received new
Wer e upSeraacs

Some oOf
Fifteen units

() rotatable.

or VHF /UHF receivers.
EBv {988 all of the unitz with eguipment chould be
communications

converters

durina 1984,

uparaded. The other proaram nvclves 1nstalling

equipment at the Reserve Centers to aive the NAVRESSECGRU unitz &
Bv the end of 1984, 11 communicatiors

comnme tapability.
1d more are schedul ed.

sSECuUre
suiltes were i1ncstalled:
Z.9.7 (Uy GI0 identified the tollowing kev mansoement
and iszues in terms of fulfillment of basic TMiES100.
and maijor problems resrccotivel y:

Tance.,
EBazic Mission:

priorities
zstandeards

roeutine impor

metters of
a. U fulfililment of
evel opment of data element
used by evstems developers will leaw to svstem intercoerzbtailit.,
Jatebese recgeszigr will  lead te 1mcressec  date sharing. and
N encourage better manacgement of NAVSECGRU data.
Developz. reviews and monitors starsarde end
oreocedures readired to coerate crvptographic telecomnunicat:ors
&ncd sutomsted deta svstems.
Appraise the adequacy and et iciency oA
to cryvptoiogic

relating

V'

methodal og:

ocperstionsi

UNCLASSIFIED
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UNCLASSIFIETD
Uy teie:ommun:cétxons

and
actions

to
deticierncies.

Ferform
ensure msintenance
management

svstems.

Ernsure tha
crvptclogic

rt

telecommunicsations and
accommsdated when changes to the
systemz. are made

-
=

sogftware
" -
those svetems for

. )
Azslists
-

of trainina objectives for communicat

and

1mprove corcepts

the analvtical support necessary
and upkeep of data bases

essential
of cryplologic telecommunications and avtomat=d

current operating
avtomated

proarams

operational
d manages the configuration control bosrzz of

in the determinat:

automated data

svetems:

recommend
and/or

correct

to

to the

et
procesures
deta

o7

wvhich the Telecommumications and Automated Deta
Lepartment is the functional sponesor,

orn and

validaticn
ione ans ADF personnel.
Coordinates operational telecommunications
automated dats svstems issues with other oragenizatiocnal
elements within NAVSECGRU as well as with erternal orasnications
such az the DIA, NEA. DIA and the ECE's, az aopropriate.

Feprezented COMMAVIELGRY at coniorances.
working grsups and panels on current
telecommunicationsz and automated data

mattere,

svstems

UNCLASSIFIlED
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crvptoloosc

operaticnal

votems
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: Review requirements for neEw

and ADF svstem:s to ensure competabilit. p=)

sponscred Surrent ESVSTEMS and DIroccurcs EIaIw

facilitste planning -for anv new interfeces and procedures.
As the Software Configurstion Manager +or ALF
svstems which NRVSECGRU  provides sottware support. el

particireted

and

syst

cle=z==lv managed

ems in order

in design and developmant reviews $or rnew sofiius-c

changes to the nftware of operatiorsl

i
B

toc enhance operability and maintairn the

interoperability of interfaced sycstems. Also drafted and statt+ed

NAVSELGRL ADF securit

b. W

I

daistase to facilitast

the dete bBv all Heada

< M

e pErienced perscnn

~rectivitiez +to provid
ADF sveEtems.

C

Software Support Lo

7
’

overssas rotation

v anstructions., notices, policies and plan:z.
Matters of Foutine Imcortance:
evelcoment of & Heaoqusrtersz corporsta

2 date sharing and increase accemsabtilit. to

arters elements.

earntenance of =uffaicient numbDErs oF
el et the NAVSECGRU Softwesre Surport

¢ adzouate softwa-e suppart Lo the SRSJSEILTI

ortirnual lossz ot enperienced perzonnel  from
tivities to their original ratinss duas o

requirements.

UNCLASSIFIED
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Lack of ogdetirative NeVEE(ERU polaciozs are

instructions on ADH softwere stencerdicetion. &nd microcomputer

software suppert.

Filling militarv/civilian biilets v:ith
qualitied indi\iduéls in the ALF Security &nd Scoftware sections
of G-I LCivicicn.

c. ‘YU; Majlor Froblems:

Major i1ssue was indoctrination and training
9% rnon-alF orientec persomnel in the usc and  benefits o4
automation and svstems interocperability,

Unanticipated scftware support prcbléms beiynao
resal vez on snhicrt notice.

MAVSECLRU  ADF Cecurity Flan beino coacletcy
for submiszion to lité.

Sianificant procrezs We s mace towarc
INTressing the retention and use o+t personnel e pErIBNCED in

ssftware support in the field.

Zz.5.8 iU Durinc calendar vear 1984, G472 waz involved in man.
ditterent tazt=s., projects and  MNAVZELGRU relsted matteirs.

Suoportine 23 NAVSECBRU field s:tez worldwide. G4 corvrected

(4}

w: Equioment {Casualtvy FReporisz (LAEREF 50 and

rromulgated # total of 217 tasbke to COMNAVELEXSYSCOM  ard

UNCLASSIFIED
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\Us completed 18& tasks. A total cf 4 military construction prociects

D1

weEre beaun fqr & total of £.2.7 million and thirt.y Minor
Construction a&and Maior Facilities Repair procjects were funded
from OiMic tor & total of 5.7 million. Under the coanizance o4
6A0L 4 new malocr svetem acquisition proiects were begun with 1T
maror preiects still active. G40 has fultiiled its miszaion with
the dedication and devotion of the persconrnel assianed.
ZaTa ¥ W key menagement priorities and issues &z cutlined o~
Livisions GEZ and GS4 {(of G50):

S W BEZ's mission is essentially trat of &

second echtielon command. As such, it manages the shore based Nawvy

Hiagh Frequency Direction Finding \HFDF) svetem (BULLSEYD) .,
Frimary issues of concern were programming FESIWCS2E as

recessary.  monitoring related oroiect developrent., allocetins

e

(1]

ources (perszonnel &nd equipment), development ana promuigation
of aoverning operational policyv and procedures, anc evaluation of

zvstem perfornance. The onlv major problems encturtered in 1-oy

(0}
n

were 1nz=usticient perzonnel and, to & lezseer dearee. 1nzufficient

travel funds.

UNCLASSIFIED
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b. (U, G54 was generally succezestul in fulfillaina
its tweo majof mission obiectives - ensuring that the FRegionnal
Recorting Centers (RRCY have the manpower, training. and support
to carry out their mission, anrd ensuring that CLASSIC WIZARD
reporting meets the needs of consumers.

c. (L) Matters of routine importance included
anything perteining to RRE or overall system statuz, CLAZZIC

WIZARD reporting, and both CLASSIC WIZARD and IMF system

]

development is of concern toc GS4.

d. (U) The major problem which G54 encountered in

fulfilling 1it= mission was & lack of personnel. With tuo
1ndividuals worting at ‘EFF), arnc seversl o1llet: vazant,

E51 w=z= hard pressec to fulfill its ovligstionz conte niIng review

of docunsentation. attendance at desiagn and status meetinos 5Sth

lozally &and out ot sreas.., az well

h

0]

&= its advisory ro.e wWwithanm

“+

the headquarters. The arrival of additicnal personnel (LTSS

land LECDR ' to fill previously vecant Ebillets somewh=t

alleviated the situaticn.

Z.5. 10 (W Fey Management Fricrities enc Izsues ot Gons

UNCLASSIFIED
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UNCLASSIFIED
(U) BGe&O fulfills its basic mission through management
of the MNavwv's Sicnal Security procramns. Thig ‘ncluoes

coordination of resource reaquirements, preparatiocn ©f programn
documentetion and instruction, and direct supervasion o1 e eral
vulnerability Assesszment programs;

W) Matters of rcoutine importance to LGew anclusce:  the
status of program resources, ccordination of rescurce oavsiminls
and charages, rescolution of issues which inveolve Cooroinetion
between the Nevy and other agencies on SiGEEL matrers,
asseszments of the security of U.S. Navy electrqnit svstems. the
adequacy and correctnezs of program inzstructions. tr&aining
materiale. working aids., and ciher documents.

Uy Major problem ereas which had to be e&gdressed
during 1954 i1ncluded:

S the implementation of a majlor \Valneraciist,

"

Yizzessment program  (IVWGL)  with an attengent rneed to ceveloro
resource requirements. & program infra-structure, and 20Erating
procedures:

. diffaicultiec. as vet unresolved. r

esztablicshino an effective course o7 anstruction to0 o2

"

1ShEtES

UNCLASSIFIED
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c. W the reed to resolve issues relating Lo Geeral;

proaram resource recuirements, a topic which led to TTE
scheduling of a maior SIGSEC pregram review during 1525, &na:
d. a continued manning problem resuiting d4rom

difficuities experienced in obtaining qualified civilian personngl

to €111 all authorized billets.

b T
“~

b

1 (s fi1thin  the constraints i1imposec bv personnel

limitations G&JY succeszs=fully accomplished its mission. Matter

m

cf routine importance included personnel staffina. suppcrt to the

fleet and other national consumers, and timeliness ot response.

UNCLASSIFIED

-y mewme qq e v J—

TELONILD A GIWERNMERT EXI'RLSE



F00 LT SNAWNEIALD L

SECTION 2

SPECIAL OFERATIONS. (W)

A | (U) The Office of the Assistant Commander for Special
Dperations is subdivided into three divisions: Cryptologic Sys-
tems Management (G31), Ocean Surveillance Systems (GSZ), and
Special Technology (6S4).

z.2 () Major proarams/projects begun, continued or com-

pleted during 1984 by 651 include the following:

K

o2 -Space-allocation study at NSGD Rota, Spain: In the

fall 1984, CNEG directed a space allocation study at NSGD
Rota/CSG Sixth Fleet. Severe space constraints at Rota necessi-

tated a review of current and future space requirements to azszes

m

possible impact on operations.

2.3 -Combined Cryptologic Shore Support Activity at NEGA
Edzell: On 31 Jan 84, the U.S. Navy's first, and currently only,

Combined Cryptologic Shore Support Activity (CCESA) was estab-

60



: Mater:al Require =nts Study Group: COMNAVSECGRU
was achked to provide a thrzui study to the OFNAVY (0O096) chaired

MRSG which was formed to i:..tigate how to accommodate all the

current and planned
In addition to providing a threat

briefing, CNSG provided a description of the minimum capability

required to provide cryptologic support to the tactical commander.

o ——
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J.2.6 (S) BGPHES Operational Review Team: During this last,

year, BORT continued to provide +fleet e:xperience input into the

. 2. (UY Travis Trophy: CNEG selected Naval Security Group
Ed:zell, Scetland to represent the U.S. Navy in the 1984 Travis
Trophy competition. This NSA hosted competition annually selects
the unit which has made the most significant cryptologic contri-

bution to the U.S. SIGINT system. In competition between all the
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(U} services, USA, USN, USAF, and USMC, NSGA Edzell won the 1984

[ 4
4

Travis Trophy.

3.2.9 (U NSGA Naples received an award from the Association
of 0Old Crows: In November 1984, the Association cf 0ld Crows
awarded the Outstanding Unit Certificate of Merit for 1984 to
Naval Security BGroup Activity, Naples, Italy. The award citation
commended Naples for "outstanding performance in support of the

multi-national peaceleeping force during the Lebanon crisis.”

J.2.10 (VY MCATS: The National Security Agency (R24) began a
TCF program to provide microcomputer support for tactical units.
Thics effort involved providing small, portable computers, with
software, to tactical units in the field. The purpose was to
give Direct Support elements the use of current ADF equipment
without having to spend limited acquisition funds. After using
the equipment for a short period of time, the unius would be in a
better pocsition to mske smart budget decisions regarding procure-
ment of computer equipment. Any applications developed by the
unite with the MCATS computers would be made available to other
activities through R24. CNSG asked R24 for 16 systems for our
DIRSUF units worldwide. The final disposition of the R24 systems

would not be made until early 19835.
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Z.2.16 Misawa Flanning Task Force: COMNAVSECGRU partici-

pated in regularly-held sessions of the Misawa Planning Task
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will be identified, milestones established, and responsible orga-

nizations tasked.




-~

F.2.19 (U) SCSE: G651 provided technical load tapes to NEGA
Northwest for database build for OQFEVAL/TECHEVAL testing. Analy-
tic eupertise was provided to NOSC, NW, NAVELEX, and the contrac-
tor. Arrangements were made for NSA A1S management personnel to
view equipment and operatione at NOSEC and NW. Additionally,

the program was briefed to CINCLANTFLT, CINCFACFLT, and field

stetion personnel during the year.

Z.2.21 (U ADF applications for mobile support: GS1 provided

briefings and discussions with FLTCINC reps and field stations
for use of portable ADF suites in tactical settinas. A standard
has been recommended to guide tactical users toward common/trans-

portable applications.

T.2.22 (U Misawa automation: Arrangements were made to pro-
vide NSGA Micawa a mini-computer for automation of certain FPANDR
functicns. Work continues into 1985 to provide applications

software and additional hardware.




J3.2.25 (U On 8 August 1984, COMNAVSECGRU promulgated a dis-

tribution schedule for surface carry-on cryptologic equipment to
all fleet Commanders-in-Chief. The distribution schadule
reflects FOM-B& planning/programming initiated by CNO tasking and
fsupported by documented fleet reguirements. The FOM 8&-90
programming actions supplement other ongoing program initiativess
reflect the phased introduction of new systems to replace obso-
lete carry-on cryptologic equipment; constitute the bazis for
future FOM planning. The programmed O%MN resources will provide
long~term support of newer generation equipment only.

Additionally, CNO tasking designed Commander, Naval Security

N
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(U) Group Command as the principal coordinator for the distribu-

tion and inventory management of replacement carry-on equipment.

3.2.27 (U) A total of nine "NEW" QUTEDARD Message Format

Corversion Units (OMFCU) were bouaht and COMNAVSECGRU promulgated
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(U) a distribution schedule to fleet CINC's and all sites receiving
the equipment. The nine OMFCU’s satisfy stated fleet require-
ments in the short term. In the long run, integration of data
currently provided via OMFCU into Navy C2 plan is required to
eliminated limited capability GRC efforté. COMNAVEECGRU will
continue to work wiih OFNAV to initiate such a solution. Fleet
CINC’s were requested to stress a longer term solution with CNO.
The units will be installed IAW the following schedule:

NCOLANT, late Mar 85, 2 NEW OMFCU s

NCO MED, mid Mar 85, 1 NEW OMFCU

Naples, IT, late Apr 85, 1 NEW OMFCU

Skaggs 1S, early May 85, 1 NEW OMFCU

NCEF HI, mid May B85, 2 NEW OMFCU's

NCWF Guam, late May 85, 2 NEW OMFCU' s




Reactivation of the USS SFHINX (ARL-24): The USS

-

SFHINX (ARL-24) began procedures for reactivation on 1 Oct 84,

ARL-24 is assigned to the Atlantic Fleet and will be employed by

to be operational 4th QTR 1985.




3.2.24 (U) Relocation of Company Delta MARSFTEN: Relocatior
of Company Delta MARSFTEN Hanza, JA to Company Delta MAREFTEN
Galeta lsland, Fanama began 1 Oct B4. Relocation is scheduled to
be completed by 1 Oct 85. This relocation is being done to
increase manning at NSGA Galeta Island and to make NEGA Han:za a

Navy only shore site.

2.3 (U) Major programs/projects begun, continued or com-—

pleted during 1984 by BGST include the following:
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Z.3.3 (U) Project NOBLESSE is a High Freguency Direction

Finding (HFDF) replacement program for the Army and Air Force
using Navy BULLDOG Narrowband System (NES!) equipments. Upon
“completion of equipment deployment, all United States SIGINT
System (USSS) HFDF sites will have similar narrowband equipment.
This will increase site capabilities and enhance unitary (joint}

operaticns among services.

Ref: n/a

T.35.4 (U) Action continues to replace/upgrade BATTLE eguip-
ment at Nawval Security Group Activities San Vito, Italy and
hisawa, Japan. The system acquisition plan has been developed

and reviewed.

Ref: n/a
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3.3.7 (U) BULLDOG Narrowband System Upgrade. A program to

replace obsolete equipment and improve the reliability and capa-
bility of the Narrowband System (NES). In addition to tradi-
tional direction finding capabilities, the BULLDOG NES has an
unmanned, Automatic Direction Finding (ADF) subsystem which sig-
nificantly reduced the tasking load on the manned Semi-Automatic

Direction Finding (SDF) pocition.
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Z.32. (Y The 1984 BULLSEYE Operations Working Group met 11 to
1% Sep B4 at Norfolk, VA. The group, chaired by Commander, Naval
Security Group Command (G53), included representatives of the
three Fleet Commanders—~in-Chief, the Net Control Stations,
tNational Security Agency, Canadian Forces Supplementary Radio
Syetem Headquarters, Assistant Commander Naval Security Group,
and Naval Security Group Activity, Skaggs Izland, CA, FPerformance
Analysis Group. Discuscsions centered on immediate and future
High Freguency Direction Finding (HFDF) operational matters rele-
vant te the management and operation of the BULLESEYE system.

Ref: (1) COMNAVSECGRU 1tr Ser GSI/52234 of 14 Oct 84 (EDOM) (Not

enclosed)
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3.3.9 (U) WIDEEAND Operations Doctrine Revision completed. A

»

comprehensive revision of the U.S. Navy High Freguency Directigg

Finding Wideband Operations Manual was completed and distributed

to the approprisate activities on 2 Nov 84. The manual contains
policy, guidance, and operaticnal procedures for net control and

net station wideband operations.




F.%.14 (U) BULLSEYE TEC Flash Channels. Triple Error Correc-

DR R

tion (TEC) flash channel use was discontinued in Jul 1984. TEC

79
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(U) adds data bits to each transmitted character to ensure error-free

reception of messages. TEC flacsh channels were necessary when
high frequency communications circuits were used for ByLLSEYE
traffic. Fresent day circuit routing has eliminated the need to
use TEC.

Ref: (a) CDMNAVSECGRU 182220Z JUL 84 ()

.4 {U) Major programs/projects begun, continued or com-

pleted during 1984 by G34 including the following:

TR AT COVERNMENT EXDPLLSE
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T.4.3 (U) CCF Billet Initiative: As the result of a

divieional study, backeq up by a SFD contractor study, it was
determined that due to the increasing complexity that was being
designed into the Improved CLASSIC WIZARD (IMFP) system, the
increase of 19 billets which were in the CCF program for the
record would be inadequate to operate the RRC*s during the IMF
era. The actwual number of billets required, reduced to an abso-
lute minimum, was determined to be 127. A= of the end of 1°B4,
the budaet process was well underway, but the likelihood of

approval of the billets was in significant doubt.
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SECTION 4
SIGNALS SECURITY AND RELATED FUNCTIONS (U) .
4.1 - Within HONAVSECGRU, Signals Security (SIGSEC) fun-

;timns ware supervised by the Assistant Commander for Signals
Security (G60). GO was subdivided into five diyisions: Crypto-—~
graphic Security (Bél), Signals Security Operations (662), Vulne-
ratility Assessment (G43), Flans, Programs and Resources (G&44)
and Tempest Management (G65). G&O reported the following develo-

pments for 1984:

4.2 (U) CLASSIC COYOTE DEVELOFMENT. Development af CLASSIC
COYOTE, the replacement program for the CLASSIC NOMAD, continued
throughout the year. As part of the contract with NAVELEX,
Sperry Corporation conducted a two week training sescion in March
for seven NAVSECGRUACT Charleston personnel (4 CTT, 2 CTM and 1
EN} who would constitute the first COYOTE team. The equipment

installation in the van was completed and environmental testing

was conducted on the COYOTE vehicle. The van was delivered to
NAVEECGRUACT Charleston in early August and was used for two
weeks of advanced operator training conducted by two Sperry
technicians. Sperry released the van in August for DT IIE/DT 11
testing by COMOFTEVFOR in the Norfolk area. Testing was com-
pleted and the COYODOTE tractor-trailer then turned over to NAVSEC-

GRUACT Charleston.
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q.7 A | FYE24 NAVY TEMFEST PROGRAM. 'During Fy84, BG&S eva-
luated 628 TEMFEST Vulnerability Assessment Requests (TVARTs).

0f these, 277 were tasked as Instrumented TEMFEST Surveys (ITS)
while 355 were acceptable risks. In FYB4, 198 ITS were

completed leaving a FY8S backloug of about 600, 1In FY84 a joint
Army, Navy, Air Force and NSA team completed zoning all major
SIGINT facilities in the Facific, European and CONUS areas. We
began evaluating selected stations with large Controlled Spaces
(CS) to designate them asz a TEMFEET acceptable risk with a
subsequent Zoning test.

4.4 (U) SHIELDED ENCLOSURES. 1In 1984, seventeen MILCON
Shielding efforts have been eliminated from Navy centracts. Can-
cellation of these enclosures saved the Navy about 30 million
dollars in one time construction costs and an indeterminate cost
for enclosure preventative maintenance and repairs. These enclo-
csures were eliminated becauvee sites eirther had large controlled
-spaces or TEMFEST accredited egquipment was used. Flans to pro-
cure shielding for TEMFEEST purposes are first submitted to NAVE-
LEXSECCEN for technical evaluation and then to COMNAVSECGRU (G&S)

for final approval.

4.3 (U) SIGSEC EQUIFMENT
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4.5.1 (U) Efforts to locate a mi€sing AN/GSH-S2 under ship-
merit from NAVSECGRUDET London to NAVELEXCEN Fortemouth for re-
pairs were unsuccessful. COMNAVSECGRU requested an NIS invectij-
gation and the eguipment was found at NSC Norfolk in January,
Shipping guidance for the equipment was jssued and field citesg
were reminded to use the services Provided in Military Traffic
Management Regulations. A request for eucecs AN/GTA-19"s and/ar
components was received from the U.S. Army. As sponsor, G&2
asked all holders to review their AN/GTA<19 requirements and to

-declare the equipment excess and provide tg the Army.

4.35.2 (U) Reobbins Eulk erasers were sent to each FLTCINC. The
15 erasers (#10 a unit) are used to degaycss cassette tapes and
will simplify field operations. Distribytion of 26 AN/TNH-25
narrowband recerders was completed in 1984, The recorders were
shipped to sites having TAOOOT, TAOGOO2, or TACOOT positions and
will be used to replace the AN/THH-11'¢ hreviously in place, fa)

request from NAVSECGRUACT Fearl Harbor to install two TANOOD

EIGSEC positions was received in September, Upgradina and forma-
lizing two currently installed but untacslked training pesitions
would effectively create the two TAOOOZ positions. COMNAVSECGRU

f } =

concurred with the request and will identjfy funds when equipment

deficiencies are received.

4.6 (U) FUBLICATION UFDATES

UNCLASSIFIED
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4.6.1 (W) A reques: for recommended additions, changes and
deletions to NAVSECGRUINST C3I245.1 and Unit Mission Frofile for!
SIGSEC was forwarded to the field sites and area directors.

Responses will be used to update the NAVSECGRU publications.

4.6.2 (J) Using information submitted by NAVSECGRUACT North-
west and NAVSECGRUDEFT San Diego, a draft CLASSIC NOMAD Advance
Flanning Guide was developed. The guide will assist commands in
budgeting, maintenance, and ancillary support. In addition, a
draft CLASEIC NOMAD Frocedures Manual, using information
—submitted by NAVSECGRUACT Charleston, NAVSECGRUACT Northwest and
NAVEECGRUDEFT San Diego, was further developed addressing the use

of the van to support EBFDE collection.

4.6.7 (U) NAVEECGRUINET C3I260.4, which will replace NAVSECGRU-
INET C2200.4A, is nearing completion. The draft instruction will
be reviewed to ensure compliance with present MNational, DOD and
iNavy policy and to ensure that all new SIGSEC initiatives are

covered.

4.7 (U) SIGNAL NOTATION SYSTEM FOR SIGSEC. NAYSECGRUACT
Charlecston was tasked to review &all active Signal Notation
Letters and compile them into a draft publication outlining use

of the Signal Notation System. The draft was coordinated with

UNCLASSIFIED
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(U) NAVSECGRUAZT Northwest and NAVSECGRUDEFT San Diego. Charleston
will maintain and update the final version of the publication.
4. (UY CLASEIC ASCOT/NOMAD DJT TRAINING MANUALS. Two
complete sets of Operations and Maintenance 0JT manuals, and
Instructor/Student Handbooks for CLASEIC ASCOT and NOMAD were
forwarded to NAVSECGRUDEFT San Diego between early January and
late March. NAVSECGRUACT Northwest received their CLASSIC NOMAD
manuals in March. Both commands had previously completed the 0JT
-training in each area. It was determined that sites would
receive the manuals prior to 0JT training in the future. The
Commander, Naval Surface Reserve Force received CLASSIC NOMAD OJT
Manuals as requested to aid in planning for eventual van turnover

to reserves.

4.9 (U) FORMAL SIGSEC TRAINING

4.9.1 (U} Continuing progress was made throughout the year on
developing & formal SIGSEC training course (Class "C" School) at
NAVTECHTRACEN Fensacola. The contractor, SFC of Roszslyn, VA,
with representatives from the FLTCINC s, NAVELEX, selected SIGSEC
field sites, and G&60, completed the Tazks and Skill Analyesis
(TASAY, and Job Task Inventory. The final TASA was approved and

submitted to NAVELEX in Novemher.

UNCLASSIFIED
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4.9.2 (W) A SIGSEC Officer Correspondence Course/Enlisted
Correspondence Course (OCC/ECC) is being developed by SFC as pa;t
of the contract award for the SIGSEC "C" Echool. The ;irst draft
of the couwrse was received and reviewed for technical Accuracy.,
classification, and graphics in mid July. Many errors were found

and consequently NAVELEX disapproved the first draft.

4.10 - SIGSEC FROGRAM REVIEW. The SWSC data base issue
brought into focus questions concerning the data tapes needed,
how much, and the resources needed to produce it. On Z1 August
_1984, CNO requested a—review, which was
really directed at "the fata base" from a data collector view-—
point. CNO (OF-936) was briefed to his satisfaction on 16 Nov.
The DP—§56 regquest drove out some strongly differing opinions
within the NAVEECGRU rankz. A more indepth ESIGSEC program review

was scheduled to be completed in early 1935.
4.11 (Y SIGNALE KWARFARE SUFFORT CENTER (SWSD)

4.11.1 -.As the SWSC moved toward FOC, a considerable number

cf prior veare® ECF’s generated early in the year for additional

hardware and software capabilities. Installation and checkout of
a second VAY 117780 computer was completed on 16 April, and a

multi—-year CASFAR signals analysis software development ended
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- when installation, check out and training was completed by TSC on

21 Auqust.

4.11.2 (U) In November, the SWSC developed a comprehensivé set
of CYBS goals and objectives. These, however, were later to be
modified in line with early 1985 NAVSECGRUACT Charleston/SuWSC

SIGSEC mission, organization and resource reviews, a major part

of the averall 1985 SIGSEC Frogram Review.

4.12 . EXERCISE SUFFORT AND SFECIAL COLLECTION. During
tlhe year, support was provided via Headquarters to several
exercise situations. ELSEC/Signals analyst personnel, one each
from MAVSECGRUACT Northwest, MAVEECGRUALT Naples, and
NAVSECGRUACT Charlecton, provided support for LANTFLT REARDEX 2-B4
and GALLANT ENIGHT 84. In Januvary, NAVSECGRUDET San Dieao was

tazked to provide two Signal analysts to assist EESEF in

collecting Blue Data in the form needed by SWSC Charleston. In
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¥ May, NAVSECGRUDEFT San Diego was tasked to support COMJSOC COMSEC
effort during Exercise FREVIOUS VOYAGE. *

4.173 (U) COMMUNICATIONS SECURITY (COMSEC). On 18 June, CDR
Fogerson and CDR Fallen (DC&S) attended a meeting organiced by
OF-941 to discuss the planned transfer of COMEEC . policy
responcibilities from OF-244 to OF-941. Incident to this action,
COMMNAVELEXSYSCOM assumed increased COMSEC equipment planning
recponcsibilities and the responsibility for COMSEC equipment

manaaement/inventory functions were transferred from

"COMNAVTELCCM to COMNAVSECGRU (DCMS).

4.14 (1)) MST CONTRACTORS. Along with representation from CNO
(OF-942), Mr. Hammack attended a meeting on 16 Jan at MSC to
provide further assistance in planning for assumption of communi-
cationz aboard some MSC contractor-operated ships. O0Of prime
concern was the use of foreign owned U.S. Registry Ships.
Guidance wa2s provided and assistance in preparing necessar§

requestes for exceptions to the Mational policy was extended.

4.15 wr menvel cryeTosysTems.  vr. W attended o meeting /('_é
on & Jan called by Mr.-_cuo (OF-9413). The subject was

paper cryptosystems and the impact auto—manual systems (EL-42 and
follow—-on devices) will have on Navy requirements. O0OF-941 is

considering a tasker te FLTCINC's and this Headquarters which

89
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(U) will ecall for a five-year projection of requirements for paper

sycstems based on the Navy Secure Voice Improvement Flan and NSA-

production of auto-manual systems.

4.16 (U) SIGNALS SUSCEFTIEILITY AND VULNERAEILITY ASSESSMENT
(SsvA). The Navy Data Link Vulnerability (DVAL) program was
begun in 1982 with a request from 0OSD for implementation into the
Navy and incorporation into the existing COMNAVSECGRU (660) SEVA
program. At the conclusion of 198%, formal tashking for DVAL
implementation by COMNAVSECGRU, though impending, had not been
received. The following is a brief chronology of events in the
DVAL evolution:

- JAN: CNO (OF-098) memo to FD, ASN, RELS
outlined the Navy' sz DVAL implementation plan. OF-0%9B received
overzight, OF-094 received resource sponsorship and COMNAVSECGRU
became E:ecutive Agent.

- MAR: DVAL Information Management System (DVISY,
dezigned as a B4&T assessment management tool, was developed as
part of the Headqguarters corporate data base.

- AFR: OF-0%24 formally tasked COMNAVEECGRU to
implement DVAL and identified the following seven candidate
systems:

High Freguency Improvement Frogram (HFIF)
NAVETAR GFE

Joint Tactical Information Distribution System (JTIDS)

UNCLASSIFIED
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Combat Identification System (CIS)
EHF SATCOM Teraminals
ELF Communications
Direct Downlink (DDL)
- MAY: COMNAVSECGRU submitted FYB4-FY?( funding
estimates.
= JUN: OFNAV and NAVEECGRUHQR action officers
attended DVAL methodology seminar at DVAL JTF, kirtland AFE,
Albuquer que, NM.
- - JUL/AUG: NOSC began resource requirements and
availability survey of 13 different facilities across the
countrvy.
~- AUG: AFL began multi-year Navy Signals Security
Vulnerability Assesesment Frogram. FYBS efforts to concentrate on
High Freguency Anti-Jamming (HFAJ).
- SEF: DVAL JTF presented DVAL Methodology
seminars to SWSC Charleston and NAVSECGRUHQO.
E ~ SEF: FOM submission made for FYB& and FYB7 for:
RDTXE — #£IM per year; OFN - $1.0M in FYB&, $1.544M in FY87; O%MN
- &7&F. in FYB7, 152K in outyears (4 billets).
- SEF: Identified jamming equipment required and
phaced plan for cbtaining equipment with FYB&/FYS7 OFN.
- OCT: O0OF-095 (became sponsor after 0OCT OFNAY

reorganization} reprogrammed %626k of RDT%E funds for DVAL FYBEZ,

UNCLASSIFIED
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4.17 I coMFLETED ASSESSMENTS. The Vulnerability Assessment

*
Division (G&3) completed a number of assessment during the -

calendar year. The systems involved included the AN/WSC-& SHF

‘-

Spread Spectrum Satellite Transceiver; Advanced Narrowband
Digital Voice Terminal (ANDVT); VINSON KY-SB8/NESTOR kEY-2B
Cryptographic Equipments; an AN/SYS-48 Radar Sysﬁem gpecial study
involving probability of detection: and an EHF SATCOM study of an

extremely high freguency satellite system.

4.18 (C) ONGOING ASSESSMENTS. Ongoing assessments being

managed by the Vulnerability Assessment Division at years end

included: g

4.19 (U TEMFEST
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4.19.1 (W) TEMFEST Management Information Support System .
(TEMISS) hardware was procured by NAVELEXSYECOM 223 Jan 1984.
TEMISS software upgrade was provided by NOSC to speed—-up standard

report generation and provide new data input screens.

4,.1%9.2 (U) 6AD DOD TEMFEST Evaluation - on 20 Nov, COMNAVSECGRU

representatives with NESSEC

representative Mr. ’@et CND (OF-009F) representatives
to brief Mr. -of GAD on the Navy TEMFEST Frogram. This brief
was in response to a GAD evaluation of TEMREEST protective
measures for NON-SCI at DOD and contractor facilities.
Congressman -requested GAD investigate the DOD TEMFEST
program primarily as it pertains to contractors. This was
brought about by complaints that +-e government was requiring
more stringent TEMFEST protective weasures for contractors than
for government facilities. For the most part, the Navy haz not
placed TEMFEST requirements on contractors. A recent change to
tthe National Folicy may force the Navy to place more stringent
protective measures on contractors. However, these reguirements
will be no more stringent than those placed upon Navy facilities.
There i€ no standardized DOD policy on the treatment of
contracrtors. A standardized policy was being developed by the

Subcommittee on Compremicsing Emanations, but with the disbandment

of the NCSC all official work in this direction has stopped.

UNCLASSIFIED
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4,19.= (U) Dratt TEﬁPEST.DPNAVINST CES10.97E - the draft was
sent to CND but is still undergoing significant modifications dﬁe
to a change in program sponsor and the disestablishmenf of

CHNAVMAT.
4.20 (UY EMITTER DATA BASE

4.20.1 [JJJ NAVSECGRU responsibilities for the
collection/management of data on U.S. Navy emitters ("blue force"
data) include support for DROD EW and CICM programs. However, 1in
-early 1984 it was realized that information on our own force
systems was not intelligence and, as such, could not be driven by
DIA and the National Intelligence System. The JCS, to ensure
optimum accepted intelligence support to EW and C3CM, ecstablished
the U.S. Noncommunication System Data Ease (USNCEDE). The JCS
USNCSDE Flan memorandum to the services was issued on 12 October
1984. The plan provides that JCS will tashk the servicese and that
<the cervices will: decignate FDC'e; forward requirements on
other services in JEWC: assist JEWC in validating and
prioritizing requirements; and task service elements to produce
the required data. On 7 and 8 November, JEWC hosted the first
JCS sponsored USNCSDE meeting at San Antonio. The initial liste
of requirements for all services were reviewed, prioriticed and
accepted by the service FOC's. The Navy's FDC from OF-936

assumed Electronic Warfare Integrated Reprogramming (EWIR)




(C) production responsibility for S1 Navy noncommunication emig}ers -
of which 15 had no EWIR files at all. JCS°es 2B November mecssage
officially taskted the services to produce EWIR data on the

accepted emitter lists. CNG had not yet formally tasked nor

funded NAVSECGRU to produce the EWIR's by years end.

4.20.2 -A review was conducted of data base
functions/requirements at NAVSECGRUACT Charleston®s Sianals
Warfare Support Center (SWSC) systems. By year's end. it was
_determined that: a considerable amount of data had been
collected for which there are no consumers; there were require-
ments for some data not held; and the disorganized data
collection and data base development efforts needed to be fine
tuned to collect, analy:ze and maintain only the data required to
satisfy validated production requirements. The issue was to be

addressed in the 19285 SIGSEC proaram review. .

4q.21 (U) SIGSEC AUDIOVISUAL (AV) PRODUCTION. A new training
film to promote security awareness and discipline on radio-
telephone circuits was initiated in 1984. A free-lance civilian
script writer was contracted through the Defense Audiovisual
Agency (DAVA) to write the film script. During development of
the script outline, education and backaround materials were
provided by G&42. The writer observed a Combined Inport training

exercise in Norfolk. The completed outline was reviewed by
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(U) COMNAVSECGRU and delivered to. DAVA in late August for production.
A 1966 film, "U.S. NAVAL CDNMUNICATIDQS SECURITY" had lost its
relevancy to today’s audiences and action was taken to rFmove it
from the list of effective Navy AV products. Audiovisual
training materials were provided to field sites, including a new
NSA production, "THREAT TO U.S. COMMUNICATIONS IN EUROFE." While
the videotape primarily addressed U.S. Army communications, its
points were applicable to Navy units worldwide. Fifteen copies
of the tape were received from NSA and distributed to SI1GSEC
units. Copies of a NATO version were sent to the FLTCINC's in
December. Individual SIGSEC sites were tasked te develop and
forward various SIBSEC awareness briefings to COMNAVSECGRU to be
held as "Master" briefs. The Navy AV Center agreed to create
camera-ready art work/graphics and corresponding slides in
support of the "Master" briefs and five other briefings developed
under contract. NSA (S15) agreed to support SIGSEC awareness
initiative.and offered to provide various AY products including

videos, posters, and briefings.

4 22 - NATICNAL TELECOMMUNICATIONS AND INFORMATION SYSTEMS
SECURITY COMMITTEE (NTISSC). The National Telecommunicatione and
Information Systems Security Committee was established in 1984 to
replace the National COMEEC Committee and to operate under the
direction of the Systems Security Steering Group. The new

structure is intended to replace both the PD-24 Interagency Group




Ill_for Telecommunications Protection (IG/TF) and the National COMSEC
Committee (NCSC). The Systems Security Steering Group consistr;g
of the Secretary of Defense, the Secretary of the Treaéury, the
Director of the Office of Management and Budget, the Director of
Central Intelligence, and chaired by the Assistant to the
Frecsident for National Security Affaire was established for this
purpose. The NTISSC was tasked to consider technical matters and
develop operating policies as necessary to implement the
provicsions of the National Security Directive. The committee 1s
chaired by a reprecentative of the Secretary of Defense and
composed of a non-voting representative of each member of the
Steering Group and & voting representative of each of the
following:
The Secretary of State
The Secretary of the Treasury

The Attorney General

The Secretary of Commerce

The Secretary of Transportation
The Secretary of Energy
The Director of Central Intelligence
Chairman, Joint Chiefs of Staff
Administrator, General Services Administration
Director, Federal Emergency Management Agency
The Chief of Staff, United States aArmy

The Chief of Naval Operations




-~

. The Chief cf Staff, United States Air Force

Director, National Security Agency

Manager, National Communicationzs System

.23 (U» DVAL FROGRAM ESTAELISHMENT. In 1984, the Navy's
Data Link Vulnerability Assessment (DVAL) program was ecstablished
under the management of COMNAVSECGRU HR with the RDT%E funds
under the claimancy of the Dffice of Naval Research (ONR). DVAL
funding will now be programmed for by COMNAVSECGRU in the annual

FOM submis=zion.
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SECTION S
SIGNIFICANT TECHNICAL DEVELOFMENTS (W) ) .
S.1 (L) 680 is the Office of the Assistant Commander for

Technical Development. Major programs Begun, continued or

completed during CY 1984 include the following.

S.1.1 (J) CLASSIC SEACDAST. A program review was held on 9
Feb, 1984. The approval for production (AFF) was granted by CNO
as & result of this review., The first two CLASSIC SEACOAST
production systems will go to NTTN Fensacola. Twenty additional

systems will be produced through Oct 87.

$.1.2 - (U) CLASEIC CENTEREDARD. Following a system review
group meeting in December 1987, a CLASSIC CENTEREOARD system
capability statement and a requirements definition were
developed. A candidate architecture was developed and major
‘progress wés made towards developing a "Class A" system Speéi—

fication.

S5.1.3 (U) CLASSIC FLAGHOIST. The CLASSIC FLAGHOIST system
design review was held at RCA 1&-20 Jan 1984. A program review
as held 2-6 April 1984. Following the critical design review
held 14-17 May 1984, RCA was awarded the contract for the CLASEIC
FLAGHOIST development and service test model hardware. The
CLASSIC FLAGHOIST "IMF" became operational on 29 October 1984.

UNCLASSIFIED




5.1. 4 (U The FROJECT BANDALORE in-plant acceptance test, '
EANDALORE-OFU interfacing, and special signal recognizer testing
were completed at NSGA Winter Harbor 16-~-20 January 1984. The
BEANDALORE site acceptance test and the DT&E were successfully
completed at NSGA Winter Harbor during the weelk of 1 July. The
BANDALORE site survey for field station Augsburg installations
was conducted 36 January - I February 1984. The Augsburg site

acceptance testing commenced on 2 October 1984.

Z.1.7 (U DARFA/OF-0295 FROJECT SUFFORT. Continuing management
and technical support was provided for development of special

purpose surveillance equipment sponsored by DARFPA/OF-0Q95.

s.1.8 [ scss/score/msTDF sysTEMS.  The SCORE factory

acceptance test was held 16-20 April 1984, There were no major




- failures. The production hardware was shipped to NSGA Northwest

for site acceptance testing. Site acceptance testing was

complete on 13 July 1984.

5.1.8.1 - MSTDF % SCORE were tested at NSGA MNorthwest during
the weebk of 14 August 1984, It was discovered that the interface
to STREAMLINER needed work and retesting was scheduled for late
September 19B4. The METDF techeval was completed on 24 October

1984.

5.1.8.2 B A11 aspects of MSTDF tested satisfactorily except
for its interfaces with SCORE. This was to be tested in
connection with SCORE*s techeval. The SCORE techeval was

successfully completed on 7 December 1984.

5.1.9 (U) CLASSIC ORACLE. A CLASSIC ORACLE project review was
held at interstate Electronice Corp during the week of 17 Jan B4.
A factory acceptance test was scheduled for June with a filed
technical evaluation to follow in July. This schedule slipped
and the FAT was conducted for AFOCALYFSE (the CLASSIC ORACLE STM)
during ;he weelk of 22 July. The FAT was terminated and
rescheduled for the week of 2 August due to software problems.
The AFOCALYFSE factory acceptance test was finally completed on S
Aug B4 and a site acceptance test was scheduled for 4-5 Sep 84 at

NSGA Ed:sell, Scotland. A technical evaluation commenced
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() following the SAT on 10 Sep 1984. During the week of 1& OCt e4,
the interfacing of the directive RF antenna to the AFOCALYFSE

system was accomplished.

S.1.10 (U) SFREAD SFECTRUM. The DELTA BLUE critical design

review was held at GTE during the week of 17 Jan E4.

S.1.11 (YUY SES (SIGNALS EXFLOITATION SYSTEM). One SES
(essentially the same as the "Advanced Signals Analycsis Fosition”
at NSGA Ed:oell) was built by the Navy Research Laboratory for
installation at NSGA Misawa, Japan. Installation planning was

ctarted for a 1989 installation of this system.

S5.1.12 (UY SUE-HF INITIATIVEE. The LANDWAYII antenna system
was installec at NSGA Edcell, Scotland in early calendar year

1284.

9.1.13 (U) CLASSIC CIRCUS. The CLASSIC CIRCUS search system
installation at NSGA Edzell continued into CY1984. CLASSIC

CIRCUS was essentially completed by the end of the calendar year.

S5.1.14 (U) ADVANCED SEARCH COORDINATOR/CLASSIC FISHMNET.
Sanders presented a rough draft of the ADVANCED SEARCH COORDI-
NATOR/CLASSIC FISHNET concept plan during the weelk of 24 Jan 84.
A program review as held at Sanders on 1-2 Nov 84.

UNCLASSIFIED
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(U) GB8OX was formed in February 1984.

This group served

as the nucleus for a new CND directed special project. "

UNCLASSIFIED
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SECTION &

COMMUNICATIONS "‘AND ADF ()

6.1 (U) GI0 is the Office of the Assistant Commander for
Telecommunications and Automated Data Systems. Malor programs or
projects begun; continued or completed during 1984 include the

following.

6.1.1 (U) Master Data Element Dictionary (MDED) Release 1.0
containing over 400 standardized data elements related to the
Mobile Systems Technical Data Facility (MSTDF), published on 2

March 1984. (GZI0OD?

6.1.2 () Information Systems Flanning (ISF) study to define
functions, organizational interfaces, information flow and data
requirements nf each department within Headquarters completed on
31 March 19€4. Initiated Headquarters dotabase redecign effort.

_{BZOD)

6.1.73 (U) Froject Tnformation and Coordiration System (FICS)
delivered to GD11 as project management and tracking tool on 15

April 1984. (GZ0D)

&.1.4 (U) DATABASE 84 Colloquium co-sponsored with Naval Ocean

Systems Center (NOSC), San Diego, 4-8 June 1984. (GIOD)

UNCLASSIFIED
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6.1.5 () MDED Release 2.0, containing nearly S00 High

Frequency Direction Finding (HFDF) related elements, published on

Z1 October 1984. (GZ0D)

&.1.6 (U} The NAVSECGRUACT Ed=zell, Scotland, UNCLAS computer
support replacement project was initiated. The computer hardware
and the off-the-shelf software selected. This system (IEM System
J6) will replace the obsolete IBEM System I2 as well as provide
additional capabilities to support command UNCLAS functions such

as supply and public works. (G3Z2D)

6.1.7 .comunvseceﬁu automation. On 22 June 1984, an office

automation contract or Headquarters NAVSECGRU and its field sites

was awarded to— for a total amount of

This contract has been providing new word

processing capabilities. (GBZE3)
%.1.8 (U) CLASEIC FLAGHDIST Networlk Communications Uparade:
- (U) Three separate deliveries of NSA network
components to FLAGHODIST contractor facility
for in-plant test completed.
- () Flans and regotiations for incstallations
of NSA networlk cemmunications service at
BULLSEYE TEST NET cvites in Maine and Calif—

ornia completed.
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- (U) Liaison with .Canadian Forces counterparts -
initiated, head of CFSRE, Ottawa briefed.

- - System Acquisition Flan for BULLSEYE Net
components initiated. Total size of this
effort is on the order of $20M.

- (U{ NAVSECGRY requirements and tasks for NSA’s
first network modelling and simulation

contract developed. (GZZ3)

6.1.9 (U} FLATFORM EMBROIDERY Froject Liaison. Detailed
NAVSECGRU response to NSAs first acquisition plan for PLATFORM
network components coordinated and drafted. NSA EMEROIDERY
implementation planning activities, including consolidated site
network plans and preliminary costing for implementation tasking

at NAVSECGRU sites initiated. (GII3T)
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&.1.12 () NCSSA. In June 1984 an initiative to establish a

Joint NAVSECGRU/NAVELEX Cryptologic Systems Support Activity was
developed within G300 and forwarded to NAVELEX. This project will
provide both hardware and software life cycle support for
existing and future NAVSECGRU cryptologic systems. A CCF budget
initiative was submitted in the FOM 87 build for a MILCON for
FY88. Several locations were investigated to determine the

optimum location for this new activity. (G332)

$.1.13 (U) Continued as the software configuration manager for
the BULLSEYE system. During this year, BG32 actively participated
as secretariat in the BULLSEYE Configuration Control meetinas
held on 17-18 May and 29-30 November 1984 at the Naval Security
’Station, Washington, DC. GZZ developed and promulgated tasking
for the myriad Navy supported BULLSEYE systems as well as

providing contractor coordination and management efforts for

developing systems such as FLAGHOIET and CENTEREODARD. (GZ2)
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(W) Major events during 1984 included participation in two TACINTEL-
KRNINTEL Configuration Control Eoard (CCE) Meetings held on 11-12
Januvary and 1-2 August 1984 at NAVSECBGRUACT Skaggs Island. This
year marked the establishment of a stable TACINTEL baseline to
assist NOSC in their_development of a COMEAT DF during the next

two years. (G32).

6.1.15 (U) Continued the Configuration Management of the
EOWSFRIT/SAIL system software as well as the management of the
software support efforts of the HSSF (Homestead Software Support
Facility)._ GI? actively participated in the BOWSFRIT/SAIL
Configuration Control Eoard (CCE) Meetings held on 17 April 1984
at NAVSECGRUACT Homestead and 1 November 1984 at HONAVEECGRU
Washington DC. This year marted the transfer of the chair of the
CCE from G3I2 to GSO with GZ2 continuing as the CCE secretariat.
The hardware CCE was also combined with the software CCeE for the
f§irst time this year. (GZ2)

b.1.16 (U) Continued as the software configuration manager for
the Signals Warfare Support Center (SwWeC) system, however,
NAVELEXSYSCOM retained final approval until the system becomes
fully operational. Major events for the year included partici-
pation in the swsC CCE held on 15 May B4 at Naval Electronic

Systems Command, Washington, DC. (GZ2)

UNCLASSIFIED
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&.1.17 (1) Continued as the software configuration manager for
the Communication Routing Device (CRD). No major events for the

year. (GZ2)

6.1.18 () G632 and. G=3 continued close monitoring of the MUSIC
system software development. A 632 representative continued
providing support in the final testing and evaluation of the

MUEIC system. (GZ2)

6.1.19 (W In the field of ADF Security, BG3I2 continued to
provide guidance to all NAVSECGRU elements, and formulate policy
for Headqu%rters in conforming to higher directives. Major
events for the year included the completion of the consolidated
NAVSECGRU ADF Security Flan which was forwarded to NSA via CHO

“Declassification of Clascified Defective Memory Units." (G323
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6.1.22 (U) Headquarters Ethernet Services. Cabling., file

servers and print servers are installed. Connection of Xero:

equipment was initiated in December.
&.1.23 () NSA secure telephone service. Service for NAVSECGRU

Area Directors in FAC and LANT completed. Formal program for

=zervice at NAVSECGRU sites initiated.
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SECTION 7 i

SIGNIFICANT LOGISTIC AND MATERIAL DEVELOFMENTS (W)

7.1 (W) G40 is the Assistant Commander for Logicstics and
Material. During calendar year 1984, G40 was involved in many
different tacsks, projects and NAVEECGRU related matters.
Supporting I8 NAVSECGRU field sites worldwide, G40 corrected
approximatelf SO0 Equipment Casualty Reports (CASREFs) and
promulgated a total of 313 tasks to COMNAVELEXSYSCOM and
completed 184 taske. A total of 4 military construction projects
were begun for a total of $12.7 million and thirty Minor
Conztruction and Major Facilities Repair Frojects were anded
from O%MN for a total of $5.7 million. Under the cognizance of
G4ACL, 4 new major csystem acquisition projects were begun with 173

major projects still active.

UNCLASSIFIED
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SECTION B8
FERSONNEL, TRAINING AND ADMINISTRATION )
£.1 On 1 September 1984, the Assistant Commander for

Administration, Fersonnel and Security (G10) was redesignated as
the Acczictant Commander for Fersonnel and Training. G100 was
consequently subdivided into three divisions: Human Resource
Management /Orgcanization Effectiveness (G11), Military Pzrsonnel
Froarams/Career Development (G1Z2), and Cryptologic Training

Frograms (G12).

8.2 G11 HIGHLIGHTS

g.z.1 Equal Employment Opportunity (EED): No formal
complaints of discrimination filed during 1984, which has been
attributed to outstanding EED counseling. Newly designated
Upward Mobility Frogram Coordinsted assigned and trained.

8.2.2 Human Resource Managzment (HRM): Increased emphasis was
placed on all areas of the drug and alcohol program. Results of
urinalvsis screening revealed & 2% positive rate compared to 6.5%
Navy-wide. The drua preference continued to show tetrahydro-
cannabinol (THD) from marijuana emoking with the use of cocaine

increasing. A1l commands have been random screening with many

doing unit sweeps. Five Drug Abuse Frogram Advisories were

UNCLASSIFIED
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provided to all elements of NAVSECGRU during 1984, _ ®

B8.2.2 Command Managed Equal Opportunity (CMEQ) Program: Flans
have been completed and the program guidelines developed for
implementation of CMEO. The HRMS/EOFS Team has trained 20
Command Treining Team (CTT)/Command Assessor Teams (CAT) members
at NAVSECSTA. and at NAVSECGRUACTs Winter Harbor and Sabana Seca.

No military ED complaintz were filed during 1984.

8.2.4 Organizational Effectiveness (OE) Frogram: The Navy
revieed organizational structure of HRM was promulgated by
OFNAVINST S400.3%9 in April. The 68 progfam will funﬁtion as a
part of the HRM Support System. Trained Navy personnel from OE
centerz will provide consulting services based on special

knowledge of human and organizational behavior and skills.

- Gi12 HIGHLIGHTE

e
e.7.1 The MNAVSECGRU Fersonnel Utilization Report (FUR) was

canceled 15 May ending several decades of field personnel
reporting using that vehicle. The NAVSECGRU Direct
Support Utilization Report (DUR) was established on 15 May
to provide for field reporting of all NAVSECGRU

operational TAD and flight hours on a weekly basis.

UNCLASSIFIED
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2.7.2 CND approved a G12 proposal that monthly cryptologic *
billet tapes be provided to COMNAVSECGFU to streamline proceszing

of OUTESIDE MARF billet changes within Headguarters.

8.2.3 COMNAVMILFERSCOM approved a G12 recommendation that
GENSER personnel at£ached to COMNAVSECGRU (approximately 1000
personnel) be included in the monthly officer and enlisted MAFMIS
tape in order to provide a tool for management of those

rezsources.

8.7.4 The 1984 Cryptologic Technician Listing (E7-E9) was

published in April.

8

-

e Te D A epecial edition of the annual Cryptolegic Dfficers

Lisgting (COL} was published in May.

.S.E.b The first edition of the CT Career Handbool was

published in March.

e.>.7 Effective 1 July, the Type Duty Code assigned to
Canadian Forces Station Masset, British Columbia was changed from
preferred overseas shore duty (sea/shore code &) to overseas
chore duty (sea/shore code 3). For personnel who reported on or
before 30 June, the entire tour is credited as overseas shore
duty (sea/shore code 3} until PRD.

UNCLASSIFIED
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8.4 G13 HIGHLIGHTS

8.4.1 in January, the Navy Occupational Development and
Analysis Center (NDODAC) forwarded NOTAF Surveys to every command
where Cryptologic Technicians (CTs) are assigned. The purpose of
the survey was to géther information necessary to update the CT
Occupational Standards (OCC-STDS). The CT OCC-STDS have been
maintained by COMNAVSECGRU (G13) because of classification and
have not been updated since 1974. The survey responses were
returned to COMNAVSECGRU by May and the unclassified responcse
booklets were forwarded to NODAC for processing. The necessary
documentation has been prepared and indoctrination for SCI
requested for Mr. Oscar Line (GS-1Z) who will perform analysis on

the clazsified portion of the survey.

8.4.2 An evaluation of the potential and capabilities of the
Cryptologit Field Trainer (CFT).was conducted at NAVEECGRUACT
‘Miszwa in March. The evaluation was conducted from a courseware
development/authoring system perspective, and initial impressions
indicate that use of the system, from an operator viewpoint, was
excellent. The evaluator was able to be thoroughly proficient
sfter a 10-15 brealk-in period. From an authoring ctandpoint?
however, at least 20 hours of concentrated training was needed

before effective authoring proficiency could be reached. The

UNCLASSIFIED
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potential for the CFT as a Cryptologic Shore Support Activity

(CSSA) trainer is outstanding.

8.4.4 On 10 December, the Cryptologic Training Support Office

(GI1Z2) was officially opened with RADM | cutting the
ribbon. The CTSO was established to provide training media in

. support of NAVSECGRU field requirements. Original personnel
X{(p included ]

_](:f NAVCAMS WESTFAC and CTR1

Cp 8.4-5
/x( { of NAVCOMMSTA Spain were awarded the NAVSECGRU Morse Code
Froficiency Frogram Gold Award for demonstrated ability in the

reception of International Morse Code at 40 GFM.

UNCLASSIFIED
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SECTION 9

COMMUNICATIONS SECURITY MATERIAL SYSTEM

9.1 On 1 October 1984, the responsibility for the control
and direction of cryptographic equipment was transferred from
COMNAVTELCOM to DCMS. As DCMS has produced a separate COMMAND
HISTORY for 1984, it is reproduced here for inclusion into the

HGMAVEECGRU 1984 ANNUAL HISTORY REFDRT.
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Basic Historical Narrative

1. Executive Summary.

a. Transfer of responsibility for control and distribution of
cryptographic equipment from COMNAVTELCOM to DCMS on 1 October 1984 was the
most significant event of the year. This transfer added two Navy officers,
three Navy enlisted, one Marine Corp enlisted and five civilian billets to
DCMS. Other significant events during 1984 which had a major impact on our
primary mission:

(1) Automated COMSEC Material System upgrade commenced with hardware
installation,

(2) Civilian vacancies and downgrades in T40 (Inventory and Accounting
Department) severely hampered personnel manning profile.

2. Chronological Summary.

a., OP-094]1 Meeting. During the 1lst quarter, CDR'T) attended
OP-0941 meetings on KW-46 and KG-84 crypto transition along with -

representatives from COMSUBLANT, CNO (OP-02), CINCLANTFLT, COMNAVTELCOM,
NAVELEX, and NSA.

b. Transfer of Cryptographic Equipment Cognizance. On 3 July 1984, CDR
T), Lcnaﬁ(n) and cnaiceo) met with CAPT -lnd
CDR COMNAVTELCOM (Code 01) to discuss the transfer of

crypto-equipment functions and billets from COMNAVIELCOM to COMNAVSECGRU
claimancy. Effective 1 October 1984, the functions and billets for
crypto-equipment allocation and inventory control management were under the
cognizance of COMNAVSECGRU.

. c. CMIO Norfolk Computer Site Survey. oOn 10 July 1984, Mr.JNEKEGG_0G
LCDR and LTJ met with representatives of CMIO Norfolk, NAVELEX
Portsmouth and WANG Laboratories at CMIO Norfolk to discuss site preparation

and installation of the ACMS Computer System at CMIO Norfolk.

d. CMIO San Diego Visit, From 24-26 July 1984, LCDR~0M10 San
Diego), Mr(F(Distribution) and Hr.?CMIO Vault) visited DCMS,
COMNAVTELCOM and Headquarters to liaise on matters and be briefed on

FY-85/FY~86 ACMS integration with NSA (833).

e. ACMS Project Officer. LT~ checked onboard DCMS to relieve
LCDR—as the ACMS Project Officer.

Joint Key Management Working Group (JKMWG). On 30 and 31 July 1984,
CDR (T) and Mis (T30) attended a Joint Management Meeting at
NSA. Briefings were given on new electronic key generatiom concepts and their

impact on distribution, accounting and usage.

g. Automanual System/KL-42., On 23 August 1984, LCDIP(TB) and
Hissm('BOB) attended the meeting at NSA (§5755) ad8ressing the
n

implemén of the TSEC/KL-42, an alphanumeric encryption/decryption device.
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h. CMIO Norfolk Visit. On 20 August 1984, LCDR NTB) visited CMIO
Norfolk and CINCLANTFLT Communications Coordinator, L (Code N612) to

discuss COMSEC accounting and distribution issues.

i. STU II Binding. On 30 August 1984, DCMS hosted a meeting with GSA,
COMNAVSECGRU (G60), COMNAVIFLCOM (Code 632) and Booz-Allen representatives.
GSA System Manager presented an overview of the STU-I1 (TSEC/KY-71) future
implementation and details of the Secure Voice System.

jo AKAV 500 Series Meeting. On 29 August 1984, Mr. NSA/S75)
briefed Navy representatives from CNSG/DCMS on the new AKAV 500 series,
addressing the impact of 36 booklets as opposed to one booklet on the Navy
Distribution System (LANT only at this time). The AKAV 500 is 11 MAF CEOI

(Marine operational changing call sign/frequency system), compatible with AKAI
16.

k. CMIO San Diego Site Survey, On 28-29 August 1984, LT'TSOB) and
LT TSOC) met with CMIO San Diego, WANG Labs and NAVELEX representatives
to conduct and coordinate the ACMS computer site survey at CMIO San Diego.

1. CMIO San Diego Visit n 14 September 1984, LCDR, (TB) met
with Cilo iin Diego (LCDR and Assistant NAVSECGRU Department Head
aci

(LCDR to tour, discudS and preview upcoming changes to the COMSEC
issuing lity and cryptographic hardware storage vault,

m. Automanual Program KL-42 Meeting. On 20 September 1984, LCDR-
(TB) andmcm) met with CNO (OP-0941J) representatives to

discuss the t n of paper codes with the implementation of the TSEC/KL-42.

n., “SOLID SHIELD 83" Initial Communications Planning Conference, On 25
September 1984, CD*(T) briefed USCINCLANT (J621) and "Solid Shield 85"
exercise planners a € Initial Communications Planning Conference (ICPC)
held at Fort Bragg, NC. The brief centered on CMS modus operandi of
Jdistribution of keying material for the exercise and informed exercise
planners of the identification, production and storage pipeline problems to
avoid in keying material planning for "Solid Shield 85." This is the first
time in which DCMS has briefed exercise planners.

o. Navy Key Distribution System Briefin
(T) attended the brief for Mr.

{NKDS)., On 15 October 1984, CDR

(DDC), presented by Mr.’
(NAVELEX/PDE-110) at NSA. Mr. expressed considerable inte€rest in

the proposed NKDS concept and expresse urprise that the Navy had started on
the concept two years (1982) in advance of NSA.

p. COMSEC Insecurity Coding Meeting. Or 13 September and 18 October
1984, Miss (T20) attended meetings at NSA concerning a proposed,
expanded COMSEC insecurity coding scheme NSA intends to use to produce their
1984 reports on COMSEC insecurity statistics and trends.

q. NAVSTAR Global Positioni System (GPS) COMSEC Working Group. On
23-24 October 1984, Miss #(TBO) attended the NAVSTAR COMSEC Working
Group meeting to discuss a solve action items proposed by the crypto key
management subgroup. NSA has forwarded an information memorandum to SECDEF

addressing recommendations for distribution and management of keying material
for the GPS. '
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r. HYX-58 In-Theatre Replacement. During the 4th quarter, DCMS requested
FLTCINC consideration/concurrence for the establishment of ten HYX-58 3
equipments to be staged with Battle Groups for temporary emergency )
replacement. Due to continued failure of these supplies, the VINSON
replacement equipment remained under DCMS control for authority to transfer as
a crossdeck item for relieving Battle Group.

s. KW-46 Keying Concept Briefing, On 23 October 1984, a meeting was held
at DCMS, sponsored by NSA representative), to discuss the KW-46
and the appropriate ke rial involved.

t. KGR-96 Planning Conference. On 8 November 1984, Hrs.-'ﬁl)
and Mr.w(CNTCIZAIT60) attended the KGR-96 follow-on planning
meeting held at Alr Force Cryptologic Support Center (AFCSC), Kelly AFB. The

meeting was held to discuss KGR-96 cryptologic equipment/keying material
distribution plans.

u. Joint Tactical Information Distribution System (JTIDS) Keyinm
Requirements, On 16 November 1984, Misw(ﬁo) met with Mr.
Wy Program Manager (Naval Air elopment Center) and Mr.

SSEC) to discuss preliminary requirements for JTIDS Software Development
System. JTIDS is undergoing a five year developmental program and is expected
to be operational FY-88. - -

v. Keying Material ke virements. On 19 November 1984, DCMS hosted a
meeting with Mr.#NSAlS%M to discuss and project the Navy COMSEC
keying material virements for FY-86 through FY-91.

v. Leased Satellite (LEASAT) Keying Requirements. On 20 November 1984,
(TB), Mrs. (T31) and CTA2 met with Mr.

NAVELEX Project Manager) to plan keying material distribution for
e LEASAT project for FY-85/86.

X. KG-84 SURTASS Key Distribution. On 29 November 1984, Mr.-
<(NAVELEX) hosted a meeting with NSA (S1) and DCMS (T30) representatives to

plan KG-84 keying material requirements for SURTASS.

y. Coast Guard STU II Binding. On 28 November 1984, DCMS (T30) hosted an
STU 11 Binding coordinator meeting with Coast Guard Agency Terminal
Coordinators, L and Mr. DCMS will handle distribution of
keying material for Coast Guard and coordinate with GSA to ensure distribution
continuity and confirmation of requirements.

3. Basic Narrative.

a. Administrative Services Department (T10)

The function of the Administrative Services Department is to provide a
variety of administrative services to the staff of DCMS, Primary functions
include the processing of incoming and outgoing mail, preparation and
distribution of correspondence and messages, fiscal management, military and
civilian personnel administration, physical and personnel security, military
and civilian trainin;l’mq}gtenance of activity files and classified material
control. ‘
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b. Plans, Policy, and Procedures Department (T20)

The Plans, Policy, and Procedures Department develops COMSEC Material
System plans, policies, and procedures; prepares and promulgates publications
containing the Navy's COMSEC Material System policy and procedures; determines
requirements and develops plans for personnel, facilities, and other resources
within the COMSEC Material System; reviews and monitors reports of COMSEC
material insecurities; and provides technical guidance concerning COMSEC
material matters to Navy, Marine Corps, Coast Guard, and Military Sealift
Command CMS accounts.

(1) As part of an intensive effort by COMNAVSECGRU to reduce the
steadily increasing number of insecurities reported each year, DCMS started
publishing expanded insecurity statistics in the CMS UPDATE concerning the
number of insecurities that were reported to DCMS during the previous month
and/or quarter. These expanded statistics were broken down by branch of
service (Navy/Marine) and area/location (LANT/PAC), and then by the type of
unit (e.g., ashore/afloat) within each area. Quarterly, a list of the top
three insecurities committed were published. At the top of the list was
always Missing Material.

(2) To help in compiling statistics on insecurities, DCMS developed a
program for use on a mini-computer. With the help of this program, it was
possible to enter a CMS account number and find out how many insecurities that
account committed. The program also gave the number of insecurities that
occurred during a certain time period as well as the frequency a certain short
title was subjected to compromise.

(3) CINCLANTFLT and CINCPACFLT required the name and collateral
duties of a custodian involved in an insecurity be included in each insecurity
report and through CMS standdowns, required an intense review of CMS
procedures by each command.

(4) ‘A combination of FLTCINC involvement and DCMS expanded listing of
.insecurities reduced 1984 report of insecurities by one-third in comparison to
1983.

c. CMS Operations Department (T30)

The CMS Operations Department is responsible for the acquisition,
control, distribution, status, and disposition of COMSEC material (software)
and technical publications required to fulfill the secure communicationms
requirements of the Navy, Marine Corps, Coast Guard, and Military Sealift
Command.

(1) T30 was responsible for special programs that ensured the proper
projection for software for new cryptographic systems and concepts. These
programs include:

- NAVSTAR - Space-based radio navigation system designed to provide
U.S. and Allied land, sea, and air forces with worldwide, three-dimensional
position and velocity information by late 1980°'s.

- ACME - Low dg;auxaze._xemozely.rekeyable system for satellite
data downlinks. 1t is scheduled for implementation FY-88.
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- ELF - U.S. Navy communications system that w111 broadcast
messages to operational submarines. .

- KEMPLE-P - KG-30 modification program designed for communications
support of TACAMO operations.

= NKDS - Navy key distribution operational concept. NKDS will
improve the flexibility of CMS by providing a greater responsiveness in
meeting Navy distribution, accounting, and management functions,

- STU I1 ~ KY-71 phased program of the Federal Secure Telephone
Service (FSTS) designed to operate over commercial telephone networks.

= AKAV 500 - Marine CEOI cperational changing call sign/frequency
system. The series encompass the concept of key for unique operational
environments and will eventually replace all CEOI LANT/PAC areas.

- AMP - Automanual program designed for use in controlled
environments and to replace manual cryptosystems. The automanual device is
the RL"'"Z .

~ SURTASS - Surveillance Towed Array Sensor System. This system is
installed on civilian operated ships under operational control of FLTCINCS.

- KW-46 - Scheduled to replace the KW-37 and the KG~14 on fleet
broadcast,

= LEASAT - Leased satellite communications system.

(2) The accurate development, assessment and evaluation of these
programs, from the software approach, is essential to the readiness and
effectiveness of the operating forces. Miscalculation in software planning,
stocking and availability could cause irreparable interruption in
communications, disruption of mission capability and in some instances, delays

<in deployment. These programs will have a lasting impact on the future of
Navy communications.

(3) The Navy management for the NAVSAT Security Program was
terminated in September 1984, and the software transferred to Sperry, the
relevant civilian contractor. The remainder of the program will be under the
auspices of Sperry with NSA concurrence.

d. Accounting Department (T40)

The Accounting Department's mission is to verify the acuracy of COMSEC
material inventories, to determine and to resolve CMS accounting errors and to
maintain CMS account history files.

(1) The Accounting Department provided COMSEC material support and
CMS accounting service to approximately 1300 CMS accounts. The accuracy of
2672 COMSEC material inventories was verified; this number represents an
increase of 872 over 1838. Also increasing over 1983 figures is the quantity

of correspondence of 4880 pxeces over 1983. The number of military personnel
T . - .
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hours devoted to collateral duties increased 824 hours over 1983. The number
of DECOMS increased by 4 over 1983. The number of AUTODIN inventories was 13
over 1983,

(2) The above was accomplished with three civilian vacancies, the
downgrading of five civilian positions and an increase in collateral military
duties,

e. Computer Support Department (T50)

The function of the Computer Support Department is to develop,
maintain, and manage computer systems in support of DCMS with regard to
distribution, accounting, and material management of COMSEC material
throughout the Naval Establishment.

(1) Computer Upgrade - The ACMS computer upgrade remained on schedule
for implementation on 1 October 1985. The following significant project
milestones were noted:

(a) ACMS contract awarded to WANG Laboratories on 9 May 1984,

(b) L'I'Prelieved Leor s the ACHS Project
Officer in August 1984, -

(c) 1Installation of DCMS WANG computer hardware was accomplished
in October 1984.

(d) Data Base Management System (DBMS) SPEED II installed in
November 1984,

f. COMSEC Equipment/Ancillary Department (T60)

The COMSEC Equipment/Ancillary Department is responsible for the
acquisition, control, distribution, status, and disposition of COMSEC ma*crial
(hardware) and technical publications required to fulfill the secure
communications requirements of the Navy, Marine Corps, Coast Guard, and
Military Sealift Command.

(1) Our newest department is tasked with controlling and distributing
crypto equipment to Navy, Marine, Coast Guard, and foreign sales and service
to specified allies.

(2) T60 is involved in several long range COMSEC equipment projects
including:

(a) VINSON Implementation,

1. Outfitted all deploying Battle Groups, including air
wings, carrier and all supporting surface ships with VINSON., If the ship or
ships had completed Regular Overhaul, their full allowance of VINSON equipment
was provided; otherwise, a temporary VINSON Augmentation Package (VAP) was
provided. The following Battle Groups were outfitted during 1984: USS
CONSTELLATION, USS CORAL SEA, USS INDEPENDENCE and USS NIMITZ.

vor =
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2. Marine Corps. 95% of the ground forces of FMFLANT were
provided VINSON (KY-57) during 1984, Atlantic Fleet MARG airborne units were..
converted to VINSON, VINSON implementation started in FMFPAC this year and -
was about 20 completed by December 1984. Two squadrons of F-18 MARCORPS
airborne units are fitted with VINSON.,

(b) PARKHILL Implementation in Marine Corps. KY-65 and KY-75
PARKHILL equipment was completed in FMFLANT ground units., 51% of PARKHILL
deliveries have been completed to FMFPAC ground units.

(c) KG-81 Implementation, During 1984, there were 206 KG-81
equipments shipped and installed by the operational users. This represents
32.5% of the total implementation of the various KG-81 package~switching
network,

(d) KG-84 Implementation. There was a total of 708 KG-84/84A
equipments installed for various functions during 1984. This figure
represents only .03% of the programmed 24,291 KG-84/84A installations.

(e) KL-47 Phase-Out. 1In June 1984, the Navy phased out the
utilization of the KL~47 for submarine communications equipment and commenced
operational implementation of the KL-51 (RACE) communications network.
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STATISTICS
Number of ARFCOS Shipments 87
Number of packages shipped via ARFCOS 811
Total pounds shipped via ARFCOS 116,162
Number of registered mail packages received 683
Number of registered mail shipments 447
Number of packages received from NSA/ARFCOS 2,171
Total pounds received from NSA/ARFCOS 139,208
Number of packages shipped via supply 127
Total pounds shipped via supply 15,137
Number of CM5S accounts established 79
Number of CMS accounts disestablished 46
DCMS Vault Storage Space
Hardware Storage Space 15,715
Software Storage Space 1,188
DCMS Action Line Calls received 3,436
T10/TB 15
T20 499
T30 1,516
T40 1,410
T50 5
Number of communication messages transmitted 4,727
Crypto Repair Facility
~ Total equipment forwarded 421
Total equipment returned 334
Modification kits forwarded 193
CMS Material Destruction other than monthly 2-1
Software 20,953
Hardware 1,102
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SUPPORTING DOCUMENTS (10)
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L. BONSGINST C5452.2C (NOTEL)
. NSGINST 450.23F (NCTRL) 4 .
1. EFFECTIVT 24 OCTOBER 126¢, TEE DUTIES AND ?E°P0h°IFILITIES OF
S X4 ggownavszcapu ¥ILL FE SEPARATEL FROM TEOSE OF THE CO, NF3a FOEI
i Mia . :
Z. ACNSG IS RESPOMSIPLE F'R RPEPRESENTING THEE COVMANDER, NAVRL
cTCURITY GPOUP 7O TFE NETIONAL SECURITY AGENCY/CENTRAL SECURITI
'FVICE AKND AS DELINEATEL REF A IS ASSISNED TEE FOLLOWING FINCTIONS:

K. SEFVE AS TEE PFESCAAL REPREESENTATIVE OF COMNAVSECUPU AT KS2/CSS.
T,  ASSIET COMNAVSECGFU IN TJRE ROLE OF NAVY ELEMENT COmmANLER, CEF.
C. ADVISE CCMNAVSECGFD AS TD CUREBENT AND FITURE NSA/CSS PLENS, ,
POLICIES ¥ND PROGRAMS INMPACTING UPON NAVAL CRYPTOLOGIC CPER&TIONS &KD
RISOUFCES.

T. CONDUCT LIAISON WITB TEE TIFNSA/CH CSS AND ASSIST IN THE EVELUA-

TION OF NAVSECGPU FIFLD STATIONS. (PRRTICIPATE IN 9EE FIELD
SSISTANCE PROGRAM).

F. PROVIDF SERVICES, INCLUDING COOEDINATION OF VI<IT SCREDULING,

FOR NAVSECGRU PERSCNNEL VISITING hfalc,-. .

F. SEPVF AS FOCAL POINT FDR NAVSECGRU CSS& REQTIREMENTS AND COCEDI-

NATES $ITE NSA/CSS PROVISION OF TECBNICAL INFOEMARTION

. COORDINATE AND PARTICIPATE WITE ASSISTANT COvMANDERS END STAFE

ASSISTENTS IN FORMULATION OF PLANS AN PROGRAMS.

MOTE: TO PERFORM TEIS MISSION IT IS NECESSARY THAT ACNSs BE INCLUDED

AS AN AIDFRESSEE ON ALL CORRESPONTENCE ¥ITH uC;/ccs OTBER THAN FPURE

ANALYTICAL EXCHANGES.

%. TEE FUNCTIONS OF NSGE FOET MEATE IA¥ PEF T INCLUDE:

.. PEFFOFRM TEOSE FUNCTIONS RS A CSSA FOR FLIET COMMANDERS TO IRCLUD
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P, MIINTAIN TPANSPORTARLE TECENICAL LIERARIES.

C. FEPFOF™ NAVY SIGLSEC FUNCTIORS

T. TIRECT THE DEVELCPMENT AND ADMIBI‘TRAII3h OF TEE FLEFML AND -
FC¥F PROGFAMS.

E. ¥F TEE EXECUTIVE AGENT FOP WIDEFAND OPERATIONS OF TEF EJLLSEYE
£YS AIP.

¥. OPERATE TEE SNIF.

v. TFYERCISF ADMINISTRATIVE CONTROL OVER ALL NAVAL PERSCNNEL ASSIGNEL
TC NSA/CSS ANT NSGA FORT MEAPE.

-.E TEF FOLLOWVING PERSONKEL LSSIGNMENTS ¥ILL BE EFFECTIVE 24 OCT
itEs:

r

1,8
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-C.O h°uA IP - CPPI

OF: FATIONS OFFICEE NSGA FM - CDR Tees L

9. TEE AFCVE INFOPMATION 1§ PROVIDEL TO ASSIST COMMANIE IN

TETEPMINING 75E CORFECT ADCRESSEE T0 USE FOR CORPESFONDENCE,
COMMUNICATIONS AND ADPMINISTRATIVE SUPPCRT LPE COmMvON, TBEREFCRE,
INTEFNAL £CTION ¥ILL ENSURE TEAT TEE APFROPRIATE JFFICE BECEIVES
THE CORRESPONTENCE. CORRESPCNIENCE WILL FE ANSWERED FY THE CFFICE
EAVING COGNIZANCE.
€. ACHEG, CO NSGa FM, OPS OFFICER NS3A F4 AND AIMIN SERVICES ERE
TCCATED IN MSA HDOTRS BLDL FM BA164, PEONE VON 235-€44E, TOVM
KER-6426, GEEY ©53-2081 £ND ASVCM 232¢ EXT 33. CO NSGA F4v L1:0
mAIKTAINS &N OFFICE IN RLD: O2¢S £S WELL &S TEE EYECUTIVE OFFICEE,

#Egggnz VON 235-6421/C23-€351, COMM 68R-R491/677-E351.
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War Colles2, Y=wpord, "t i Islan? 237! uaria-2s,

2, 1) (22 1) Tirpst Annual VT Mm-tho-tonf one (2TT) uarp?
aresente? to TTICS( .’;’:)—a.. the ™3t artstanding anlists]
vavy Crystoloaist for 1003,

13. (") (24 0y Tovran? A21Y its first Crrincfoct 2t TleL's Tork
with 200 attenling.

t'\"‘f LN 83 1™
MRS PN |
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LGN SNARNGIALL JY C L L, ..
s e
.0 (W) (2 M) Trie-Sorvice DT tobilization vlanning Cross,
chairad by USUATYL, mot to foraalati w wotiliaation 2lao for CISA/TNS,

- . -

(fefer to Scotien 11, ara. N.175.

15, o 05 0 ) Y o GT— (- (
2lecte? as th2 Sanior and Janlar snallers of the Qunrter oS toctively {or ¢

January - “arch 1771

17. (1) (27 2p7) orTt mants volloviull tozrnowor Tt tealz Post
Chamdionshin.

: 13, {1 (37 Wen o= T2 oY) Tasacctor Toncral (I10) Tor TOrTURUS AU
an? his teat conluct»® an 1-‘.f'ir-ir't‘:'-.t1".‘, vatorial, an’ scroonnol

insncction of the Comnl. (olor Lo PFoction T, sara. L)),

200, () (T1 UAY) 2TP training welt by e m'[or 45 TumTant

Co0's.  (kefor to S=2ction 11, ~ura. AL3).

21, () (7Y - 25wy CTITO(NC ant
CTIY(EC/' D) ' w2 % o1 Tigl R3sistanca Visit (-P") to
‘"\""O“'."“"& N T /Vee e, Onaing NS Athens, Grocee: T I‘,.f HR S
(JE5 UASAILY (AT u-’)), ..L'l..\.u, “Yirain: USOR, .’_‘lar'f. M Yoro Z‘a 2, toauhlin

of th2 Phillinines: < w1, “rant, 7uamy; SITUAGSPCSOWIPRAS/DH) VAT,
Pearl Harior, Haurii.

22 () (27 - 18 oy 0DELAND ropsennal visite! STHCLAELT an

SICDURLIST for liaissn and tocinaizal Jiscussiors, C (D
23, (1) (23 7)Y fae Tovmant “uu s, .‘-'.rs._’

solect2” as tho Zorvandt's [ivst nnzal Swouss of tae Voar.,

- 24, () (03T - 20 ) TTIG

particinatad in tho T

Y CTIC (T

(TACR) Tigar Teaw

voachiniznl Stanlaris of Daacinoss
worl groan at viGh tinrfelk.

| o

-y
-'e =

(v
the Jaugaters, aro : for "o~
"‘icherson 1311, A=, 2777 s omame?, visited th Y ogoarol taz

nED,  Peceivad momoatos o{ t1-~ visit.

26, (') {27 - 20 vy DUUUwWERThen Toree vastor Thaiof, ’.‘"."i:"-

visits,

27. () (71 J0L) Zomwmnl dnow it aan varticinatod in the Domesti
Sonflict Containant Trojras Sovinar nelr‘. in “altimore, torylani. (P:'?r
to Section 1V, nara. 5.9).

~J)
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‘ 20, () (°F I "7 an? ""PF Slacte
as the Senior an Juniotr 3ailard 2 ~uarter rospecti for Pnnl -

Juie 19C4.

- -

20, ( (7 300y . (IR ills the srecizl Sarvices nfficel

vacancy. -
37, (L) (2% JU) Ficst Suhetanee Atwes2 Suncrviscrs Saminar 2l
for division of ficers an? cuizfs. (Telzr to Section 1T, 2ora. ALlD).

31, () (77 JUL) To-wand sicnic 021 at Rurba fako; ovar 7
attendod.

3™ () (TL/R) :z\r';_r:r o -2
-, cers "”f’. .::-\n * v eqeme o a TS

visited DIRNNISLACT . 0 miF ot for wicehan mattars.

33. () {vE - W) ':apt:xin~ Js 2, anncinter tha
first Commans Mhysical Sacority GETiCer on 10 Jaly.  The Physical Security

Paviaw Comrittoc was forws i oa 70 “wrast with sublication of & Physical
Security Plan on ™% lovaner,

34. (v (1‘, - 10 0) ~athh the “en's anld the "loren's Softhall
t2ams tood the Chamiioashin in the Soutr Mil-"tlantic Mavy Jpors
Conferznc2.

IR, () (27 FNT - 37 Crny 00382 sorsgnnel conluct @ liaison
trip to Pacifis Viaot SITITT units,

'If). (“') ("‘".) I-:““~;“2 :""\.!~ (’\l)r‘ 1-\) Vi-’:it:’.\':
~IRNSAGPAZ, T80 7O, TN pr Tt e .

S, OS50 T ANt sran CRT for lidenan?d mattors.

37. () (AU2) S0C-371 sersonn2i orovi Iovd supdort to SMNAVET
PSEC cormittoe for UG

O
:

3%, () (17 - 17 avT) tary hosts the South Uid-ttlantic Mavy
520rts Confarance ~1€ Taurnatont with LU 3/""‘!] snitn of 06N peating
< out 45 marticinants.

1. (@ (F - 2 9 1 Y an’ TTICE (1)
(OPs-2G) mile a TRV to DIFTWSECTRN, London, mmelan?; MC8, Motz,
Snmain and N37A Athons, TroanTa,

AC, () (FvT) LT a0 04 Se0-32) attenal
the anaual nullsavas Co2eatichs Jorting Troun Jomer nos noste? by
CINCLAYITL T,

41, () (3T1) T soeanl trainiag incroteat for thae Mavy Faqily
veor Projrar vas holt, (Befr L0 Secticn 1T, vaga. A.10).

a2, (') (3F) «f.‘l";‘.—-’z_':"niﬂt:-’ as tae Spocial Assistant

to the Fxacutive Nf{{icer functioning as the' Farily Services Offic2 ki te il 4
ani cliont intaiz coordirater.
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83, (M 7)) avy Catily Sorvicss Lanliny Tlosateestablienn
(tefer to Soction Vi, Dari. 713),

AR, () (27 ST ArOf Dol it Tt Anaus! i 2all, -

AT, () (U ) UTTT r 2livve” 2T S
CEIRMAH Nont

“n'-'nnx"wu Thiel, taster Thio c’.

3
assuqed Jduties as Soador Talistel Alvisor to tho rirsrtor, 'ational
Security Agency.

-~

45. (V) (770 OT1 SR 1 C‘Tlm alugta?
as the Senior ana Janior Sailor of tix Tuarter resnectivaly for July -
Sentewher 1924,

A7, (") (17 7T lclieatst e tave's 20t pirthily with o
Jdinner~iance nrl-l Lt taer awrh Tan, Lamat, Maryland, with Jove
as guast sp2axer.

AR, (i) (22 otr) Tootain r2lioval ¢ )r..m

Pin a Chanre of Towwant Terdiadny at Galinay “‘T‘rt- Prena. (Relzx C
0 Section 11, mr-. “.2).

-

ﬁ;'}o ('»‘) (:.':" ‘I-X) ".t;';o
oruddsman avarl by 0V
vanagerent Offico.

varded thoe Jutstanlin

iroctor, tavy Huoon Fosourons

50
‘CO "r-ﬁ .
sunerior porlor wnove,

. (N (21 0CT) Civiliao trwitorions SorviTe dotal oas avarit!?
et A ia/nar s coorlinstor, [or sustained

51. () (0 vOU) ITT tarsoral Comuter oguidTant was roceivel and
distributed to tixe N Iilenan? Nivician, Flaat Supdort Nivision, Classic
paladin Tivisior, »minictrativy Sumort and Liaison Stalf.

5'). (]) (1( "r\\y) oy A(..n--..‘;pn.-ﬂ.- 2GS 1__‘ '\')’1,"1 -e unV f”_', -.O\JFL-.

v
Intelligonce »Holyird axarinations b2 oan {or 211 US/0n W military mmlors
- assigned NGA/TSS DI €3087. (tifor to Toction 11, para. A.14).

53. (1) (7% 7)) First Class Betty Officers' nssociation
establishal at thi: Toemind,

7]

55. (11) (-37 10, L I I L) f\nul‘\(.;’\.:)’_ anl o ¢ /"-\ )P
(OPS-36) attonun? tho NWmIW Diraet Summort Conf.ranes in 2 ~‘ %. Italy.

.

Ty (37 DY) Yoith ¥-127 rmicro-coroutors inctalle:sdt in
sunnort .

—a

e - . Ve e m———



(we-37) vizited oN-1F, 29N-10,

5R. (V) (YW/DIC) "W
and UEv=22r for vibhand mattors,

L4

el la'alX]
-’ et

5a. (") (16 D7) Formaer “orman” rriter Chiad,

./trc vst (RIT) Aie? of candar. n nenypial pervise vas hol? at th
Canter on 1€ Doclnalr.
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UCCLASSITHD .

SESTION I11: 'HISTITAL SRV

A. Cudnort !avartnont ' - -

1. (2) T tawal Sscurdty Srows Sotivity Farily Pogr Yeooras Aels
its first two-wr22k training cevinar.  Ton Poor Nroqgracn Vet Wisitors woroe
traine? in the area of »arly chil-won? avsloamont, rocoure? availavility,
end genoral su~mort praT2iuras tint wonl? sasble them to eneor into sunaort
r2lationshins with itentific? Iisfunctionad farilizce.,  Tho training wos
directol unier the Jguilance of a concultant fror tha Uigh/foore lucational
Pescarch Tounlation, Vﬂ511a'tx, »ichijan. This nroqra~ is on2 of thiuon
zilot prograws that tho “avy has 2lortol to aldress the iasuos of Tamily
wellness and act as 2 proventiam of chil? avse anl nogleoct.

2. () Tha [irst “avy Substancn Aimise Provention Freqgram (NMA3PID)
class was Yol ot 6T, Subsoruent clasces wers held every oth2r month
for the ramainder of the y2ar. %0 aversg> of 22 aseonle, Yoth officer an?
enlistod, attene? 22¢h class.

3. () A Dartioat Sutesbines Mase Nopresontative (O3AF) was
anmintal for cach Iapartyont. R0 THAR's are trainat to nrasent. O blocks
on suirtance aiwse, b A iaitinl 1afurition soints for deoartent
personacl, and ar: resbors ol thoe Tomnan? Substance Rhuse Council.

£, () A Toemmnd Waaossvoent Survay was coirlucte? hy thoe tlavy
drganizatioral Fffactiver.s= Joater in Jamunry. A cross-sactional
ranresentation of 77 swruoanel wors intorviewel.  Tn atril, 2 Comand
Assassaent .oriing Trox: {T70%) unm astablichis? to lack at tho ~roadloe
areas and =34 roeco=wonintiong to the ZormnTiag 00fiocr for imlomonting
finlings of tin> survey.

S, (V) ©ifty B sivts Tonaant wooors are toing toste’ -onthly
unar tho Tonman's Tanlos Trinalvais Prooraeusing the UIT S.T. (single
test) portable dotectisa machine hy thz Syva Corvoration. Pai? for Ly OV,
the teost kit is effoctive i1 tho detection of nine Riffersnt “rua
classifications.

6. () Fivo =12 dwaraness classezs ware neld for 227 famales ant /43_(;?

110 Cno/oDcrs by the Rtﬂ' vontal ttealtn Tounselor, SPG Two

Rape Praveation classes wor> given 2t %33 an UGA by TCtactive donnle 215
of the *nno arunfel Tounty Tnlice Tox Trine Nnit.

7. () N Cormnt ozl an? Roaliness T‘r')*“‘"* WAL t“"]i"")’*’ to
Jefine criteria for ohyeisal fitaoss an? woigit control ;t*ﬁ' r 5. nsion

Roy Oher was andointad te svorsce> the arojraw Aﬁ” 2vizoe tho ;oan;nlxﬁj
nDfficer on nhealth ant fitrneass matbers.,  Ta20ty norsonasl wsre solaeto?

to serve as Oepartwoat Titness Joortinators with rasronsibility of
Tonitoring tha yzarly B7 tost At the Hnn!atory *o«”itioning Proaras. Tho
Conditioning Proorat is jiven tuicoe daily, 5 tays a woek Jor personnal not
ﬂentlnq r;,u:rem Rav foat or fitness stanfards an? consists of a 45w nat*
axercise session inc lu iny to 1.0 vile run or th: onticnal 530 yard swiv.

i JILASSITIND
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closet iterns was ilontilfiss

UCLASIIFIT? .

(V) Tour “<hoar JIT o olansss uore given by the Tommand Torssman,

]
y h._‘e" AN T atcastant e, T aneoing Srosram eucates,
icentifie3, an: ~rovices on unl training i OP0 crovontion and rascueo

=othods. 'Mon comilition, tha "Me are cortifis? i Livel T - tfeart .
hssociation. .

e, () T Tormant Teaily M lsan oarticicatsl, along with tus
counselors fron tha flavy Ta-ily Sorvice Contar, Mnnoasalis, in the "omectic
Conflict Zontainmont Trosjrar Socinar in "altisors, “arglan®,  TMis sovinar
orovi-ial traiaing aovoasary to Daciltitats A tov=unoll aroun thorsoy nrouras
designel to clirinats Hhysics) violonce fror the arital fasily
relationshins.  TRis invaluablcs tt“lnlﬂﬂ na3 enbled aur Uit counselors
to facilitate two rour thorasy Soesisg ot Tt tats to Jato.  Thao Cirsts

)

session was Y7l 10 ujust/lictever: tho oot ia tlovo ok r/oecoti.er,

17, (') The fivst Substancs Alaess Tanorvisors Sewinar was hold iith
35 division officers/Yivision chdefs attenling, > orosoatation froa SAZ,
Leaal, S89, anid “izlical particisate?, cach owlaining thair function an? o
thisz Commanl's molicios an? ~rozaiurna vorgs 1nﬁ1i:1. This was followal? by a
auestion an?! ansuer 3255100, Those soninars are hel:s raartarlv,

11 (£) This vear, 'S7h Tt. vonde sohliched itz [irst Paysical
Security Flan as damox I to its fisastor Prauarcdness Plan. Paysical
security awareress has b2on lavate’ both vithia the Comand 2a? in
conjunction with the Matienzl Socarity Mconcy.  Plars nave bdon mado with
other crynstolojic #l-nant3 an? tha “ISA to a¥l 2 sacurity soriweter arnun?
the Troon Support aroa.

12, () T oszoon” 4rairing incrowat for thz o favy Family Peor
Projram was Wl Uit meer Lo Visitors carticicatod in this tuo-wonl
session.  Gix of tho sravioesly ~r.:.m:r'-; volunteors transfarrzl, loavino
a total cf 14 traincl "lomo Visitors by Sooterhor, Ty tho on? of 1024,
seventoen favilios vore tho rozinients of tha Pozr “rosram's cusoort a2l
ng AL! o,

-

13. (") W iwvwelinte ool for temorary furnishings aa? 1°ﬂ‘iﬁg
Dan? the tasi of cull*ctxn; a:J Jistrinoting toao
iters was establishoald, 7w Comman? allocatol spave ia onz of tvo BICH
warenous2s for the storz e of thase iters vhen not in uso.

14, (U) In res
Investigative Sorvica b
Hilxtary sersomnel ons

20052 Lo naw DO and ISR guielines, ta Dava?
TR wnl;gza*“ X273 IJ Toveihvor for &1l aeni/oeT
- ' 3 ‘r\| t" 2.:}.: I )(' l. .1.-,.,.0 :.‘01‘).3:'..:‘:"}!‘; con ."J(.‘t tg.'y:.\
exams a day, [our days a wo2% startiag uith nersonnal oo chasbed
~
IS

=1 On nnar’
since 31 Toctoirer. s of 21 Teoouwolr, 30 MIS0N RO dndivisuals wooro testo .

15, (U) Dn 2% rarcn 104, th2 [irst in a coutincing sorinss of Tri-
Service Mchilization Planning jroun meotings was el for tee duraose of
Javeloning an SCIY welilization >lan. Objoctives of tha ~lan woul? ke te
smoot thz accession of xorz than 2,27 military rosarvists into tho 3N /0in
orjanization in the cwvent of [ull or artinl mbilizatien, Nuring
subsejuent veatinge, 3 Jralt ~obilization oian was Iovalanal adlressing

fac
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LSS

various
worxing

surposes during the s3zcon’ rraxelor ol ealonlar yoar

*y
bre

General.
based on Lhmidore of tix 10 Loare e recnaen’ation
Operations Nenartment ant all actions wore rovortol cox

SITITD

sarsonn2l, alministritive, Soourity ot 1osistd
qrou) W on d0jestive o7 orasomting o werkaol?
LR
4~ P I

Onerations Nxartront

1. () 2 Tomaand Ing o oction wrn oo facta by
mhirtaze forral an! inforial recayvioniations

o ocloier 19 cuarlorly 3ol - enbabion SUitas oot

2. (" Tantain 2lioved Laots

a Change of Cormmzn. Joranony at il Taflndy Hrerto sren

The Jdut

ize an? roewasinhliltics of - Assistnt Comaan?

Sroup were senarate? frow 0o of twe Srvanling Dflice
Croup Activity Fort "'za'z, Tesronsibility for tho foll
assignad to ARSI ""‘"‘P“.‘ N

comnran:i

»lans, policiss an?

~

a. (1) Sa2rve Lo ot oorsonal gosraaatative

ow attors. Tan
~lan for Lesting

M
- ®

Lao"Insroctor
voer2 1iontifies
3 aliog to tse
1late in the

200 8 GeL0XE.

s:':.‘, “avzl Cecurity
r, ~aval Zacurity
ouing Sutizs wvas

of TOMwWs 1INt at

Boo (1) Assist TONPINICUOCTND in the rol: of havy elerent

~e
¢ =D

c. (M) ‘vivisz TSIl a3 o currant anl Tatare PUGA/CSE

a2l resourcss.

ovaluat
hssista

schaiul
“and coo
and Sta
thu fun
T‘o\o\-

)
oxcreis
widzozan

Zo (V) Toviact liadson with ¢IPUTV/TH 75 &
ion of e T [i017 sthcionn. (Barticiond~ i
e TroysT).

2. (1) Proviie servizes, incluwlin: coorlinaticn of vi

ing, for 1" 07T sevaonan] visiting “ISR/ISS,

crojracs irsactiag weon tlaval cry~tolojic onorations

n? assist in the
~ £t I'ield

it

%]

f. () S»rva as 3 focal ooint for V/RFCATD TRAT raquiresents

rinaten itk USN/T5C wrovisica of technical inf

) Thoriissis ant oarticioate with Ass

c. i
f£f »ssistants i for-elation of olans an? nroara

ht v "‘l. X v“u\".f\'\l.- i~
1. (") 12

D30T Deorations Officer
cticns of "..--.Jty MRS PR RGO

srwtiom.

stant Conwyiaes
A s bad

ro lonjer w2rfcras

3. (J) “ideLant Siovations Toatrel Divieion (TU0-I0

a. (V) enistel, o \71"“" a7 sunortet AT
~ale, in his resoonzicilitize Jor vonitoring t“.z
i
2

"\n/n‘\ .1- -\'_—5‘-—\"-7‘“- ~m

N .
2f{ectiven=53,

ng coverize contrel At nrltv 1! overall coordination of the
cortion of tha 'O, Tavy TUILLSTIYL Syster osoratiens

(PTLASSITIT
.2 L] F I U
Ny AN

A »

NIRRT AL CL I ol L pal S AT Y AL 2

[ 313 R

¢ .

44
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b. (") In riyusz, 1772, ST nro-clgated a warltvie
Preventive 'aint=nnaze (M) achainle Tor vl At stalions. tamerogss
changss hal been @ Suls ety I Soravhne, 1977, TTUTT conzolicCate
all chanazs, carc~lla3 Y2 docuert 1777 »ossace and domee? o torl Wi
tridehand M Schoaliile Moo,

2

4, () Tl-oc Suart ivision ((W0e-3Y) - »
a. (V) Jaynrs/Cotranrr arist ot iacsotion an? estallistoons
of the Curront 2a0r=lions ant "ceanicul ' 7ianss TUl-ont (TOTE)  (DB0-3137)
within the ¥lact Cavort ivision, I suoort of datn nvn?liny ani stor~ >
rejuirements, M C=337 ac vt on e its Mata osienveossuator, Duhsaguently,
amrozriatz soltu v~ wes 2lso acjaive .

he (1) T Ron tuevshy Indareaticon Tacilite (507T) ek olivory
from a contracter >r,..1’Jt1;" 27 tna Soal varhor dnogteisd
software cn 1 Febwaary, his soltear? e csigns® an? yritton to ona) SE
the SUIT to sunnort aa vt “>10d 2 IV danloynents, During calandar
year 19R4, £UIF orovi o sro-nission Mitabass sutwort an? sect-nission
data processaing fo' £ rleatic Tloet fian v Prleazo IV depnlovaents
Additionally, 17 ansisty U the "acific Cuewrt Tseiliby ot TN Cisan,
Japan in pre-:ission Jatainzy susiort for oo Tacific Tleot Sza tipvmh
missions. Uith th> are rrocassiag softusrs, vost-rission orocsesing tiw
was raduce! to arm droxi-at sl Lo v,

ola) """‘C\"-’-i' -
<

n

o O Toareileny Loy Seoficiones Caintenance (CLAOY) (D15-24)

. {2) Colontag Viore 1074 TTDJ“?&"S* Cuclo:r Tror Januagy o
Fobruary, 1712 YLAPTUY axarvinations were atrinisterss to 026 “avy and 1?7
DSIC cryntolivmiistc it~ Arabic, Thinds: tanlarin, Tranc, taoren?,
Yor2an, kussian, Aanl Snanist lanaeas oo wordll 40,72 of the 2xavinzes
Gemonstratal 2 50t
these, 17.2% wore ovaliats ! as ring Taacaass wnlified for Tiroot Suort

oderations. The follovia: oo win’s rocoive” the WORLT O D, DT fanasaes

~ .

:
137GCtor, Px*dlu”:? o anoral raliotolzohoyr ntiose of

LIS T
Proficicnc; A aase? on Tryotoln s amhizvorent o the calenlnr vonr
204 exarinationn:

135 Salb st

'\vI|~vv'* 'T‘\'F! . -y.;u\.,
. v - » .

Laras Zosrmand TAUILITTUATTE Atheons

T-all Toron? DAISTNONIT tarbars Toint

OSSN INT £y it
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W1l Tovani ' TRINDTTIONT teaa
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io (0) Sna)oeviop Yenr 1770 Crntuction of W SR on

Languaj2 frojectiong Soanlitizng Joroletion vate “avisionn

1 'l..n:\ 3
C W
1 20 .
o
2 1';:\'~
:\' N .f"y(\ e
‘: l'v.\llﬂ .
LR K
1 a0 -
2 1r0e 4
[ - - o - -
2 r.or [a)
g - . te

fatun of overnll 37707 rolaction siace the noam

Tty aTre Ovorall
cownsloatad 'omining Corloticn Nats

”~ ”n 0
275 1 "

- a 2
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- - Poe

1,\ ~ oy,
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n

12 " 67

27 - 177

3] ” fnre
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a0 . Any

Pray Y ihAr g
- on o w - - . ———— o= o o oo - -
i Bt S 2N qo
- oy Yele D

to 172 ST mablimaed durinyg tac yoar,
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N
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e
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2ight existina

Cc. () TLATYN Lanwingz Training Assistance Visite (LTLV)
&

nDuring calzndar vear 1234, four U703 vore concustoe® 4o conanls in Tarnag,
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DEPARTMENT OF THE NAV Y
NAVAL SECURITY GROUP COMMAND HEADQUARTERS
3881 NEBRASIKA AVENIVUE, N.W, .
WASHINGTON, D.C. 20300 2320 ..
Ser G53/59249
9 NOV 1984

From: Commander, Naval Security Group Cormand

Subj: INSTRUCTIONS GOVERNING NAVY HIGH FREQUENCY DIRECTION FINDING WIDEBAND
OPERATIONS

Ref: (a) COMNAYSECGRU Ttr ser T37 of 20 Aug 1979
(b) NAVSECGRUINST $2520.2

R

Encl: (1) U.S. Havy High Frequency Direction Finding Nideband Operations
Manual

7. Reference (a) 1s hereby cancelled.

2. Enclosure (1), guidance for operation of the Wideband HFDF System, super-
sedes reference (a) Enclosure (1) consists of a basic manual containing
general polfcy and guidance, and one annex covering procedures for Net Control
and Net Station ¥ideband Operations.

3. Wideband HFDF 4s part of the BULLSEYE system and therefore reference (b)
must be used in conjunction with enclosure (1).

S
L

G

4. Enclosure (1) 1s effective upon receipt.

.S. PATTERSON
sistant Commander for
pecial Operations
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NATIONAL SEC—URII!.AGENCY HEADQUARTERS rUILDING
Port Goerge G, Ioo‘a. Merylond 30788 ~

2000/skm ~ «
Ser ACNSG/102
20 November 1984

‘From: Assistant Commander, Naval Security Croup Command, Fort Meade
To: Commanding Officer, Naval Security Group Activity, Fort Meade

Subj: WIDEBAND MISSION DELEGATION AND RESPONSIBILITY

Ref: _ (a) COMNAVSECCRU 1tr 2520 Ser G53/T37 of 20 AUG 1979
(b) NAVSECGRUINST S2520.2 (Series)

1. Reference (a), in conjunction with reference (b), delegates authority to
ASSTCOMNAVSECGRU to act as Executive for Wideband System Operations, and to
assist COMNAVSECGRU in the operation and management of the Wideband Network.

2. The Commanding Officer, Naval Security Group Activity, Ft. Meade is

hereby delegated responsibilities of performing all Wideband System evolutions
as assigned to ASSTCOMNAVSECGRU in reference (a). In connection with this
delegation, Commanding Officer, Naval Security Group Activity Ft. Meade is
authorized use of the ASSTCOMNAVSECGRU message, letter and ARFCOS title for
correspondence, tasking and liaison related to the Wideband missicn as defined
in references (a) and (b).

ULLIVAN

Copy to:

COMNAVSECGRU ﬂ
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SUBJ: BULLSEYE TEC FLASH CHAERELS

ATy A
[y JuauuadA0y 19 paneol

:
A. CORNAVSECGRU WASHINGTON BC 1219267 WMAR 84 (GEMSER) LNOTAL) i
B.' WCO LANTHFDF NET MOBRTHVEST VA 091039Z MAY B4 (GENSER) (NOTAL)  I:E}
C. NCO PAC HFDF NET WAHIAWA HI 0501142 RAY 84 (EENSER) (NOTAL)
D.

NCO MED HFDF NET ROTA SP 0313452 RMAY 84 (GENSER) (NOTAL)

g E BULLSEYE CCB MEETING 17-18 MAY 84 (ITEM 138)
; 1. THE TRIPLE ERROR ENCODED CTEC) FLASH CHANNELS WERE ORIGINALLY
i DESIGNED WHEN WE WERE USING HIGH FREQUENCY COMMUNICATIONS TIRCUITS,
0
ISTR
m:mtc>lt;'.'u':‘1.':Mn" g;{BBbS
+240/GS0/GBO**w {029
OAASTES TVPLD BAME YTl OFFICT SYMB0L Pwe
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XAN/

TEC ADDS OAOWM BITS Y0 EACH TRANSRITTED CHARACTER TO ENSURE
NETSTATIONS TRECEIVE ERROR FREE FLASHES. = PRESENT DAY CIRCUIT

OkxrRNwesui v

ROUTING HAS VIR*UALLY ELIMINATED THE MEED TO USE TEC. ADDITIONALLY.,
THE INCREASED USE OF STATAUX, WHICH WON'T WANDLE TEC FLASH

CHANNELS» MAKES THE USEFUL LIFESPAN OF TEC TENUDUS.

2. REF A DIRECTED NCO'S TO IMHIBIT THE TET FLASH_CHANNELS FOR A ONE
MONTH TEST AND TO REPORT ON THE IMPACY TO MET OPERATIONS. BASED

ON RECOMMEHDATIONS RESULTING FROM THE TEST (REFS B, Co AND D)

AND DISCUSSIONS DURING REF E» THE TEC FLASH CHAWNELS WILL NO LONGER
BE USED.

3. FOR NCO'S: INHIBIT TRANSRISSION OF TRE TEC FLASH CHAKKELS IN
THE BPU. TRANSMIT THE ADRIN CABF) AND CONTROL CCRF) FLASHES
SIMULTANEOUSLY ON THEIR MORRAL CIRCUITS PATHS AND ON THE TuWO
CIRCUITS PATHé VACATED BY ELIRIRATIOR OF TME TECS.

&. FOR USN-14, USN-24, USN-B37: RAKE MECESSARY MARD WIRE CHANGES
TO TECH CONTROL PATCH PANEL(S) TO ALLOW SIRO TRANSRISSION OF THE
ADF. &ND CNF ON THE TWO CIRCUITS PATHS EACH.

S. FOR NETSTATIONS: AS A RESULT OF AC*IONS IN PARA 3 AND & ABOVE.
YOU WILL BE IN RECEIPT OF THE ADF AND CF QI.TUO SEPARATE CIRCUIT
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SIRARALT MAMDURE INFTRUCTIONS

XAA/

PATHS. IMRGMCESS -OF 200 WIRING CHANGES WOULD BE NEEDED TO RODIFY
THE OPU TO NOCEPT NON-TEC CIRCUITS AT THE PRESENT TEC INPUTS. WE
HAJ& THROUGHLY INVESTIGATED ATTERPTING THESE MODIFICATIONS AND IT
WAS DEEMED UNACCEPTABLE FROR BOTH RANPOWER INTENSITY AND PROBABLE
HARDWARE ADVERSE IMPACT VIEW POINTS. ACCORDINGLY, YOU WILL HAVE TO
RELY ON TECH CONTROL PATCHING YO RAXE USE OF THE SECOND FLASH
CIRCUIT IN EVENT OF PRIMARY CIRCUIT QGUTAGE.

6. WME ARE INVESTIGATINS THE FEASIBILITY OF EXTENDING THE & ROUTE
CHANNELS FROM TECH CONTROL TO THE GPS FLOOR TO FACILITATE SWITCH
FROK PRIRARY TO BACKUP CIRCUITS MITHOUT TECH CONTROL IMTERVENTION,

*rR -

R/R: PER THE RESULTS ©F THE VEST AND DISCUSSIONS AT THE €CCB, €53eve
RADE THE ODECISION TO ELIRIRATE THE TEC FLASH CHANKRELS (653 REMOres
SER 6€53/273 PTD 14 JUR 84 GERMARNE). DISCUSSIRE™ THE OPU IN PARA Seee
IS PREVENTIVE MAINTENANCE. THE FIRST THING THE NETSTATIONS WOULDwee
THINK ABOUT IS PLUGEINE THE SECORD CXF AND ARF IRTO THE OPU TOewe
AUTOMATE THE USE OF THE SIMO CIRCUITS. WNE ARE POINTING OUT THATees
THIS WAS INVESTIGATED AND DETERRMINED YO BE INFEASIBLE. THE OPU 1Seee
AN EXTREMELY OLD SYSTERM AKD RAXKINME THAT MURBER OF WIRING CHANGES,ase
WITH ASSOCIATED CABLE MOVES, 1S ASKING FOR TROUBLE. ALSO, FLAG-w®s
HOIST WILL ELIMINATE THE OPU'S IN A COUFPLE OF YEARS.woe
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OPNAVNOTE 5450
Ser- 09B2E3/4U309623

1 JUN 1384
GPNAV NOTICE 5450

From: Chief of Naval Operations

LX)

Sub) ESTABLISHMENT OF THE U.S. NAVAL SECURITY GROUP ACTIVITY,

KAMISEYA, JAPAN

1. Purpose. To establish the U.S. Naval Security Group

Activity, Kamiseya, Japan, assigned to the Chief of Naval
Operations for command and support.

2. Establishment. The Secretary of the
establishment of the subject shore activi
with the following mission statement:

Navy has approved the
ty as of 23 May 1984,

To perform Naval Security Group and related functions
as directed.

3. Title of Official in Command, Mailing
§§ort Title for Message Addressal in accor
SUPP=-1"is:

Address and puthorized
dance with NIP 3

Commanding Officer

U.S. Naval Security Group Activity
Kamiseya, Japan

Mail Address '
Commanding Officer

. U.S. Naval Security Group Activity
) FPO Seattle 98768

(SNDL: FEH) (Short Title: NAVSECGRUACT KAMISEYA JA)
(Activity Code: 5771-725) (U1C #: 70291)

. Delegation. The Chief of Naval Operations delegates
authority for the subject shore actjvity as follows:

a., Command and Su port. Commander, Naval Security Group
Command To be exercxseg by:

Echelon 3 - Commanding Officer, U.S. Naval Security
Group Activity, Kamiseya, Japan

b. Area Coordination. Commander in Chief U.S. Pacific
Fleet to be exercised through Commander U.S. Naval Forces,
Japan, or through such other commands and activities as may be
further delegated UY'Eppropriate~authority.‘

UNCLASSIFIED
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5. Information. The subject new shore activity 'is not a -
management headquarters activity.

»

6. Action. Commands, bureaus, and offices concerned are
requested to take necessary action, and the Commander, Naval
Security Group Command is requested to provide the Chief of

Naval Operations (Op-09B2) with a copy of functions assigned
to the new shore activity.

7. Cancellation Contingency. This notice may be retained
for reference purposes.

H. F. B2YIE
Assistant Vice Crief of Naval Operations
Director of Faval Adrinistration

Distribution: -
SNDL A (Immediate Office of the Secretary)

A2A (Department of the Navy Staff Offices)
(NAVCOMPT (12); CHINFO (3); DONPIC (1);
OLA (1); Auditor General of the Navy (1);
only)

AUA ( CHNAVMAT (10))

AS (Bureaus) (CHNAVPERS (20), only)

21A2 (CINCPACFLT)

23A2 (Naval Force Commander PAC)
(COMNAVFORJAPAX, only)

C43A (Naval Security Group Detachments)
(Kamiseya, Japan, only)

E2C (NAVFINCEN)

E2D (NAVREGFINCEN)

E7 (Activities under the command of the
Auditor General of the Kavy)

FE1 (COMNAVSECGRU)

FG1 ( COMNAVTELCOM)

FG2 (NAVCOMMSTA)

¥FG3 (NAVCOMMU)

FG6 ( NAVCAMS)

FH1 ( COMNAVMEDCOM (8)) '

FJ1i8 ( COMNAVMILPERSCOM)

FJjBu ( NAVRESPERSCEN)

FJ87 (EPMAC)

FJo1 (NCPC)

UNCLASSIFIED
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Distribution:
SNDL FKA1

L 4

FKM15
FKM18
FKM22
FKM30
FKN1
FKN2
FKP1M
FS1

UN CLASSIFIED

(Cont)

——r L

OPN/VROTE 5450

(Systems Command Headquarters)
(COMNAVAIRSYSCOM (6); COMNAVELEXSYSCOM (5);
COMNAVSEASYSCOM (24); COMNAVFACENGLOM (16);
COMNAVSUPSYSCOM (38))

(ASO BRASO) (Philadelphia, PA, only)
(NAVMTO)

(NAVPUBFORMCEN)

(NAVRESSO)

(FACENGCOMDIV)

(CBC) (Port Hueneme, CA, only)
(NAVWPNSUPPCEN)

(COMNAVINTCOM)

All Divisions of OPNAV

Commanding Officer
U.S. Naval Security Group Activity

FPO Seattle

98768

UNCLASSIFIED
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OFFICE OF THE CHIEF OF NAVAL OPERATIONS
WASHINGTON, DC 20350

IN REPLY REFER YO

Ser 09B2E3/4U309628
1 JUN 154

From: Chief of Naval Operations
To: Commander, Naval Security Group Command

Subj: DETACHMENT DISESTABLISHMENT

Ref:  (a) Your ltr 5450 Ser GD122627/10720 of
20 Mar 1984 (NOTAL)
(b) OPNAVIKST 5450.169D
(c¢) SNDL, Part 2 and Catalog of Naval Shore
Activities (OPNAV P09B2-105)

1. As requested by reference (8), you may disestablish the
following detachment effective as of 23 May 1984:

Officer in Charge

U.S. Naval Security Group Detachment
Kamiseya, Japan

Mail Address
Officer in Charge

U.S. Naval Security Group Detachment
FPO Seattle 08768

(Short Title: NAVSECGRUDET KAMISEYA JA)

2. You may take action to announce the detachment disestablish-
ment in accordance with reference (b).

3. The mailing address for the detachment will be deleted from

List C43A of referernce (c).
P ’ ,o;>} '//;

E. F. EOYVLE
ABsistantviccChiefofiiavalt‘;crat!ons
Copy to: Director of Kaval Ac=inistration
CINCPACFLT
CNO (0p-009)
COMNAVFORJAPAN
NAVACCTGFINCEN (NAFC-64)

NAVCONMNU, Washington, DC (NAVTELSYSIC (IC15)

’UNCLASSIFIED‘ -
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UNCLASSIFIED
~-—DEPARTMENT OF THE NAVY,
NAVAL SECURITY GROUP COMMAND HEADQUARTERS

3005 NEORASKA AVENUE, N.W.
WASHINGYON. D.C. 20390

Canc: Jun 85

NSGNOTE 5450
Ser GD12834/10311

14 JUN 1984
NAVSECGRU NOTICE 5450

From: Commander, Naval Security Group Command -

Subj: DISESTABLISHMENT OF U.S. NAVSECGRUDET (NAVAL SECURITY GROUP
DETACHMENT) KAMISEYA, JAPAN

Ref:  (a) OPNAVINST 5450.169D (NOTAL)
(b) CNG 1tr ser 09B2£3/4U309628 of 1 Jun 84 (NOTAL)
(c) OPNAY NOTICE 5450 of 1 Jun 84 (NOTAL)

1. Purpose. 1In accordance with reference {a) and as requested by reference
{b), the Tollowing NAVSECGRUDET is hereby disestablished on 23 May 1984:

Officer in Charge
U.S. Naval Security Group Detachment
Kamiseya, Japan

Mail Address
Officer in Charge
U.S. Naval Security Group Detachment
FPO Seattle 98768

(Short Title: NAVSECGRUDET KAMISEYA JA)
.2. Background. Reference (c) announced that the Secretary of the Navy has
approved the establishment of U.S. Naval Security Group Activity, Kamiseya,
Japan effective 23 May 1984, thus requiring the disestablishment of U.S.
NAVSECGRUDET Kamiseya.

3. Action. Commands and offices concerned are requested to take necessary

action, [ ,
‘2Ezj 4 n 4;_,_»
E,Jy SULLIVAR, JR. /
12743 4
Distribution:

NAVSECGRU Lists 1, I, III, 1V, VIb, VId

SNDL A3 (Chief of Naval Operations) (OP-09B2E and OP-009 only)
21A2 (CIMCPACFLT)

23A2 (Maval Force Cormander PAC) (COMNAVFORJAPAN only)

E2F (NAVACCTGFINCEN (NAFC-6A))

FGI1 (COMNAVTELCOM)

FS1 (COMNAYINTCOM) .

NAVCOMMU, Washington, DC.{N ESYSITTICTS))

UNCT ASSTFIED —
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10.3 (V) A LISTING OF REGIONAL ACTIVE DUTY CRYPTOLOGIC OFFICERS

AND NAVAL RESERVE SECURITY GROUP UNITS PRIOR TO
RESTRUCTURING (1984)

ACTIVE DUTY CRYPTOLOGIC OFFICERS

RADCO NAVRESREDCOM Charleston
RADCO NAVRESREDCOM Dallas

RADCO NAVRESREDCOM Great Lakes
RADCO NAVRESREDCOM Philadelphia
RADCO NAVRESREDCOM San Francisco

NAVAL RESERVE SECURITY GROUP UNITS

NAVRESREDCOM Region One

NR DIRNSA FORT MEADE 101, Worcester, MA
NRSG DEPT ROTA 401, Worcester, MA

NRSG DEPT ROTA 301, Quincy, MA

NRSG ACT EDZELL 101, Providence, RI
NRSG DEPT ROTA 501, Chicopee, MA

NRSG DEPT ROTA 201, Quincy, MA

NRSG DEPT ROTA 101, Lawrence, MA

NRSG DEPT ROTA 601, New Haven, CT

NRSG DET GROTON 101, Hartford, CT

NAVRESREDCOM Region Two

NRSG DEPT ROTA 802, Whitestone, NY

NRSG HQ 102, Whitestone, NY

NRSG DEPT ROTA 902, Mattydale, NY

NRSG ACT WINTER HARBOR 102, Freeport, NY
NRSG ACT EDZELL 202, Freeport, NY

NRSG DEPT ROTA 702, Albany, NY

NRSG ACT NAPLES 102, Poughkeepsie, NY
NRSG DEPT ROTA 1002, Binghamton, HY

UNCLAGSSIFILTD _
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NAVRESREDCOM Region Four -

NRSG ACT EDZELL 304, Clifton, NV

NRSG ACT EDZELL 404, Elizabeth, NY

NRSG DEPT ROTA 1104, Philadelphia, PA

NRSG SECSTA WASHNC 104, Philadelphia, PA
NR DIRNSA FORT MEADE 204, Philadelphia, PA
NRSG DEPT ROTA 1204, Atlantic City, NJ
NRSG DEPT ROTA 1304, Avoca, PA

NAVRESREDCOM Region Five . ..
NRSG DEPT ROTA 1505, Rochester, NY

NRSG ACT EDZELL 505, Buffalo, NY

NRSG SECSTA WASHDC 205, Erie, PA

NRSG ACT KAMISEYA 105, Pittsburgh, PA
NRSG SECSTA WASHDC 305, Cleveland, OH
NRSG DEPT ROTA 1405, Cincinnatti, OH

NAVRESREDNCOM Region S$ix

NR DIRNSA FORT MEADE 306, Baltimore, MD

NRSG ACT KEFLAVIK 106, Baltimore, MD

NRSG DET NORFOLK 406, Richmond, VA

NRSG HQ WASHDC 206, Adelphi, MD

NR DIRNSA FORT MEADE 406, Adelphi, MD

NRSG DEPT NORVA 106, Little Creek, Norfolk, VA
NR DIRNSA FORT MEADE 506, Adelphi, M

NRSG HQ WASDC £06, Washington, DC

NRSG DET NORFNOLK 306, Washington, DC

NRSG DET NORFOLK 206, Washington, DC
NRSG CSG 106, Washington, DC

NAVRESREDCOM Region Seven

NRSG DEPT DIEGO GARCIA 107, Greensboro, NC
NR DIRNSA FORT MEADE 607, Char]eston. SC
NRSG ACT LANT 107, Charlotte, NC

NAVRESREDCOM Region Eight

NR SECGRU HQ WASHDC 308, Atlanta, GA
NRSG ACT HOMESTEAD 108, Orlando, FL

NRSG ACT HOMESTEAD 208, Tampa, FL

NRSG ACT CHARLESTON 108, Jacksonville, FL
NRSG ACT HOMESTEAD 308, Miami, FL

UNCLASSIFIED
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NAVRESREDCOM Region hine

NRSG ACT ADAK 109, Knoxville, TN
NRSG ACT SABANA SECA 109, Louisville, kY
NRSG ACT ADAK 209, Neshville, TN
NR DIRNSA FORT MEADE 709, Tuscaloosa, AL

NAVRESREDCOM Region Ten

NR DIRNSA FORT MEADE 810, Austin, TX
NRSG ACT NORTHWEST 210, Houston, TX

NRSG ACT FORT MEADE 110 New Orleans, LA
NRSG ACT NORTHWEST 110, Pensacold, FL
NRSG ACT NORTHWEST 310, San Antonio, TX
NRSG ACT FORT MEADE 210. Shreveport, LA

LY

NAVRESREDCOM Region Eleven

NRSG ACT MISAWA 211, Albuquerque, NM
NRSG ACT NORTHWEST 411 Amarillo, TX
NRSG ACT MISAWA 111, Broken Arrow, OK
NR DIRNSA FORT MEADE 911, Dallas, TX

NAVRESREDCOM Region Thirteen

NRSG ACT PHILIPPINES 213, Indianapolis, IN
NRSG ACT HAKNZA 113, Muskegon, M]

NRSG ACT HANZA 313, Forest Park, IL

NR CINCUSNAVEYUR 113 Southfield, MI

NRSG ACT PHIL'PPIhES 113, Southfleld MI
NRSG ACT GTMO 113, M1lwaukee, Wl

NRSG ACT HANZA 213 Madison, W]

NRSG ACT HANZA 513, Ind1anap011$, IN

NR DIRNSA FORT MEADE 1013, Great Lakes, IL

NAVRESREDCOM Region Sixteen

NRSG ACT HANZA 716, Rock Island, IL
NRSG ACT HANZA 916, Decatur, IL
NRSG ACT LANT 316, La Crosse, Wi
NRSG ACT HANZA 616, Oshkosh, W]
NRSG ACT HANZA 816, Des Moines, IA
NRSG HQ WASHDC 516, St. Paul, MN

NAVRESREDCOM Region Eighteen

NR DIRNSA FORT MEADE 1118, Denver, CO
NR DIRNSA FORT MEADE 1218, Springfieid, MO
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NAVRESREDCOM Reaion Eighteen (continued) Y

NRSG ACT HANZA 1018, St. Louis, MO
NRSG ACT MISAWA 318, Lincoln, NE
NRSG ACT MISAWA 418, Denver, CO

NAVRESREDCOM Region Nineteen

NRSG DEPT GUAM 119, Tucson, AZ -
NRSG ACT PEARL HARBOR 119, Encino, CA

NRSG DEPT SAN-DIEGO 119, San Diego, CA
NRSG DEPT SAN DIEGO 219, Los Angeles, CA
NRSG ACT MISAWA 519, Phoenix, AZ

NRSG ACT MISAWA 619, Santa Ana, CA

NR DIRNSA FORT MEADE 1319, Los Angeles, CA

NAVRESREDCOM Region Twenty

NRSG DEPT HONO 120, Honolulu, HI

NRSG ACT SKAGGS ISLAND 120, Treasure lsliand, CA
NRSG ACT PEARL HARBOR 220, Sacramento, CA

NRSG DEPT GUAM 220, San Bruno, CA

NRSG ACT PEARL HARBOR 320, San Bruno, CA

NRSG ACT MISAWA 720, Treasure Island, CA

NRSG ACT MISAWA 820, Salt Lake City, UT

NRSG ACT MISAWA 920, Fresno, CA

NRSG ACT MISAKA 1020 Pacwfwc Grove, CA

NR DIRNSA FORT MEADE 1420, Treasure Island, CA
NRSG VTU 2011, Treasure Island CA

NAVRESREDCOM Region Twenty-Two

NRSG DEPT HONO 222, Portland, OR

NRSG DEPT GUAM 322, Boise, 1D

NRSG ACT PEARL HARROR 422, Portland, OR
NRSG ACT MISAKA 1122, Seattle, WA

NR DIRNSA FORT MEADE 1522, Seattle, WA
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ACNSG-1196-84

SUBJ: MISSION, TASKS AND FUNCTIONS OF ACNSG AND NSGA FORT MEADE
A. HQONSGINST C5450.2C (NOTAL)

B. NSGINST 5450.23B (NOTAL)

L. EFFECTIVE 24 OCTOBER 1984, THE DUTIES AND RESPONSIBILITIES OF
ASSTCOMNAVSECGRU WILL BE SEPARATED FROM THOSE OF THE CO, NSGA FORT
MEADE.

2. ACNSG IS RESPONSIBLE FOR PRESENTING THE COMMANDER, NAVAL
SECURITY GROUP TO THE NATIONAL SECURITY AGENCY/CENTRAL SECURITY
SERVICE AND AS DELINEATED REF A IS ASSIGNED THE FOLLOWING FUNCTIONS:

A. SERVE AS THE PERSONAL REPRESENTATIVE OF COMNAVSECGRU AT NSA/CSS.
B. ASSIST COMNAVSECGRU IN THE ROLE OF NAVY ELEMENT COMMANDER, CSS.
C. ADVISE COMNAVSECGRU AS TO CURRENT AND FUTURE NSA/CSS PLANS,
POLICIES AND PROGRAMS IMPACTING UPON NAVAL CRYPTOLOGIC OPERATIONS AND
RESOURCES.

D. CONDUCT LIAISON WITH THE DIRNSA/CH CSS AND ASSIST IN THE EVALUA-
TION OF NAVSECGRU FIELD STATIONS. (PARTICIFATE IN THE FIELD
ASSISTANCE PROGRAMj .

E. PROVIDE SERVICES, INCLUDING COORDINATION OF VISIT SCHEDULING,

FOR NAVSECGRU PERSONNEL VISITING NSA/CSS.

F. SERVE AS FOCAL POINT FOR NAVSECGRU CSSA REQUIREMENTS AND COORDI-
NATES WITH NSA/CSS PROVISION OF TECHNICAL INFORMATION.

G. COORDINATE AND PARTICIPATE WITH ASSISTANT COMMANDERS AND STAFF
ASSISTANTS IN FORMULATION OF PLANS AND PROGRAMS.

NOTE: TO PERFORM THIS MISSION IT IS NECESSARY ACNSG BE INCLUDED

AS AN ADDRESSEE ON ALL COKRESPONDENCE WITH NSA/CSS OTHER THAN PURE
ANALYTICAL EXCHANGES.

3. THE FUNCTIONS OF NSGA FORT MEADE IA{?] REF B INCLUDE:

A. PERFORM THOSE FUNCTIONS AS A CSSA FOR FLEET COMMANDERS TO INCLUDE
CLASSIC PALADIN RESPONSIBILITIES

UNCLAS E FTO
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B. MAINTAIN TRANSPORTABLE TECHNICAL LIBRARIES.

C. PERFORM NAVY SIGSEC FUNCTIONS

D. DIRECT THE DEVELOPMENT AND ADMINISTRATION OF THE FLAPMA AND

ROMP PROGRAMS.

E. BE THE EXECUTIVE AGENT FOR WIDE[?]AND OPERATIONS OF THE BULLSEYE

SYSTEM.

F. OPERATE THE SNIF.

G. EXERCISE ADMINISTRATIVE CONTROL OVER ALL NAVAL PERSONNEL ASSIGNED

TO NSA/CSS AND NSGA FORT MEADE.

4. THE FOLLOWING PERSONNEL ASSIGNMENTS WILL BE EFFECTIVE 24 OCT

1984:

ACNSG - CAPT [Excised]

DEPUTY ACNSG - CDR [Excised])

C.0. NSGA FM - CAPT [Excised)

EXECUTIVE OFFICER NSGA FM - CDR [Excised]

OPERATIONS OFFICER NSGA FM - CDR [Excised]

5. THE ABOVE INFORMATION IS PROVIDED TO ASSIST COMMANDS IN

DETERMINING THE CORRECT ADDRESSEE TO USE FOR CORRESPONDENCE.
COMMUNICATIONS AND ADMINISTRATIVE SUPPORT ARE COMMON, THEREFORE,
INTERNAL ACTION WILL ENSURE THAT THE APPROPRIATE OFFICE RECEIVES
THE CORRESPONDENCE. CORRESPONDENCE WILL BE ANSWERED BY THE OFFICE
HAVING COGNIZANCE.
6. ACNSG, CO NSGA FM, OPS OFFICER NSGA FM AND ADMIN SERVICES ARE
LOCATED IN NSA HDQTRS BLDG RM 8A164, PHONE VON 235-6445, COMM
688-6446, GREY 963-3981 AND ASVCM 2320 EXT 33. CO NSGA FM ALSO
MAINTAINS AN OFFICE IN BLDG 9805 AS WELL AS THE EXECUTIVE OFFICER,
PHONE VON 234-6491/923-6351, COMM 688-6491/677-6351.

#8734

NNNN

/// UNCLAS EF T 0 ///
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SECTION I: EXECUTIVE SUMMARY

A. CHRONOLOGY OF SIGNIFICANT EVENTS

1. (U) (02 JAN) Family Peer Training Program implemented with ten
volunteers trained for home visits. (Refer to Section II, para A.1).

2. (U) (09 JAN) First NASA(??] class held. (Refer to Section II,
para. A.2).

3. (U) (18 JAN) Departmental Substance Abuse Representative
program began. (Refer to Section II, para. A.3).

4, (U) (JAN) cCurrent Operations and Technical readiness Element
(COTRE) established within the Fleet Support Division (0PS-33). (Refer
to Section II, para. B.4.[?]).

5. (U) (JAN) Department of the Navy, Organizational Effectiveness
Center, Alexandria, Virginia, began a Command Assessment Survey. (Refer to
Section II, para. A.4).

6. (U) ({?]1 FEB) The Sea Nymph Information Facility (SNIF)
(OPS-331) took delivery from a contractor organization of Seal Harbor
processing software. (Refer to Section II, para. B.4.b).

7. (U) ([?] FEB) Command random urinalysis program started.
Fifty-six members are tested on a monthly basis. (Refer to Section II,
para. A.5).

8. (U) (20 FEB) Rape awareness training held for CDO’s and COD’s
by the Army Mental Health Counselor. (Refer to Section II, para. A.6).

9. (U) (29 FEB) CTO[?] [Excised] selected as NAVSECGRUACT
FGGM Sailor of the Year. Nomination submitted to COMNAVSECGRU for
consideration os their Sailor of the Year candidate.

10. (U) (21 MAR) A Command Fitness Coordinator and Department
Fitness Coordinators were appointed to oversee a Command Health and
Physical Readiness program per OPNAVNOTE 611[?). (Refer to Section II,
para. A.7).

11. (U) (21-22 MAR) CPS-352 personnel participated in U.S. Naval
War College, Newport, Rhode Island C3CM wargames.

12. (U) (23 MAR) First Annual CMSC On-the-Roof [??] (OTRC) Award
presented to CTIC([?]ac) [Excised] as the most outstanding enlisted
Mavy cryptelogist for 1983.

13. (U) (24 MAR) Command held its first Springfest at [?]lob’s
Park with 200 attending.

UNCLASSIFIED
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14. (U) (29 MAR) Tri-Service DCN Mobilization Planning Group,
chaired by NSGAFM, not to formulated mobilization plan for NSA/CSS.
(Refer to Section II, para. A.1[?]).

15. (U) (05 APR) STAl [Excised] and STA3 [Excised]
selected as the Senior and Junior Sailors of the Quarter respectively for
January - March 1984.

[Excised]

17. (U) (30 APR) NSGA [?]oran’s Volleyball team won Ft. Meade Post
Championship.

18. (U) (30 APR - 03 MAY) Inspector General (IG) for COMNAVSECCOM
and his team conducted an administrative, material, and personnel
inspection of the Command. (Refer to Section II, para [?].1).

[Excised]

20. (U) (01 MAY) S[?]R training held by [???] [Excised] for 46
Command CDO’s. (Refer to Section II, para. A.[?]).

21. (U) (04 - 26 May) CTICS(NAC) [Excised] and
CTI1(SS/NAC) [Excised] [illegible] Field Assistance Visit (FAV) to
NAVCOMMSTA, Rota, Spaion/VQ-2 Rota, Spain; NSGA Athens, Greece; COMI[?]ASTFOR
(USS LASALLE (AGF-3)), Panama, Bahrain; NSGA, Clark Air Force Base, Republic
of the Philippines VQ-1, Agana, Guam; DIRNAVSECGRUPAC/COMUSNAVCENT,
Pearl Harbor, Hawaii.

22. (U) (16 - 18 MAY) OPS-352 personnel visited CINCLANFLT and
FICEURLANT for liaison and technical discussions.

23. (U) (23 MAY) The Command Ombudsman, Mrs. [Excised]
selected as the Command’s first Annual Spouse of the Year.

24. (U) (1[?] JUN - 2[?] JUL CTIC [Excised] and CTIC(NAC) [Excised]
participated in the Technical Standards of Readiness (TSOR) Tiger Team
* work group at NSGA Norfolk.

25. (U} (2{?] JUN - 2[?] JUN) The sister, Mrs. [Excised] and
the dauters, [Excised] and [Excised] of the late CTIC [Excised] for whom
Dickerson Hall, Bldg. 08[?]3 was named, visited the Command and toured the
[?]EQ. Received momentos of the visit.

26. (U) (27 - 28 JUN) COMNAVSECGRU Force Master Chief, CTTCM
[Excised] visits.

27. (U) (01 JUL) Command Ombudsman participated in the Domestic
Conflict Containment Program Seminar held in Baltimore, Maryland. (Refer
to Section II, para. A.9).
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28. (U) (05 JUL) STAl [Excised] and CTI[?] [Excised] selected
as the Senjor and Junior Sailors of the Quarter respectively for April -
June 1984.

29. (U) (17 JuL) Mr. [Excised] fills the Special Services Officer
vacancy.

30. (U) (25 JUL) First Substance Abuse Supervisors Seminar held
for division officers and cliefs. (Refer to Section II, para. A.1[?]).

31. (U) (27 JUL) Command picnic held at Burba Lake; over 700
attended.

32. (U) (JUL/AUG) CAPT [Excised] LCDR [Excised] and CW04 [Excised]
visited DI:.NSGLANT and N"O LAKT HF[?]P Net fo wideband matters.

33. (U) (JUL - NOV) cCaptain [Excised], USMC, appointed the
first Command Physical Security Officer on 19 July. The Physical Security
Review Committee was formed on [?]9 August with publication of a Physical
Security Plan on [?]8 November.

34. (U) (14 - 19 AUG) Both the Men’s and the Women’s Softball
teams tock the Championship in the South Mid-Atlantic Navy Sports
Conference.

35. (U) (2[?] AUG - [?]7 SEP) OPC-352 personnel conduct a liaison
trip to Pacific Fleet SIGSEC units.

36. (U) (AUG) LCDR [Excised] and C[?] [Excised] (OPS-32) visited
DIRNSGPAC, CSC PAC, NS[?] PAC [illegible] and TPRU PAC for Wideband matters.

37. (U) (AUG) OPS-351 perscnnel provided support to CHNAVMAT
OPSDC committee for RDT&E.

38. (U) (1{?] - 14 SEP) NSGA hosts the South Mid-Atlantic Navy
Sports Conference Golf Tournament with LT Nayman Smith of NSGA beating
out 40 participants.

39. (U) (15 - 26 SEP) LCDR [Excised] and CTICS (NAC) [Excised]
[Excised] (OPS-36) made a FAV to DIRNAVSECGRU, Londen, England; NCS, Rota,
Spain and NSGA Athens, Greece.

40. (U) (SEP) LCDR [Excised] and CW04 [Excised] (OPS-32) attended
the annual Bullseye Operations Working Group Conference hosted by
CINCLANTFLT.

41. (U) (SEP) The second training increment for the Navy Family
Peer Program was held. (Refer to Section II, para. A.12).

42. (U) (SEP) CI[?]C [Excised] appointed as the Special Assistant

to the Executive Officer functioning as the Family Services Office Manager
and client intake coordinator.
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43. (U) (SEP) Navy Family Services Lending Closet established.’
(Refer to Section II, para. A.13).

44. (U) (29 SEP) [??]0[?] held its first annual Khaki Ball.

45. (U) ([??] OCT) STI[?] [Excised] relieved CT[?) [Excised])
(Excised] as NAVSECGRU FS([?]

46. (U) ([?]7 OCT) CTI1 [Excised] and CTI3 [Excised] selected
as the Senior and Junior Sailor of the Quarter respectiviely for July -
September 1984.

47. (U) (1[U] OCT) Celebrated the Navy’s 200th birthday with a
dinner-dance held at the Ramada Inn, Lanham, Maryland, with CO[??] [Excised]
as guest speaker.

48. (U) (24 OCT) cCaptain [Excised] relieved Captain [Excised]
[Excised] in a Change of Command Ceremony at Gaffney Sports Arena. (Refer
to Section II, para. [?].2).

49. (U) (24 OCT) Mrs. [Excised] awarded the Outstanding
Ombudsman award by RADM [Excised] Director, Navy Human Resources Management
Office.

50. (U) (24 OCT) civilian Meritorious Service Medal was awarded
to Mrs. [Excised] NSGA'’s A[???]/Awards coordinator, for sustained
superior performance.

51. (U) ([?]2 NOV) IBM Personal Computer equipment was received and
distributed to the NFDF Wideband Division, Fleet Support Division, Classic
Paladin Division, Administrative Support and Liaison Staff.

52. (U) ({?]6 NOV) Per COMNAVSECGRU message 020620Z NOV 24,
Counter Intelligence Polygraph examinations began for all USN/USMC military
members assigned NSA/CSS UIC 63887. (Refer to Section II, para. A.14).

53. (U} ([?]6 NOV) First Class Petty Officers’ Association
established at the Command. [Excised])
[Excised)

55. (U) (27 NOV - 22 DEC) CTIC(NAC) [Excised] and CTIC(SS/NAC)
[Excised] (OPS-36 attended the NAVEUR Direct Support Conference in Naples,
Italy.

56. (U) (30 NOV) Zenith Z-12[?] micro-computers installed in
Support Department.
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(Excised]

58. (U) (NOV/DEC) CWO04 [Excised] (OES-32) visited USN-18, USN-19,
and USN-838 for Wideband matters.

59. (U) (16 DEC) Former Command Master Chief CT[?]CM [Excised]
USN (RET) died of cancer. A memorial service was held at the Post Chapel

Center on 19 December.
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SECTION II: HISTORICAL NARRATIVE
A. SUPPORT DEPARTMENT

1. (U) The Naval Security Group Activity Family Peer Program held
its first two week training seminar. Ten Peer Program Home Visitors were
trained in the area of early childhood development, resource availability,
and general support procedures that would enable them to enter into support
relationships with identified disfunctional families. The training was
directed under the guidance of a consultant from the High/Scope Educational
Research Foundation, Yosilanti, Michigan. This program is one of three
pilot programs that the Navy has adopted to address the issues of family
wellness and act as a prevention of child abuse and neglect.

2. (U) The first Navy Substance Abuse Prevention Program (NASAPP)
class was held at NSGA. Subsequent classes were held every other month
for the remainder of the year. An average of 22 people, both officer and
enlisted, attended each class.

3. (U) A Department Substance Abuse Representative (DSAR) was
appointed for each department. The DSAR’s are trained to present GMT blocks
on substance abuse, act as initial information points for department
personnel, and are members of the Command Substance Abuse Council.

4. (U) A Command Assessment Survey was conducted by the Navy
Organizational Effectiveness Center in January. A cross-sectional
representation of 97 personnel were interviewed. In April, a Command
Assessment Working Group (CAWG) was established to look at the problem
areas and made recommendations to the Commanding Officer for implementing
findings of the survey.

5. (U) Fifty to sixty Command members are being tested monthly
under the Command’s Random Urinalysis Program using the unit S.T. (single
test) portable detection machine by the Syva Corporation. Paid for by CNO,
the test kit is effective in the detection of nine different Qdrug
classifications.

6. (U) Five Rape Awareness classes were held for 262 females and
110 CDO/00ODs by the Army Mental Health Counselor, SPS [Excised] Two
Rape Prevention classes were given at NSGA and NSA by Detective Bonnie [?)elsa
of the Anne Arundel County Police Sex Crime Unit.

7. (U) A Command Health and Readiness Program was established to
define criteria for physical fitness and weight control standards. Ensign
Roy Ober was appointed to oversee the program and advise the Commanding
Officer on health and fitness matters. Twenty personnel were selected
to serve as department fitness coordinators with responsibility of
monitoring the yearly PT test and the Mandatory Conditioning Program. The
Conditioning Program is given twice daily, 5 days a week for personnel not
meeting required body fat or fitness standards and consists of a 45 minute
exercise session including the 1.5 mile run or the optional 500 yard swim.

UNCLASSIFIED
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8. (U) Four 4-hour CPR classes were glven by the Command Corpsman,
HM2 [Excised] for 46 CDO waterstanders. The on-going program educates,
identifies, and provides on hand training in CPR preventlon and rescue
methods. Upon completion, the CDOs are certified in level I - Heart
Association.

9. (U) The Command Family Ombudsman partlclpated along with two
counselors from the Navy Family Service Center, Annapolis, in the Domestic
Conflict Containment Program Seminar in Baltimore, Maryland. This seminar
provided training necessary to facilitate a ten-week group therapy program
designed to eliminate physical violence from the marital famlly
relationships. This invaluable tra1n1ng has enabled our N{??]C counselors
to facilitate two group therapy sessions at Ft. Meade to date. The first
session was held in August/September; the second in November/December.

10. (U) The first Substance Abuse Supervisors Seminar was held with
35 division officers/division chiefs attending. A presentation from SAC,
Legal, SSO, and Medical participated, each explaining their function and how
this Command's policies and procedares were applied. This was followed by a
question and answer session. These seminars are held quarterly.

11. (U) This year, NSGA Ft. Meade published its first Physical
Security Plan as Annex I to its Disaster Preparedness Plan. Phy51cal
security awareness has been elevated both within the Command and in
conjunction with the National Security Agency. Plans have been made with

other cryptologic elements and the NSA to add a security perimeter around
the Troop Support area.

12. (U) The Second training increment for the Navy Family Peer
Program was held. Eight new Home Visitors participated in this two-week
session. Six of the previocusly trained volunteers transferred, leaving
a total of 14 trained Home Visitors by September. By the end of 1984,

seventeen families were the recipients of the Peer Program’s support and
guidance.

13. (U) An immediate need for temporary furnishings and lending
closet items was identified and the task of collectlng and distributing the
items was established. The Command allocated space in one of two NSGA
warehouses for the storage of these items when not in use.

14. (U) In response to new DOD and NSA guidelines, the Naval
Investigative Service began polygraph exams in November for all USN/USMC
Military personnel assigned to UIC 639[?]7. Two polygraphers conduct two
exams a day, four days a week starting with personnel who checked on board
since 01 October. As of 21 December, 36 NSGA FCSM individuals were tested.

15. (U) On 29 March 1984, the first in a continuing series of Tri-
Service Mobilization Planning group meetings was held for the purpose of
developing an SCE mobilization plan. Objectives of the plan would be to
smooth the accession of more than 2,000 military reservists into the NSA/CSS
organization in the event of full or partial mobilization. During
subsequent meetings, a draft mobilization plan was developed addressing
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various personnel, administrative, security and logistics matters. The
working group has an objective of presenting a workable plan for testing
purposes during the second quarter of calandar year 1985.

B. OPERATIONS DEPARTMENT

1. (U) The Command Inspection was conducted by the Inspector
General. Thirteen formal and informal recommendaticns were identified
based on findings of the IG tour. Three recommendations applied to the
Operations Department and all actions were reported complete in the
9 October 1984 Quarterly Implementation Status Report.

2. (U) Captain [Excised] relieved Captain [Excised] in
a Change of Command Ceremony at the Gaffney Sports Arena on 24 October.
The duties and responsibilities of the Assistant Commander, Naval Security
Group were separated from those of the Commanding Officer, Naval Security
Group Activity Fort Meade. Responsibility for the following duties was
assigned to ASSTCOMNAVSECGRU:

a. (U) Serve as the personal representative of COMNAVSECGRU at
NSA/CSS.

b. (U) Assist COMNAVSECGRU in the role of Navy element
command, CSS.

¢. (U) Advise COMNAVSECGRU as to current and future NSA/CSS

plans, policies and programs impacting upon Naval cryptologic operations
and resources.

d. (U) Conduct liaison with DIRNSA/CH CSS and assist in the
evaluation of NAVSECGRU field stations. (Participate in the Field
Assistance Program).

e. (U) Provide services, including coordination of visit
scheduling, for NAVSECGRU personnel visiting NSA/CSS.

f. (U) Serve as a focal point for NAVSECGRU CSSA requirements
and coordinates with NSA/CSS provision of technical information.

g. (U) Coordinate and participate with Assistant Commanders
and Staff Assistants in formulations of plans and programs.

h. (U) The NAVSECGRUACT Operations Officer no longer performs
the functions of Deputy, ASSTCOMNAVSECGRU.

3. (U) Wideband Operations Control Division (OPS-~32)
a. (U) Assisted, advised and supported ACNSG/CO NAVSECGRUACT
Fort Meade, in his responsibilities for monitoring the effectiveness,
exercising coverage control authority and overall coordination of the
wideband portion of the U.S. Navy BULLSEYE System operations.
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b. (U) In August, 1982, AC [??] promulgated a worldwide
Preventive Maintenance (PM) schedule for wideband stations. Numerous
changes had been made subsequently. In November, 1984, ACUSG consolidated
all changes, cancelled the August 1982 message and issued a Worldwide
Wideband PM Schedule Recap.

4, (U) Fleet Support Division (OPS-33)

a. (U) January/February marked the inception and establishment
of the Current Operations and Technical Readiness Element (COTRE) (OPS-337)
within the Fleet Support Division. In support of data handling and storage
requirements, OPS-337 acquived on [?]elt{?] [?]ate micrccomputer. Subse-
quently, appropriate software was also acquired.

b. (U) The Sea Nymph Information Facility (SNIF) took delivery
from a contractor organization of the Seal Harbor post-mission processing
software on 1 February. This software was designed and written to enable
the NSIF to support Sea Nymph Release IV deployments. During calendar
year 1984, SNIF provided pre-mission database support and post-mission
data processing for 4 Atlantic Fleet Sea Nymph Release IV deployments.
Additionally, SNIF assisted the Pacific Support Facility at NSGA Misawa,
Japan in pre-mission database support for two Pacific Fleet Sea Nymph
missions. With the new processing software, post mission processing time
was reduced to approxamately two weeks.

[Excised]

5. (U) Foreign Language Proficiency Maintenance (FLAPMA) (OPS~-34)

a. (U) Calendar year 1984 FLAPMA Test Cycle: From January to
February, 1[?]12 FLAPMA examinations were administered to 926 Navy and 186
USMC cryptolinguists in the Arabic, Chinese Mandarin, French, Hebrew,
Korean, Russian, and Spanish languages. Overall 45.5% examinees
demonstrated a satisfactory knowledge of general radiotelephone duties; of
these, 17.2% were evaluated as being language qualified for Direct Support
operations. The following commands received the [..illegible..] Language
Proficiency Award" based on cryptologic achievement on the calendar year
1984 examinations:

HIGHEST ACHIEVEMENT AWARD:

Large Command NAVSECGRUACT Athens
Small Command NAVSECGRUDET Barbers Point

[Excised]
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MOST IMPROVED AWARD

Large Command NAVSECGRUACT Key West
Small Command NAVSECGRUACT [?]anze

b. U) ROMP Program Status

iii. (U) In addition to 13 STUNs published during the
year, eight existing STUNS were completely revised.

[Excised)

c. (U) FLAPMA Language Training Assistance Visits (LAV).
During calendar year 1984, four LTAVs were conducted to commands in Europe,
the Pacific, the Caribbean, and CONUS.

d. (U) Assistance to FM[?] Marine Amphibious Units (MAU). From

01 January to 05 April, SCT [Excised] supported the 24th and 32nd MAUs,
ashore in Beirut, Lebanon.

i0

[Excised]
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e. (U) Assistance to the Asian Radiotelephone (S/T) SIGINT
Training Advisory Committee (STAC)}. From 25 to 30 November, two members of

OPS-34 attended the Asian P/T STAC conference at Goodfellow Air Force Base.
CTIC [Excised] represented the Director of the FLAPMA Office, and CTI1 Wolf

represented DIRNAVSECGRUPAC in evaluating and recommending changes to the
Chinese, Korean, and Vietnamese P/T curriculua.

6. (U) SIGSEC (OPS-35)

a. (U) SIGSEC Support to [illegible] (OPS-351)

[Excised]

b. (U) Threat Assessment (OPS-352)

[Excised]

iii. (U) Continued updating NAVSECGRU Working Aide on
space, land, AGI, and cof?]atants.

c. (U) CMS/Manual Code System ([??7]-353)

i. (U) Conducted thirteen CMS visits throughout the year.

ii. (U) Participated in two CMS inspections.

11
[Excised]
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UNCLASSIFIED

7. (U) Classic Paladin (OPS-36)

a. (U) During calendar year 1984, Classic Paladin personn:.l
accrued a total of 5568 days deployed. Paladin airborne personnel amassed
a total of 4679.3 flight hours during the year.

b. (U) Current enlisted billet structure was increased to 48.

UNCLASSIFIED
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