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1.  (U)  PURPOSE  AND  SCOPE. 

a.  (U)  This  pamphlet  prescribes  security  classification  guidance  applicable  to  aU  elements  of  this  command 

and  should  be  used  by  officials  at  all  levels  to  assure  the  proper  security  classification  of  national  security  information 
and  material  generated  within  the  INSCOM. 

b.  (U)  This  pamphlet  contains  security  classification  guides  applicable  to  INSCOM  which  are  of  themselves 

classified  no  higher  than  CONFIDENTIAL.  USAINSCOM  Pamphlet  380-2-1  contains  additional  aecurity  classifica- 
tion guidelines  which  are  classified  CONFIDENTIAL  and  SECRET  and  contain  Special  Intelligence  (SI)  information. 

Distribution  of  USAINSCOM  Pamphlet  380-2-1  is  restricted  to  activities  with  accredited  Sensitive  Compartmented 

Information  Facilities  (SCIFs).   INSCOM  Pamphlet  380-6  contains  guidance  applicable  solely  to  HUMINT  collection 

■  and  dissemination.  Each  appendix  of  this  pamphlet  is  an  individual  classification  guide  and  may  be  used  as  such.  As 

a  separate  guide,  each  appendix  identifies  the  original  classification  authority  who  approved  the  guide  and  the  reasons 
tome  of  the  information  requires  classification  longer  than  6  years. 

•This  pamphlet  supersedes  USAINSCOM  Pamphlet  380-2, 1  April  1977,  including  all  changes. 
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2.  (U)  OBJECTIVES.  Tbe  objectives  of  this  pamphlet  ire  to: 

•-  (U)  Provide  to  the  extent  practical  a  single  source  for  daarfication  determinations  within  INSCOM,  less  pro- 
grams, projects,  and  systems  for  which-a  Department  of  Army  (DA)  approved  security  classification  guide  is  required, 

as  prescribed  in  paragraph  2-400,  AR  380£. 

b.  (U)  Implement  the  security  classification  principles  of  the  DOD  Information  Security  Program. 

c.  (U)  Publish  security  classification  guidance  issued  by  other  agencies  but  which  is  not  otherwise  readily  avail- able to  USAINSCOM  users. 

d.  (U)  Consolidate  known  functional  areas  security  classification  guidance  issued  under  the  purview  of  INSCOM 
original  security  classification  authorities. 

3.  (U)  CLASSIFICATION  GUIDES.  There  are  numerous  security  classification  guides  published  throughout  DOD 

which  are  available  for  use  by  officials  at  aB  echelons.  Classifying  officials  within  INSCOM  generally  deal  with  appli- 
cation of  derivative  classification  decisions.  This  pamphlet  provides  a  body  of  such  derivative  classification  guidance 

published  by  a  variety  of  agencies,  and  which  is  generally  not  otherwise  available  to  INSCOM  users. 

4.  (U)  ORIGINAL  CLASSIFICATION.  Original  classifications  are  independent  actions  -  new  ideas,  developments, 
etc.,  that  are  not  covered  by  some  other  source  which  denotes  a  required  security  classification.  In  most  instances 

within  INSCOM,  classified  material  is  derivative  in  nature.  Original  classification  authority  is  that  authority  required 
to  classify  independently  any  type  of  material. 

5.  (U)  DERIVATIVE  CLASSIFICATION.  Derivative  classification  is  the  requirement  to  classify  material  created  as 

a  result  of,  in  connection  with,  or  in  response  to  existing  material,  dealing  with  the  same  subject  which  already  bears 

a  classification.  The  classifications  prescribed  by  this  pamphlet  and  the  security  classification  guidance  prescribed  by 
various  Army  regulations  arc  derivative. 

6.  (U)  DESIGNATION  OF  CLASSIFICATION  AUTHORITIES.  Original  security  classification  authorities  are 

designated  and  approved  pursuant  to  paragraph  1-602,  AR  380-5.  Classifiers  applying  derivative  classification  deci- 
sions need  not  be  designated  as  original  classification  authorities.  The  application  of  derivative  classification  decisions 

ensues  from  a  responsibility  to  recognize  and  implement  the  classification  decisions  and  direction  of  an  original  classi- 
fication authority  responsible  for  the  functional  area  applicable  to  the  information  concerned. 

7.  (U)  RECORD  OF  DECISIONS.  The  integrity  of  the  security  classification  jystem  is  best  preserved  through  the  pru- 
dent application  of  classification  decisions.  This  prudent  application  requires  classifiers  (original  and  derivative)  to 

support  their  decisions  by  showing  a  direct  connection  between  the  information  being  classified  and  the  national 

security  of  the  United  States.  Classifiers  are  accountable  for  their  classification  actions.  Accordingly,  it  is  essential  that 
all  classification  decisions  be  documented.  This  documented  record  of  classification  decisions  may  take  the  form  of 

reference  to  an  approved  classification  guide  or  a  notation  on  the  record  copy  of  the  justification  for  the  classification 
determination. 

a.  (U)  IAW  paragraph  4-104,  AR  380-5,  the  classifier  is  required  to  maintain  a  record  to  show  that  basis  for 

classification  or  by  which  the  chain  of  classification  authority  can  be  traced  to  an  original  classification  authority  who 

can  justify  the  initial  classification  determination,  should  occasion  demand  such'  action.  Annotations  applied  IAW 
d,  below,  will  satisfy  this  requirement  and  will  allow  tracing  of  indicated  classification  decisions  to  responsible  class- ification authorities. 

b.  (U)  Derivative  classification  decisions  are  supported  by  the  application  of  tht  appropriate  notation  indicating 
therein  the  classification  authority,  source  document,  etc. 

c  (U)  Original  classification  decisions  must  be  supported  by  a  notation  on  the  record  copy  which  includes  the 

rationale  for  the  original  classification  decision,  or  independent  records  which  can  readily  be  made  available  in  the 

event  questions  are  raised  regarding  the  classification  decision. 

UNCLASSIFIED 



UNCLASSIFIED 

8  April  1981  USAINSCOM  Pamphlet  380-2 

d.  (U)  Information  classified  according  to  this  pamphlet  will  be  safeguarded  IAW  Chapter  V,  AR  380-5.  Such 
classifications  are  derivative  and  will  be  marked  with  declassification  instructions  which  cite  the  specific  paragraph 
number  of  this  pamphlet  applicable  to  the  information  and  the  date  of  declassification  or  date  for  review  for  declassifi- 

cation is  to  occur. 

EXAMPLE  1:  Information  onlhe  material  (which  is  dated  7  Oct  1980)  meets  the  criteria  cited  in  paragraph 
B-3b.  B-3b  indicates  that  the  information  will  be  classified  CONFIDENTIAL  and  has  a  Review/ 

Declassification  date  of  R-10  years.  Hence,  the  document  will  be  marked  CONFIDENTIAL 
and  bear  the  following  regrading  instructions  — 

CLASSIFIED  BY:  B-3b,  INSCOM  Pam  380-2(81) 
REVIEW  ON:  7  October  1990 

EXAMPLE  2:  Information  on  the  material  (which  is  dated  6  Oct  1980)  meets  the  criteria  cited  in  paragraph 
F-2.  F-2  indicates  that  the  information  will  be  classified  CONFIDENTIAL  and  has  a  Review/ 
Declassification  date  of  R-30  years.  Hence,  the  document  will  be  marked  CONFIDENTIAL 
and  bear  the  following  regrading  instructions  - 

CLASSIFIED  BY:  F-2,  INSCOM  Pam  380-2  (8  i) 
REVIEW  ON:  6  October  2010 

Marking  in  this  manner  meets  the  requirements  of  paragraph  4-104a(4),  AR  380-5  to  allow  tracing  of  the  classification 
determination  to  the  original  classification  decision  (made  by  an  authorized  original  classification  authority). 

e.  (U)  When  more  than  one  entry  in  the  attached  appendices  or  other  classification  guides  or  source  document 
is  used  to  reach  a  classification  determination,  the  original  document  will  bear  the  following  - 

CLASSIFIED  BY:  Multiple  Sources 
REVIEW/DECLASSIFY  ON:  (Enter  the  most  restrictive  period  of  time) 

Hence,  if  the  two  examples  shown  above  were  used  to  classify  a  document  (dated  9  Oct  1980)  the  marking  would 
appear  on  the  record  or  file  copy  as: 

CLASSIFIED  BY:  B-3b  and  F-2,  INSCOM  Pam  380-2  (81) 
REVIEW  ON:  9  October  2010 

On  the  original  copy  as  - 

CLASSIFIED  BY:  Multiple  Sources 
REVIEW  ON:  9  October  2010 

8.  (U)  GOVERNING  PRINCIPLES.  The  basic  premise  of  Executive  Order  12065  and  its  implementing  directives, 
DOD  5200. 1-R  and  AR  380-5,  is  that  officials  must  classify  less  information  and  declassify  faster  that  information 

which  initially  required  protection  in  the  interests  of  national  security.  The  Freedom  of  Information  Act,  as  amended, 

emphasizes  and  compels  that  maximum  information  regarding  government  activities  must  be  made  available  to  the 

public.  The  1974  Amendment  makes  possible  the  challenge  of  classification  decisions  by  members  of  the  public  in 

\pyU  litigation.  Accordingly,  it  is  incumbent  upon  all  persons  generating  classification  information  (original  or  deriva- 

tive) to  fully  assure  that  the  information  is,  in  fact,  classified  in  the  direct  interests  of  national  security  and  that  - 

a.  (U)  Such  judgment  can  be  fully  supported  in  any  possible  adversary  proceedings;  and, 

b.  (U)  The  classifier  can  establish  a  clear  chain  of  accountability  to  the  authority  which  requires  the  respective 
information  to  be  classified. 

UNCLASSIFIED 
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9.  (U)  TENTATIVE  CLASSIFICATION.  Policy  and  procedures  pertaining  to  assignment  of  original  classifications  by 

a  person  not  authorized  to  apply  original  classifications  of  the  respective  levels  is  contained  in  paragraph  2-600, 
AR  380-5.  INSCOM  officials  who  apply  tentative  classifications  may  obtain  approval  of  those  classifications  from  an 

INSCOM  original  classification  authority  located  in  close  geographic  proximity,  or  may  forward  the  candidate  material 

through  command  channels  to  a  higher  level  classification  authority.  Within  this  Headquarters,  tentative  classifications 

may  be  furnished  to  the  Command  Security  Office  (CSO)  for  approval. 

10.  (U)  DOD  PUBLISHED  CLASSIFICATION  GUIDES.  DOD  5200.1-1  contains  a  listing  of  all  DOD  security  classifi- 
cation guides  and  the  procedures  to  obtain  copies  of  those  guides. 

11.  (U)  REFERENCES. 

a.  (U)  National  Security  Agency /Central  Security  Service  (NSA/CSS)  Manual  123-2  (S-CCO). 

b.  (U)  DOD  Directive  5200.17  (M-2)  (TSCCO). 

c.  (U)  AR  380-5  (U).  <^ 

d.  (U)AR  380-90  (U).  ̂  

e.  (U)  US  Signals  Intelligence  Directive  (USSID)  505  (S-CCO). 

f.  (U)  USSID  3  (TS-CCO). 

g.  (U)  National  Communications  Security  Instruction  (NACSI)  4003  (S). 

h.  (U)  Technical  Bulletin  (TB)  380-41  (C). 

1  *  I 
.   vr 
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Appendix  A SECURITY  CLASSIFICATION  GUIDE  FOR  ADMINISTRATIVE  DATA(U) 

RCrOftMATIONCDNTAftaNG 

■VOUUTON  UVIAUXG 

A-2  (U)  A  total  listing  of  INSCOM 
unit  administrative  titJes  and 

geographic  locations. 

A-3  (U)  A  listing  (any  number  less 
than  total)  of  INSCOM  unit  admin- 

istrative titles  and  geographic 
locations,  provided  classified  unit 
locations  are  not  included. 

A-4 

CLAMSTKAtlOM 
LEVEL 

„-«'
 

u 

bevkw/dcclassfkatio* 
DAT!  CTTATJON 

CLASSZFtCATlO*  AUTHOfcm 

OTATION 

R-30 

R-30 

R-6 

R-30 

See  Remarks  to  paras  A-l  and  A-2. 

A-4 

A-! 
Class 

Review 
Extended  by 

Reason:  DO 
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wmmwno*  contamng 
OK 

■eouunoNizviALM;. 

A-7  (U)  Construction  and  budgetary 
Information  pertaining  to  support 

-  activities  to  COMINT  collection  or 

processing  organizations  end/or 
%Bta2Latk>ns. 

A-8  (U)  Systems  or  projects  included 

in  budget  submissions  which  identi- 
fy specific  electronic  intelligence 

(ELiND.iargets  or  plans. 

A-9  (U)  Line  items  in  budget  submis- 
sions which  can  be  identified  as 

part  of  an  ELINT  system. 

A-10  (U)  Communications  Security 

(COMSEC)  program  and  budget 
information. 

A-l  1  (U)  Systems  or  projects  identi- 
fied by  name  only  in  the  budget 

submission  of  a  cryptologjc  agency, 

if  pu.'pose  is  revealed. 

euuBncATO* LEVEL 

BfVKW/DCClASnnCATlOW 
DATOCTTATJON 

to  **■»  bem  feto  «f 

R-30 

U 

cuaBFKATto*  Aimoamr OTAlTOS 

R-30 

R-20 

Supporting  documentation  may  require 
classification.  Also,  judgment  must  be 

applied  in  determining  whether  a  level  of 
effort  which  warrants  classification  is 

revealed.  For  example,  if  the  fact  that 

an  activity  has  1,000  enlisted  personnel 

assigned  is  classified,  it  would  be  neces- 

sary to  classify  a  stated  need  for  a  1 ,000- 
man  barracks. 

A-8 

R-20 

A-9 

R-20 
Unclassified  if  purpose  is  not  revealed. 

A-ll 

A-2 
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WENtMATON  CONTAKNG 

pnxuunoN  teviAUNC 

A-12  (U)  The  total  dollar  amount  of 
the  cryptologic  community,  NSA, 

or  the  cryptologic  commands. 

A-13  (U)  Summary  totals  of  crypto- 

logic budget  submissions  by  individ- 
dual  appropriations,  i.e.,  Research, 

Development,  Testing  and  Evalua- 
tion (RDT&E),  Procurement,  and 

Operations  and  Maintenance  (O&M) 

A-14  (U)  Breakout  of  intelligence 

mission  program  which  reveals  cur- 
rent, past,  or  future  fiscal  year(s) 

and  total  dollars  for  cryptologic 
activities/communications,  or 

general  defense  intelligence  program 

A-15  (U)  Breakout  of  programs  for 
Electronic  Warfare  (EW)  equipment 

or  SIGINT  equipment  which  reveal 
future  fiscal  year(s)  and  total 

dollars  for  budget  line  items. 

A-16  (U)  Breakout  of  ACSI,  DA,  or 
INSCOM  programs  which  reveal 

current,  past,  or  future  fiscal  year(s) 
dollars. 

A-17  (U)  Overall  funding  and  man- 
power levels  of  the  National  Foreign 

Intelligence  Board  (NF1B)  and  its 

major  program  components. 

\-]8  (U)  Personnel  reports  and  docu- 
ments, civilian  or  military,  which 

indicate  authorized  or  actual 
COMJNT  command  strength  in 
total,  by  organizational  element, 
short  title,  or  symbol  by  primary 
element  or  by  function. 

OJUBTKATON 
UVIL 

CfVEW/DECLASrnCATttN 
DATl  CTTATION 

to  j>«k  fraa  Ami  « ) 

R-20 

R-20 

R-10 

R-15 

R-10 

R-20 

R-20 

This  determination  is  limited  to  the  total 

annual  budget  figure.  When  specific  pur- 

pose or  items  are  shown,  classify  accord- 

ing to  guidance  specified  in  this  classifica- 
tion guide. 

This  is  limited  to  appropriation  totals. 
When  specific  items  are  shown,  classify 
according  to  guidance  specified  in  this 
classification  guide. 

«mu»rs 

Earlier  declassification  becomes  effective 

when  the  outyear  dollars  are  submitted 

to  Congress  in  the  President's  Budget. 
See  the  individual  security  classification 

guide  for  each  system  within  a  program 

element  for  specific  declassification 
instructions. 

CLAsnncATWK  Aimnam 
CITATION 

wncom  Pn  mo-2  (ii » 

All  NFiB  resouree-tigtairmust  be  classi- 
fied at  least  at  the  CONFIDENTIAL 

level. 

A-12 

A-13 

A-14 

A-15 

A-16 

A-17 

A-18 

A-3 

UNCLASSIFIED 
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CITATION 

luCOM  hS'lM^rfu 

A-12 

A-13 

A-14 

A-15 

A-16 

A-17 

A-18 

MOOUATION  OOKTAffQNC 

OB 

MPOtMATION  UVKAXTC 

A- 19  (U)  Manpower  figures  which  will 
reveal  the  level  of  effort  on  primary 

missions  of  the  cryptologjc  com- 
munity or  individual  activities/ 

agencies  of  the  US  S1GINT  System 

(USSS). 

A-20  (U)  The  total  strength  (civilian 
and/or  military)  of  the  cryptologjc 
community,  NSA/CSS,  or  the 
military  cryptologjc  commands. 

A-21  (U)  Manpower  strength  of  staff, 
services,  or  support  activities  of 
cryptologjc  community  and/or 
individual  agencies  when  no  crypto- 

logjc function  or  capability  »s  shown 

A-22  (U)  Manpower  figures  included 
in  the  military  budget  submissions 
in  support  of  NSA/CSS,  when 
limited  to  numbers  and  dollar  cost, 
and  when  capabilities,  purpose, 
mission,  etc.,  are  not  shown. 

A-23  (U)  Command  troop  lists,  man- 
power documents,  and  force  struc- 

•"lure  documents  reflecting  the  entire 
command,  whether  current  and/or 
•rejected,  whether  published 

^Separately  or  as  part  of  the  total 

$force  structure  h'st. 

a.  (Uj  Troop  lists,  manpower  docu- 

ments, and  force  structure  docu- 
Cits  reflecting  displays  containing 

tingency  plans  and/or  deploy - 
VjBient  data. 
'  b.  (U)  Those  containing  mobiliza- 

tion planning  data,  exclusive  of 
deplovment_data. 

~~  c.  (0)  Unit  identification  or  associa 
tion  of  a  unit  with  prepositioned 
equipment/supplies. 

CULSSFKATX* UVEL 

U 

u 

c 

c 

■tvsw/KcuasmcATioN 
ill  CTTATTOS OAt to  yfon  fris  i R-20 

R-20 

R-10 

R-10 

R-10 

R-10 

ll 

trffp"1 

PL  86-36  states  that  no  law  shall  be  con- 
strued to  require  the  disclosure  of  the 

organization  or  any  function  of  the 
National  Security  Agency  or  any  informa- 

tion with  respect  to  the  activities  thereof, 
or  the  names,  titles,  salaries,  or  number 
of  persons  employed  by  such  agency. 

See  Remarks  to  A-21. 

cujKncATio«  Airreoam 

CTTATIOS 

MC2 

(/jr1* 

A-19 

A-20 

See  AR  380-90  regarding  explanation  of 
terms:  Troop  List,  Force  Structure 
Document,  and  Manpower  Documents. 

A-23 

A-23a 

Location  of  prepositioned  equipment  is 
UNCLASSIFIED. 

A-23b 

A-23c 

_--> 
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MFOftMATIONCOKTAMNG 
OK 9V0RMATWN  KEVZAUKC 

A-24  (U)  Any  information  which 
reveals  authorized  and/or  actual 
ftiSCOM  COMINT  strength  in  total, 
when  details  of  missions  are  NOT 
included. 

A-25  (U)  Total  strengths  of  individual 
■INSCOM  units. 

A-26  (U)  All  Standard  Installation/ 
Division  Personnel  System 
(SIDPERS)  Reports  for  all  INSCOM 
units. 

A-27  (U)  INSCOM  Authorization 
pocuments  (TDA,  TOE,  and/or 
irroE): 

a.  (U)  Section  I  (General) 

OJMJfKA-nOH LEVEL 

U 

u 

£.  (U)  Section  15  (Personnel 
Allowance). 

t>«.  (U)  Section  511  (Equipment 
Allowance). 

A-J8 

U 

U 

BEVatW/DKXASSmCATlON BATE  CITATION       • 

R-20 

HMAUCS 

May  require  higher  classification  if  mis- 
sion infonnation  so  warrants.  INSCOM 

COMINT  strength  means  the  total  of 

that  portion  of  INSCOM  which  is 

engaged  in  COMINT  missions. 

Classification  is  dependent  upon  infor- 

mation provided  in  the  mission  state- 
ment and  other  portions.  See  this 

pamphlet,  INSCOM  Pam  380-2-1,  or 
INSCOM  Pam  380-6  to  determine 

appropriate  classification. 

Also,  see  A-28,  Remarks. 

CLAflBTICATION  AUTHOJtm 
CITATION 

A-24 

[continued  page  A-6) 

A-5 
igngiH  P  1  pifrN  T  I  A  L 
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Appendix  B SECURITY  CLASSIFICATION  GUIDE  FOR  CONCEPTUAL/DEVELOPM
ENTAL  INFORMATION  (U) 

■(FORMATION  CONTAMNG 

■VOU1AT10N  BCVXAL0C CLASSIFICATION 

RSVBW/DCCLASSmCATION 
bate  ClTATiOS 

fOMARXS 

CLASSIFICATION  AUTHORm 

_     OTATK)*..     ̂    

B-l  (U)  General  overall  concepts  and 
doctrine  for  INSCOM  SIGINT  and/ 

or  EW  support  to  the  Army. 

C 
R-10 

Inclusion  of  information  regarding 

foreign  counter-espionage  (C-E)  threat 
may  require  higher  classification. 

B-l 

a.  (U)  When  specifics  of  COMINT/ 
communications  EW  equipment 
characteristics  are  included. 

b.  (U)  When  intelligence  methods 
are  disclosed. 

c.  (U)  Wher.  information  about  con- 
ceptual or  developmental  systems  is 

disclosed. 

S 

c 

c 

R-20 

R-20 

R-10 

B-la 

B-lb 

B-lc 

B-2  (U)  Essential  operational  and  tech- 
nical characteristics  of  US  Army 

SIGINT  systems. 

a.  (U)  Communications  related. 
b.  (U)  Noncommunications  related. 

s 
c 

R-20 R-20 

B-2a 
B-2b 

B-3  (U)  Essential  operational  and  tech- 
nical characteristics  of  US  Army 

EW  systems. 

SECRET  when  specifics  regarding 

target  emitters/weapons  are  included. 

a.  (U)  Communications  related. 
b.  (U)  Noncommunications  related. 

s 
c 

R-10 

R-10 
SECRET  when  specifics  regarding  target 

emitters/weapon  systems  are  included. 

B-3a 

B-3b 

J-4  (U)  Essential  operational  and  tech- 
nical characteristics  of  US  Army 

COMSEC  (Crypto)  devices. 

See  TB  2%04\.' 

J-5  (U)  INSCOM  mission  related  oper- 
ational deficiencies  of  SIGINT 

c 
R-20 

SECRET  when  associated  with  specific 
C-E  threat. 

B-5 
systems. 

W6  (U)  SIGINT  or  EW  vulnerabilities 
of  US  Army  equipment  or  systems. 

- 

a.  (U)  When  information  about  con- 
ceptual or  developmental  systems  a 

disclosed. 

b.  (U)  When  intelligence  methods 
are  disclosed. 

c 

c 

R-10 

R-20 

B-6a 

B-6b 

B-l Qassdte&ktLi 
Cdr,  LNSG^M 

Review  on: 
Extended  by: 

Reason: 

110 

iSCOM 

kR, 

2-30Ic(i; 

UNCLASSIFIED (5), 
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■VOtttATfO*  CONTAMXC 
,   at ■VOKMATION  WEALING 

B-7  (U)  Mission  and  capabilities  of 
INSCOM  tactical  units. 

a.  (U)  When  specifics  of  COMINT 
mission  are  disclosed. 

b.  (U)  When  specifics  of  EW  or  ECM 

(Electronic  Counter-measures)  are 
disclosed. 

c.  (U)  When  general  mission 
(COMINT,  EW,  or  ECM)  is  disclosed 

B-8  (U)  INSCOM  mission  related  opera 
tional  deficiencies  of  EW  systems. 

a.  (U)  When  information  about  con- 
ceptual or  developmental,  svrtems  is 

disclosed. 
b.  (U)  When  associated  with  specific 
C-E  threat. 

cuoariCATioN 
UYEL 

C 

C 

U 

c 

nVVW/KCLASSTKATION 
DAT*  CITATION 

i) 

R-20 

R-10 

R-10 

R-10 

R-10 

UMAMXS 

May  require  CCO  protection 
(See  INSCOM  Pam  380-2-1  (81)) 

clajrficatio*  Aumoam 

CTTaTIOS 
wscom  *■»>«>■:  (IT i 

B-7a 

B-7b 

B-8 B-8a 

B-8b 

B-2 

UNCLASSIFIED 
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Appendix  C SECURITY  CLASSIFICATION  GUIDE  FOR  SECURITY  PROJECTS  AND  RELATED  INFORMATION  (U) 

■VOKMATIOM  COWTAffflNC 

   <* BVOftMATK*  KTVEAUNG OAJBFKAnON 
UVZL 

UVCW/MCLASSinCATtON 
OAT1F  CTTATTON 

(TiyninMt 'i  j Miff  tin  v* B8MAJUC5 

CUkSSlFKATIOK  AVTWWri 

CTTATTON 

C-l  (U)  INSCOM  worldwide  Security 
Identification  Credential  System: 

a.  (U)  Specific  design  characteristics 
of  photographic  credential  inserts. 
b.  (U)  Criteria  for  issue,  procedures 
and  use  of  credentials. 

C-2  (U)  Schedule  of  technical  security 
services. 

C-3  (U)  Sensitive  Compartmented 
Information  FacOities  (SCIFs): 

a.  (U)  Requests  for  accreditation 
which  include  details  of  security 
system,  specific  space  designations 
and/or  completed  inspection 
checklists. 
b.  (U)  The  fact  that  a  facility  is  a 
SCIF,  provided  details  are  not 
included. 

C-4  (U)  Correspondence  pertaining 
to  drop  accountability. 

C-5  (U)  Vulnerabilities,  deficiencies, 
compromises  or  other  security 
hazards. 

C 

U 

D-3 

C-CCO R-6 

U 

R-10 

C-l 

See  INSCOM  Pamphlet  380-6. 

Caveat  must  be  physically  removed 

upon  declassification. 

As  a  minimum,  any  information  which 
reveals  a  security  vulnerability  or 
security  deficiency  must  be  classified 
at  least  CONFIDENTIAL.  Higher 
classification  may  be  warranted  by  the 
nature  of  the  vulnerability,  regulatory 

guidance,  or  other  classification  guid- 
ance. Additionally,  if  the  vulnerability 

is  likely  to  cause  the  compromise  of 
sensitive  compartmented  information 
(SCI),  then  the  information  concerning 
the  vulnerability  must  be  handled  with- 

in SCI  channels.  (See  Appendix  A, 

-AR-WO^for  TEMPEST  information.) 
Classification  at  the  SECRET  level  is 
warranted  if  extensive  vulnerabilities/ 
deficiencies  are  identified  or  if  the 

facility  is  involved  in  sensitive  operation; 

Review  on 
Extended  by: 

Reason 

C-la 

C-2 

C-3a 

C-5 

UNCLASSIFIED 
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■VOUUTKN  COOTASWG 
OK wmmuATios  8IVZAJLMC 

C-6  (U)  Adverse  personnel  security 
information. 

C-7  (U)  Combination  to  security 
containers. 

CLAKFICATON 
UVEt 

REVffW^ECLAtSmCATWW 
DATE  CTTATJOS )  Ib  ymn  tram  6m  td 

) 

u 

tXMKttS 

Mark  FOR  OFFICIAL  USE  ONLY. 

Gassified  at  the  same  level  (and  access, 

if  appropriate)  as  the  highest  levei  of 
materia]  contained  therein.  Declassify 

upon  change  of  combination.  Classifi- 
cation authority  citation  need  not  be 

cited. 

CLAflBnCATIO*  AlTTHOSUnr 

CITATION 

C-2 

UNCLASSIFIED 
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Appendix  D SECURITY  CLASSIFICATION  GUIDE  FOR  INSCOM  TELECOMMUNICATIONS  INFORMATION  (U) 

PTWUiATWN  CONTAINING 

OB WrOSKATION  BIVlALPC 

EM  (U)  Analysis  of  electromagnetic 
compatibility  of  equipment  and 

systems  at  INSCOM  stations  includ- 
ing Radio  Frequency  Interference 

(RFI)  studies  which  may  reflect 
vulnerability. 

P-2  (U)  Floor  plan  layout  of  INSCOM 
communications  facilities  which 

-feveal  overall  capabilities  including 
telationships  with  sensitive  agencies. 

D-3  (U)  INSCOM  tactical 
communications  networks. 

D-4  (U)  INSCOM  tactical  communica- 
tions frequency  and  caUsign  assign- 

ments. 

D-5  (U)  INSCOM  tactical  communica- 
tions concepts  and  operations. 

D-6  (U)  INSCOM  COMSEC  pro- 
grammed and  unprogrammed 

requirements. 

D-7(U)  INSCOM  tactical  communica- 
■  tions  facility  planning 

D-8  (U)  INSCOM  strategic  plans  and 
communications  networks. 

D-9  (U)  INSCOM  telecommunications 
service  requests. 

D-10  (U)  INSCOM  Monthly  Telecom- 
munications Activity  Reports. 

GLAJBFtCATtON LtVXJ. 

u 

KVttW/DCClASSmCATION 
dati  err  atkjs 

■  y  wi  fan  4tm  mt 

m) 

R-20 

R-15 

R-6 

R-6 

R-6 

R-20 

R-6 

R-6 

R-6 

D-l 

May  be  classified  at  the  SECRET  level  if 
additional  information  or  especially 
sensitive  information  is  included. 

Same  as  D-l. 

Normally  UNCLASSIFIED,  unless 
otherwise  classifiable  data  is  included. 

Same  as  D-l. 

clasotxatio*  AUtwoarn 
CITATION 

D-l 

D-2 

D-3 

D-4 D-5 

D-6 

D-7 D-8 

D-10 

Cla Review Extended  by 

Reason 

UNCLASSIFIED 
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UNCLASSIFIED 
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Appendix  E SECURITY  CLASSIFICATION  GUIDE  FOR  PERSONNEL  INFORMATION  (U) 

••ORHATWN  COKTAIWHC 

MTOKMATOft  K£V£aXIXG CLAJBFKaTON 

I£VffV«CCLASSTTICATK>S 
DATI  CITATION 

to  r«i  frua  <■*  «* 

»> 

IOMAAKS 

CLASSVKATIO*  Aimtofsn 
cttatio* 

E-l  (U)  Association  of  a  broad 
COMINT  function  (e.g.,  COMINT 
intercept  operator)  with  specific 
activities  or  with  an  individual 
when  specific  COMINT  techniques 
or  procedures  are  net  revealed. 

E-2  (U)  Correspondence  on  hazardous 
duty  restrictions  which  identify  an 
individual  as  having  a  COMINT 
assignment. 

E-4  (U)  Requests  for  COMINT  indoc- 
trination of  personnel  or  any  cor- 

respondence revealing  a  require- 
ment for  personnel  to  be  COMINT 

indoctrinated. 

E-7  (U)  Individual  job  title  and 
description  provided  no  other 
information  is  included  which 
warrants  classification. 

E-8  (U)  All  Standard  Installation 
Division  System  (SIDPERS) 
Reports  for  INSCOM  units. 

R-20 

Association  through  use  of  job  title  or 
Military  Occupational  Speciality  (MOS) 
title  is  UNCLASSIFIED,  however,  job 
title  association  with  overseas  location 

may  be  CONFIDENTIAL. 

E-l 

.  title  is' \\  title  as« \  imay  be 

R-20 

U 

E-2 

R-20 

C-CCO 
R-20 

R-20 

U 

U 

E4 

E-5 

E-6 

E-l 

Review Extended 

Reason: 

I  AL 
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BVOtMATONCOKTAffONG 
OK 

MPOUUnON  WVtALWC CUJBnCATK* 
LEVEL 

&1Q  (U)  All  other  language 
Association. 

U 

tCVEW/KCLASSmCATIOK 
DATE  CTTAT10N 

to  r«n  &*•  4Mr  «f 

R-30 
■atAJUts 

cujnr»CATK>.  Aimtovrr 

cttation 

gca«,j8!»,,<fr.'*l,> 

E-9 

See  Remarks  to  paragraph  E-9. 

E-2 
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Appendix  F SECURITY  CLASSIFICATION  GUIDE  FOR  TAREX  MATERIALS,  INFORMATION,  AND  OPERATIONS  (U) 

MTOKMATKM  COKTAffONG 

   OR ■VOtllATlON  IEVEA1JNC 

F-1(U)  TAREX  Mission: 

a.  (U)  When  limited  to  a  statement 
that  it  is  a  SIGINT  activity  dealing 
with  the  collection  of  collateral 

foreign  cryptographic  information. 
b.  (U)  When  expanded  to  include 
specific  techniques,  sources,  and 
methods  employed  in  fulfillment 
of  that  mission. 

CLUBXFKATWN 

U 

F-4  (U)  Report  numbers 

(Intelligence  Report  (IR)  Seri&eaT- 
tion):  VX 

a.  (U)  Individual  reported  numbers 
and  equation. 
b.  (U)  Accumulation  of  reported 
numbers  and  their  equations. 

a.  (U)  When  containing  only 
collateral  and  non-SI  information. 

b.  (U)  When  containing  SI 
information. 

■EVffiW/DrCLASSJTJCATION 
DA  IT  CTTaTJOV 

R-20 

exmajuc; 

May  require  higher  classification  when 
specific  techniques,  sources,  or  methods 
so  warrant. 

R-30 

R-30 

R-20 

R-20 

R-30 

R-20 

R-20 

* 

OAtaric  atk>s  Auntotm 
err  4710V HfeCOM  to  JC0-2  (ill i 

F-lb 

F-2 

F-3 

F-4b 

May  be  classified  at  the  SECRET  o: 
TOP  SECRET  level  depending  on 

sensitivity  of  information. 
Selected  information  and/or  material 

may  require  SI  codeword  protection. 

F-5a 

F-5b 

F-6 

F-7 

Classified  by:  Cdr,  INS< 

-  iiSC0M 

Reason :_ 

ara2-301c(3) 

fliftuMtfiiiPii 
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WOKMAHON  OONTATCNC 
Oft 

WmSkUAVOft  tTOAUNG CLAJBXFICVnON 
IZVTL 

F-9  (II)  Complete  INSCOM  (TAREX) 

operational  plans/proposals  to  in- 
clude xQVOPS  (overt  operations) 

and  serhfBve*operation  plans/ 
proposals. 

F-10 

F-12  (U)  Basic  Source  Data  (BSD) 
and/or  BSD  changes. 

F-13  (U ̂ Source  Code  Identifier  (SO)) 
eq  uat  5orrrCPTr?e^7tre*Sf3tPW^t^^ 
or  title). 

F-14  (U)  National  File  Number  (NFN) 
equation  to  either  SCI  or  true 
xource  (name  or  title). 

F-17  (U)  The  fact  that  INSCOM 
(TAF£X)  utilizes  Intelligence 
Contingency  Funds  (ICF). 

JF-18  (U)  Specific  purposes  for  which 
ICF  are  utilized  by  INSCOM 
(JAREX). 

U 

UVKW/DtCLASSFKATOK 
DATI  CITATION 

kranfmte' 

i) 

R-20 

R-20 

R-20 

R-20 

R-20 

R-20 

R-20 

R-20 

R-20 

R-20 

DtatAjuts 

See  Remarks  to  para  F-7. 

See  Remarks  to  para  F-7. 

See  Remarks  to  paras  F-6  and  F-7. 

See  Remarks  to  paras  F-6  and  F-7. 

CLAtOFICATfO*  Ainnoam 

OTATJOV WiSCOH  Ph  MO-2  (lli 

See  Remarks  to  para  F-6. 

May  require  higher  classification,  depend- 
ent upon  nature  of  specific  purpose  of 

utilization.  Also,  see  Remarks  to  para  F-6. 

F-2 

CONFIDENTIAL 

F-8 

F-9 

F-10 

F-1I 

F-12 

F-13 

F-14 

F-15 

F-16 

F-18 
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Appendix  G SECURITY  CLASSIFICATION  GUIDE  FOR  MAP  OVERLAYS  (U) 

WFORMATKXs  COXTAffCKC 
OR 

INFORMATION  REVEALING 

G-l  (U)  Categorization  of  terrain 
features  for  use  in  troop  move- 

ment planning. 

a.  (U)  Vegetation  categorization 
related  to  military  use  of  the  area. 
b.  (U)  Surface  configuration 
showing  percent  slope  and  heights 
of  embankments  related  to  tank 
capability. 
c.  (U)  Concealment  (summer) 
overlays  displaying  percent  chance 
of  being  observed  from  the  air  in 
August. 
d.  (U)  Concealment  (winter) 
overlays  displaying  percent  chance 
of  being  observed  from  the  air 
in  February. 
e.  (U)  Soils  categorized  to  facili- 

tate overland  travel  of  military 
vehicles. 

f.  (U)  Cross-country  movement 
categorized  according  to  tank 
maximum  speed  and  maneuver- 
ability. 
g.  (U)  Railroad  and  airfield  com 
pilation  showing  track  configura- 

tion, length,  and  locations  of 
sidings,  bridges,  tunnels  with 
analysis  emphasizing  expected 
mobility  requirements. 
h.  (U)  Hydrography  overlay 
showing  stream  bottom  material, 
bank  slopes,  bank  heights,  stream 
depth,  width,  and  velocity  with 
categories  related  to  tank 
capability. 
i.  (U)  Elevation  overlay  derived 
from  classified  courses. 
j.  (U»  Highway  overlay  showing 
characteristics  of  all  roads  down 
to  connecting  rosds  (4-6  meters), 

road  capacity,  cons'uuction 
material,  bridge?,  15  meters  or 
longer,  vertical  and  horizontal, 
clearances;  all  related  to  our 
analysis  of  their  capability  to 
support  militar/  traffic. 
k.  (U)  Terrain  assessment  over- 

lays combining  vegetation  density 
and  percent  of  slope  to  indicate 
areas  feasible  for  offensive  and 
defensive  combat. 

CLASSIFICATION 
LEVEL 

C 

C 

C 

C 

C 

C 

R£VffW/OE  CLASSIFICATION 
DATE  CITATION 

(ttpimttl  to  ywn  Inm  4tm  d 

R-20 

R-20 

R-20 

R-20 

R-20 

R-20 

R-20 

R-20 

R-20 

R-20 

REMARKS 

CLASSTFtCATIOK  AUTMORJTr 

CTTaTIOS ff  !»■■■■'  at  tppbeabb  »mreph 
ftSCOMPaii.  J«fr2(S!l 

R-20 

G-la 

G-lb 

G-lc 

G-ld 

G-le 

G-lf 

G-lg 

G-lh 

G-li 

G-lj 

G-lk 

G-l 

UNCLASSIFIED 
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•eOfltKATWN  OONTAMNC 

   0« WOSMAlWN  UVfAtMC 
OAjsncA-noN UVIL 

tCVBW/DCCUUSmCATlOft 
DATI  CTTAT10S 

to  yon  ttmm  4m  * 

a) 

CLAJBPICATIO*  AVTVOftjn 

OTATK>*» 
HkICOM  to  mo-:  (tit 

-2  (U)  Map  and  terrain  features  not 
associated  with  intelligence  require- 

ments nor  derived  'rom  classified 
sources. 

U 

G-2 

UNCLASSIFIED 
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The  proponent  of  this  pamphlet  is  the  Command  Security  Office.  Users  are  invited  to  send  comments  and 
suggested  improvements  on  DA  Form  2C28  (Recommended  Changes  to  Publications  and  Blank  Forms) 
to  this  Headquarters,  ATTN:   IACSO. 
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Colonel.  GS 
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Director,  Administrative/ 
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