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1. (U) PURPOSE AND SCOPE.

a. (U) This pamphlet prescribes security classification guidance applicsble to all elements of this command
and should be used by officials at all levels to assure the proper security classification of national security information

. &nd material generated within the INSCOM.

b. (U) This pamphlet contains security classification guides appliceble to INSCOM which are of themselves
dassified no higher than CONFIDENTIAL. USAINSCOM Pamphiet 380-2-1 contains additional security classifica-
tion guidelines which are classified CONFIDENTIAL and SECRET and contain Special Intelligence (SI) information.
Distribution of USAINSCOM Pamphlet 380-2-1 is restricted to activities with accredited Sensitive Compartmented
Information Facilities (SCIFs). INSCOM Pamphiet 3806 contains guidance applicable solely to HUMINT collection

.snd disssmination. Each sppendix of this pamphlet is an individual classification guide and may be used as such. As
& separate guide, each appendix identifies the original classification suthority who approved the guide and the reasons
some of the information requires classification longer than 6 years.

®This pamphlet supersedes USAINSCOM Pamphiet 380-2, 1 April 1977, indluding all changes.
P.‘-ﬂ'-uw-'-v“""""'
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2. (U) OBJECTIVES. The objectives of this pamphlet are to:

a. (U) Provide to the extent practical a single source for clas ification determinations within INSCOM, less pro-
grams, projects, and systems for which.a Department of Army (DA) approved security classification guide is required,
ss prescribed in parsgraph 2400, AR 380-5.

b. (U) Implement the security classification principles of the DOD Information Security Program.

c. (U) Publish security classification guidance issued by other agencies but which is not otherwise readily avail-
able to USAINSCOM users.

d. (U) Consolidate known functional areas security classification guidance issued under the purview of INSCOM
original security classification suthorities.

3. (U) CLASSIFICATION GUIDES. There are numerous security clasificstion guides published throughout DOD
which are svailable for use by officials at all echelons. Classifying officials within INSCOM generally deal with appli-
cation of derivative classification decisions. This pamphlet provides a body of such derivative classification guidance
published by a variety of sgencies, and which is generally not otherwise available to INSCOM users.

4. (U) ORIGINAL CLASSIFICATION. Original classifications are independent actions — new ideas, developments,
etc., that are not covered by some other source which denotes a required security dlassification. In most instances
within INSCOM, classified material is derivative in nature. Original classification authority is that authority required
to classify independently any type of material.

5. (U) DERIVATIVE CLASSIFICATION. Derivative classification is the requirement to classify material created as
a result of, in connection with, or in responss to existing material, dealing with the same subject which already bears
8 classification. The classifications prescribed by this pamphlet and the security classification guidance prescribed by
various Army regufations are derivative.

6. (U) DESIGNATION OF CLASSIFICATION AUTHORITIES. Original security classification suthorities are
designated and approved pursuant to paragraph 1602, AR 380-5. Classifiers applying derivative classification deci-
gons need not be designated s original clessification authorities. The application of derivative classification decisions
ensues from a responsibility to recognize and implement the clessification decisions and direction of an original classi-
fication authority responsible for the functional srea applicable to the informstion concerned.

7. (U) RECORD OF DECISIONS. The integrity of the security classification system is best preserved through the pru-
dent spplication of classification decisions. This prudent epplication requires classifiers (original and derivative) to
support their decisions by showing a direct connection between the information being classified and the national
security of the United States. Classifiers are accouritable for their classification actions. Accordingly, it is essentisl that
all classification decisions be documented. This documented record of classification decisions may take the form of
reference to an spproved classification guide or a notation on the record copy of the justification for the classification

determination.

2. (U) IAW paragraph 4-104, AR 380.5, the classifier is required to maintein & record to show that basis for
dassification or by which the chain of classification suthority can be traced to an original classification authority who
csn justify the initial classification determination, should occasion demand such action. Annotations applied IAW
d, below, will satisfy this requirement and will allow tracing of indicated classification decisions to responsible class-
ification authorities.

b. (U) Derivative classification decisions are supported by the application of the eppropriate notation indicating
therein the classification authority, source document, etc.

c. (U) Original classification deciions must be supported by a notation on the record copy which includes the
rationale for the original classification decision, or independert records which can readily be made availsble in the

event questions are raised regarding the classification decision.
2
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d. (U) Information classified according to this pamphlet will be safeguarded IAW Chapter V, AR 380-S. Such
dlassifications are derivative and will be marked with declassification instructions which cite the specific paragraph
number of this pamphlet applicable to the information and the date of declussification or date for review for declassifi-

cation is 1o occur.

EXAMPLE 1: Information on the material (which is dated 7 Oct 1980) meets the criteria cited in paragraph
B-3b. B-3b indicates that the information will be classifitd CONFIDENTIAL and has a Review/
Declassification date of R-10 years. Hence, the document will be marked CONFIDENTIAL

and bear the following regrading instructions —

CLASSIFIED BY: B-3b, INSCOM Pam 380-2 (81)
REVIEW ON: 7 October 1990

EXAMPLE 2: Information on the material (which is dated 6 Oct 1980) meets the criteria cited in paragraph
F-2. F-2 indicates that the information will be classified CONFIDENTIAL and has a Review/
Declassification date of R-30 years. Hence, the document will be marked CONFIDENTIAL

and bear the following regrading instructions —

CLASSIFIED BY: F-2, INSCOM Pam 380-2 (81)
REVIEW ON: 6 October 2010

Marking in this manner meets the requirements of paragraph 4-104a(4), AR 380-5 to allow tracing of the classification
determination to the original classification decision (made by an authorized original classification authority).

e. (U) When more than one entry in the attached appendices cr other classification guides or source document
is used to reach a classification determination, the original document wiil bear the following —

CLASSIFIED BY: Multiple Sources
REVIEW/DECLASSIFY ON: (Enter the most restrictive period of time)

P

Hence, if the two examples shown above were used to clasifg;' a document (dated 9 Oct 1980) the marking would
appear on the record or file copy as:

CLASSIFIED BY: B-2band F-2, INSCOM Pam 380-2 (81)
REVIEW ON: 6 October 2010

On the original copy as —

CLASSIFIED BY: Multiple Sources
REVIEW ON: 9 October 2010

8. (U) GOVERNING PRINCIPLES. The basic premise of Executive Order 12065 and its implementing directives,
DOD 5200.1-R and AR 380-5, is that officials must classify less information and declassify faster that information
which initially required protection in the interests of national security. The Freedom of Information Act, as amended,
smphasizes and compels that maximum information regarding government sctivities must be made available to the
Ppublic. The 1974 Amendment makes possible the challenge of classification decisions by members of the public in
-givil litigation. Accordingly, it is incumbent upon all persons generating classification information (original or deriva-
Rive) to fully assure that the information is, in fact, classified in the direct interests of national security and that —

a. (U) Such judgment can be fully supported in any possible adversary proceedings; and,

b. (U) The classifier can establish a clear chain of accountability to the authority which requires the respective
information to be classified.

3
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9. (U) TENTATIVE CLASSIFICATION. Policy and procedures pertaining to assignment of original classifications by
a person not authorized to apply original classifications of the respective levels is contained in paragraph 2-600,
AR 380-5. INSCOM officials who apply tentative classifications may obtain approval of those classifications from an
INSCOM original classification authority located in close geographic proximity, or may forward the candidate material
through command channels to a higher level classification authority. Within this Headquarters, tentative classifications
may be furnished to the Command Security Office (CSO) for spproval.

10. (U) DOD PUBLISHED CLASSIFICATION GUIDES. DOD 5200.1-I contains a listing of all DOD security classifi-
cation guides and the procedures to obtain copies of those guides.

11. (U) REFERENCES.
a. (U) National Security Agency/Central Security Service (NSA/CSS) Manual 123-2 (§CCO).
b. (U) DOD Directive 5200.17 (M-2) (TS-CCO).
A el -
(U) AR 380-5 (U). <.
. (U) AR 380:90 (U). ¢
(U) US Signals Intelligence Directive (USSID) 505 (S-CCO).
ot -’

(2]
.

[= %

o

™

(U) USSID 3 (TS-CCO).

g. {U) National Communications Security Instruction (NACSI) 4003 (S).

b=

. (U) Technical Bulletin (TB) 38041 (C).
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SECURITY CLASSIFICATION GUIDE FOR ADMINISTRATIVE DATA (U)

| eevEwmecLASITICATION
(Lpoatng o years From dome of
tnfernution)

REMARKS

CLASSTFICATION AUTHORITY

CITATION |
Gm:- 402 (‘H

A-2 (U} A total listing of INSCOM
unit administrative titles and
geographic locations.

A-3 (U) A listing (any number less
than total) of INSCOM unit admir.-
istrative titles and geographic
locations, provided classified unit
locations are not included.

R-30

R-30

R-6

R-30

A-l

See Remarks to paras A-1 and A-2.

A-1b

A-lc

A4

Review on 2y

Extended by:

Reason: DOQr S TR
aef? 2.301c (1) (%

(4).(6)
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BEPORMATION CONTARENG BATE CTTATION :”: A KADION AUTRORITY
S R-30 A5
S R-30 A-6
A7 {U) Construction znd budgetary U - Supporting documentation may require
dnformation pertaining to support ciassification. Also,judgment must be
t activities to COMINT collection or applied in determining whether a level of
-rocessing organizations end/or effort which warrants classification is
Tastallations. revealed. For example, if the fact that
an activity has 1,000 enlisted personnel
assigned is classified, it would be neces-
sary to classify & stated need for 2 1,000-
man barracks.
' A8 (U) Systems or projects included S R-20 A-8
in budget submissions which identi-
fy specific electronic intelligence
(ELINT) targets or plans.
A9 (U) Line items in budget submis- C R-20 A9
sions which can be identified as
part of an ELINT system.
A-10 (U) Communications Security
{COMSEC) program and budget
information. B L
A-11 (U) Systems or projects identi- C R-20 Unclassified if purpose is not revealed. A-11
fied by name only in the budget
submission of a cryptologic agency,
if purpose is revealed. A2
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REVEW ATION CLASSIFICATIOK AUTHORITY
SPORMATION CONTARGNG DATE CITATION CITATION
POORMATION REVEALING QLASETICATION m""'","'“"' REMARKS b AL aert oy
A-12 (U) The total dollar amount of C R-20 This determination is limited to the total A-12
the cryptologic community, NSA, " lannual budget figure. When specific pur-
or the cryptologic commands. ose or items are shown, classify accord-
ing to guidance specified in this classifica-
ion guide.
A-13 (U) Summary totals of crypto- (o R-20 IThis is limited to appropriation totals. A-13
Iogic budget submissions by individ- t\’hcn specific items are shown, classify
dual appropriations, i.e., Research, ccording to guidance specified in this
Development, Testing and Evalua- classification guide.
tion (RDT&E), Procurement, and
Operations and Maintenance (O&M)
A-14 (U) Breakout of intelligence C R-10 A-14
mission program which reveals cur-
rent, past, or future fiscal year(s)
and total dollars for cryptologic
activities/comrmunications, or
general defense intelligence program
/A-15 (U) Breakout of programs for C R-15 Earlier declassification becomes effective A-15
Electronic Warfare (EW) equipment * Iwhen the outyear dollars are submitted
or SIGINT equipment which reveal to Congress in the President’s Budget.
future fiscal year(s) and total See the individual security classification
dollars for budget line items. guide for each system within a program
element for specific declassification
instructions.
A-16 (U) Breakout of ACSI, DA, or C R-10 A-16
INSCOM programs which reveal
current, past, or future fiscal year(s) !
dollars.
L
A-17 (U) Overall funding and man- S R-20 < JAIL MEIB resousce-detail must be classi- A-17
power levels of the National Fortign ifisd at least at the CONFIDENTIAL
Intelligence Board (NFIB) and its feve].
maior program components.
A-18 (U) Personnel reports and docu- C R-20 A-18
ments, cvilian or military, which
indicate authorized or actual
COMINT command strength in
total, by organizational element,
ghort title, or symbol by primary
element or by function.
A3

UNCLASSIFIED -
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CLASEIFICATION AUTHORITY - ATION KCATION
PEORATION CONTADDNG AT CITATION . e AUTHORITY,
amr-mzdn SFORMATION EEVEALING GJIE'J&W an u:&?-'i'-- REUARKS %hm:du' y

A-12 A-19 (U) Manpower figures which will C R-20 A-19

: reveal the level of effort on primary

! ‘}  missions of the cryptologic com-

; munity or individual activities/
agencies of the US SIGINT System

(USSS).

A-20 (U) The total strength (civilian C R-20 A-20
and/or military) of the cryptologic
community, NSA/CSS, or the
military cryptologic commands.

A-13

A-21 (U) Manpower strength of staff, U PL 86-36 states that no law shall be con-
A-14 services, or support activities of strued to require the disclosure of the
cryptologic community and/or organization or any function of the
individual agencies when no crypto- National Security Agency or any informa;

logic function or capability .s shown tion with respect to the activities thereof,
or the names, titles, salaries, or number

of persons employed by such agency.

A-15 A-22 (U) Manpower figures included U See Remarks to A-21.
. in the military budget submissions :

| in support of NSA/CSS, when

' limited to numbers and dollar cost,
and when capabilities, purpose,

‘ mission, etc., are not shown.

A-23 (U) Command troop lists, man- C R-10 See AR 380.90 regarding explanation of A-23
A-16 r documents, and force struc- terms: Troop List, Force Structure
re documents reflecting the entire Document, and Manpower Documents.
gommand, whether current and/or
’m]ected whether published
arately or as part of the total
A-17 Force structure list.
a. (U} Troop lists, manpower docu- S R-10 A-23a
o pcfm and force structure docu-
gnts reflecting displays containing
tingency plans and/or deploy-
‘, ment data.
b. (U) Those containing mobiliza- C R-10 A-23b
tion planning data, exclusive of T

dcplox meng data. \
Unit identification or associa’} Cc R-10 { Location of prepositioned equipment is 1 A-23c

twn of a unit with prepositioned UNCLASSIFIED. i
equipment/supplies. L , JE—

i e’

A-18

« ewn

2
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PIORNATION CONTABAG B By i CATTATG, . oD
O ORMATION REVEALING QassTcATIN Oexpreasd o yeur from dete of REMARKS b~ grrert radad
A-24 (U) Any information which C R-20 May require higher classification if mis- A-24
reveals authorized and/or actual sion information so warrants. INSCOM
ENSCOM COMINT strength in total COMINT strength means the total of
when details of missions are NOT that portion of INSCOM which is
included. engaged in COMINT missions.
A-25 (U) Total strengths of individusl U
ANSCOM units.
A-26 (U) All Standard Installation/ U
Division Personnel System
(SIDPERS) Reports for all INSCOM
units.
A-27 (U) INSCOM Authorization
ﬁ?rcumcms (TDA, TOE, snd/or
“MTOE):
& (U) Section 1 (General) Classification is dependent upon infor-
mation provided in the mission state-
ment and other portions. See this
pamphlet, INSCOM Pam 380-2-1, or
INSCOM Pam 380-6 toc determine
approprate classification.
B. (U1 Section II (Personnel U
Allowance).
z&- (U) Section ill (Equipment U Also, see A-28, Remarks.
Allowance).
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Appendix B

UNCLASSIFIED
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SECURITY CLASSIFICATION GUIDE FOR CONCEPTUAL/DEVELOPMENTAL INFORMATION (U)

m&a‘mmm
INPORMATION REVEALING .

CLASEIFICATION
LEVEL

mvgem ATION
DA -GTAT&

feraaton)

cummmou AUTHORITY

T

B-1 (U) General overall concepts and
doctrine for INSCOM SIGINT and/
or EW support to the Army.

8. (U) When specifics of COMINT/
communications EW equipment
characteristics are included.

b. (U) When intelligence methods
are disclosed.

¢. (U) Wher. information about con-
ceptual or developmental systems is
disclosed.

B-2 7U) Essential operational and tech-
nical characteristics of US Army
SIGINT systems.

8. (U) Communications related.
b. (U) Noncommunications refated.

B-3 (U) Essential operational and tech-
nical characteristics of US Army
EW systems.

8. (U) Communications related.
b. (U) Noncommunications related.

34 (U) Essential operational and tech-
nical characteristics of US Army
COMSEC {Crypto) devices.

3-S5 (U) INSCOM mission related oper-
ational deficiencies of SIGINT
systems.

16 (U) SIGINT or EW vulnerabilities
of US Amy equipment or systems.

2. (UU) When information about con-
ceptual or developmentzl systems is
disclosed.

b. (U) When intelligence methcds
are disclosed.

R-10

R-20

R-20
R-10

R-20
R-20

R-20

B-1

UNCLASSIFIED  /

Inclusion of information regarding
foreign counter-espionage (C-E) threat
may require higher classification.

SECRET when specifics regarding
target emitters/weapons are inciuded.

SECRET when specifics regarding target
emitters/weapon systems are included.

See TB 38041.
S e———

SECRET when associated with specific
C-E threat.

B-1

B-1a

B-1b
B-lc

B-2a
B-2b

B-3a

B-3b

85

B-6a

B-6b
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- | ervempecussms CLASEIFICATION AUTHORITY
BEPORMATION CONTADNING DATE CITATION CITATION
REORMATION REVEALING Qs icATION (cpremnd 0 yew from date of REMARKS s e et
B-7 (U) Mission and capabilities of

INSCOM tactical units.
a. (U) When specifics of COMINT C R-20 May require CCO protecticn B-7a
mission are disclosed. {See INSCOM Pam 380-2-1 (81))
b. (U) When specifics of EW or ECM C R-10 , m———cE) B-7b
(Electronic Counternineasures) are
disclosed.
c. (U) When general mission U
(COMINT, EW, or ECM) is disclosed,

B-8 (U) INSCOM mission related opera; C R-10 B-8
tional deficiencies of EW systems.
a. (U) When information about con- C R-10 B-8a
ceptual or developmental svstems is
disciosed.
b. (U) When associated with specific S R-10 B-8b
C-E threat.

|

(

B-2

UNCLASSIFIED
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SECURITY CLASSIFICATION GUIDE FOR SECURITY PROJECTS AND RELATED INFORMATION (U)

mx&m CONTAINING
DEFORMATION REVEALING

CLASSTF

fA"ONN " AUTHORITY

CTATIO

i Ao, radad

C-1 (U) INSCOM worldwide Security
Identification Credential System:

a. (U) Specific design characteristics
of photographic credential inserts.
b. (U) Criteria for issue, procedures
and use of credentials.

C-2 (U} Schedule of technical security
services.

C-3 (U) Sensitive Compartmented
Information Facilities (SCIFs):

a. (U) Requests for accreditation
which include details of security
system, specific space designations
and/or completed inspection
checklists.

b. (U) The fact that a facility is a
SCIF, provided details are not
included.

C-<4 (U) Correspondence pertaining
to drop sccountability.

C-5 () Vulnerabilities, deficiencies,
compromises or other security
_hazards.

CLASSTFICATION
DATT STTATION
ausmmcanon | BRI
C D-3
U
cLCco R-6
U
U
C R-10
Sy
C-1

UNCLASSIFIED -

See INSCOM Pamphlet 380-6.

Caveat must be physically removed
upon declassification.

As a minimum, any information which
reveals a security vulnerability or
security deficiency must be classified
at least CONFIDENTIAL. Higher
classification may be warranted by the
nature of the vulnerability, regulatcry
guidance, or other classification guid-
ance. Additionally, if the vulnerability
is likely to cause the compromise of
sensitive compartmented information
(SCI), then the information conceming
the vulnerability must be handled with-
in SCI channels. (See Appendix A,
~AR=5303, for TEMPEST information.)
Classification at the SECRET level is
warranted if extensive vulnerabilities/
deficiencies are identified or if the
facility is involved in sensitive operations

I’

72 2.301c (5)

C-la

C-3a

C-s
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BPORMUATION CONTABDG - DATECTIATION ARG AUTHOU
BEORNATION REVEALO CLASETICATION e aranon REMARLS o Ry T
C-6 (U) Adverse personnel security U Mark FOR OFFICIAL USE ONLY.
information.
C-7 (U) Combination to security Classifi=d at the same level (and azcess,
containers. if appropriate) as the highest levei of
material contained therein. Declassify
upon change of combination. Classifi-
cation authonty citation need not be
cited.
!
C-2

UNCLASSIFIED
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SECURITY CLASSIFICATION GUIDE FOR INSCOM TELECOMMUNICATIONS INFORMATION (U)

m&ﬂm CONTAINING
BFPCRIATION REVEALING

TDECLASSIFIC.
w GTAﬂ'g; oty of
® yan
(nferamties )

ATION

X ARKS

CLASSTF i«C ATION AUTHORITY
CITATION

s applxcable
OM Pax 380-2 (81,

D-1 (U) Analysis of electromagnetic
compatibility of equipment and
systems at INSCOM stations includ-
ing Radio Frequency Interference
(RFI) studies which may reflect
vulnerability.

2 (U) Floor plan layout of INSCOM
gommunications facilities which

zgeveal overall capabilities including
wlationships with sensitive agencies.

D-3 (U) INSCOM tactical
communications networks.

D4 (U) INSCOM tactical communica-
tions frequency and callsign assign-
ments.

D-5 (U) INSCOM tactical communica-
tions concepts and operations.

D-6 (U) INSCOM COMSEC pro-
grammed and unprogrammed
requirements.

D-7 @U) INSCOM tactical communica-
- tions facility planning

'D—B {U) INSCOM strategic plans and
 communications networks.

D-9 (U) INSCOM telecommunications
service requests.

D-10 (.3 INSCOM Monthly Telecom-
municatiuns Activity Reports.

R-20

R-15

R-6

R-6

R-6

R-20

R-6

R-6

R-6

dditional information or especially

an be classified at the SECRET level if
nsitive information is included.

Same as D-1.

Normally UNCLASSIFIED. unless
otherwise classifiable data is included.

Same as D-1.

Revie on'®
Extended by;

UNCLASSIFIED

D-1

D4

o
th

D-7

D-8

D-10
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D-2

UNCLASSIFIED .
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Appendix E

SECURITY CLASSIFICATION GUIDE FOR PERSONNEL INFORMATION (U)

m&mmm
INFORMA TION REVEALING

LASSIFICATION CLASSTF ICATION AUTHORITY
.3 CITATION

- -CTTAT!':: dame of o applacabrle
QAT ICATION (Ecpreoed by REMADXS by A Lt o

E-1 (U) Association of a broad
COMINT function (e.g., COMINT
intercept operator) with specific
activities or with an individual
when specific COMINT techniques
or procedures are nct revealed.

E-2 (U) Correspondence on hazardous
duty restrictions which identify an
individual as having a COMINT
assignment.

E-4 (U) Requests for COMINT indoc-
trination of personnel or any cor-
respondence revealing a require-
ment for personnel to be COMINT
indoctrinated.

E-7 (U) Individual job title and
description provided no other
information is included which
warrants classification.

E-B8 (U) All Standard Installation
Division System (SIDPERS)
Reports for INSCOM units.

C R-20 Association through use of job title or E-1
Military Occupational Speciality (MOS)
title is UNCLASSIFIED, however, job
\Htitle association with overseas location
may be CONFIDENTIAL.

U

CCCo R-20 E.S

E-¢

E-1

AORedibudoBPTTT | A L
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CLASEIF IC ATION AUTHORITY
CITATION

s A L s i
E9

f-lo (U) All other language U See Remarks to paragraph E-S.
association.

E-2
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SECURITY CLASSIFICATION GUIDE FOR TAREX MATERIALS, iNFORMATION, AND OPERATIONS (U)

BEPORMATION CORTABANG REVIDE &A"ﬁc ATIO" aranoe \
PEORIATION REVEALING CLASEIT ICATION *atormatioa] RrMARKS Rescou e )
F-1 (U) TAREX Mission:
a. (U) When limited to a statement U
that it is a SIGINT activity dealing
with the collection of collateral
foreign cryptographic information.
b. (U) When expanded to include C R-20 May require higher classification when F-1b
specific techniques, sources, and specific techniques, sources, or methods
methods employed in fulfillment sO warrant.
of that mission.
C R-30 F-2
C R-30 F-3
F-4 (U) Report numbers
(Inteligence Report (IR) Seriak
tion): -
a. (U) Individual reported numbers / ’%}
and equation. \6/
b. (U) Accumulation of reported R-20 F4b
numbers and their equations.
a. (U) When containing only C R-20 May be classified at the SECRET or F-5a
collateral and non-Sl information. TOP SECRET level depending on
- sensitivity of information.
b. (U) When containing SI C R-30 Selected information and/or material F-Sb
information. may require SI codeword protection.
C R-20
S R-20




CGRFIDENTIAL

USAINSCOM Pamphlet 380-2 8 April 1981
= | apvew ATION CLASETF ICATION AUTHORSTY
DEPORMATION CONTADING DATE CTIATION CrTaTion
DO TION REVEALING QAR ICATION — u:-":'u';.‘-d REARKS T yxY ! (The
F-8 S R-20 See Remarks to para F-7. F-8
F-9 (U) Complete INSCOM (TAREX) o R-20 F-9
operational plans/psoposals to in-
clude OVOPS (overt operations)
and sen¥five operation plans/
proposals.
Pl
C R-20 F-10
C R-20 F-11
F-12 (U) Basic Source Data (BSD) C R-29 . {See Remarks to para F-7. F-12
and/or BSD changes.
F-13 (U‘Sourcc Cede Identifier (_SCI)} S R-20 See Remarks to paras F-6 and F-7. F-13
equatid
or title).
F-14 (U) National File Number (NFN) S R-20 See Remarks to paras F-6 and F-7. F-14
equation to either SCI or true
source (name or title).
c R-20 F-15
C R-20 F-i6
F-17 (U) The fact that INSCOM 8] See Remarks to para F-6.
(TAREX) utilizes Intelligence —
Contingancy Funds (ICF).
F-18 (U) Specific purposes for whick c R-20 ay require higher classification, depend- F-18
ICF are utilized by INSCOM nt upon nature of specific purpose of
(TAREX). uilizaticn. Also, see Remarks to para F-6.

F-2
CONFIDENTIAL
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SECURITY CLASSIF lCATlON GU!DE FOR MAP OVERLAYS (U)

UNCLASSIFIED

Appendix G
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mm&m CONTAININC
INFORMATION REVEALING

CLASSTFICATION
LEVEL

CLASSIFICATION
DATE CITATION
('hpmﬂ [ 7-1 fvu- dow of

REMARKS

CLASSIF KKATION AUTHORSTY
CITATION

o~ spplcadle paragrnp
%ﬂmmulu

h

G-1 (U) Categorization of terrain

features for use in troop move-
ment planning.

a. (U) Vegetation categorization
related to military use of the area.
b. (U) Surface configuration
showing percent siope and heights
of embankments related to tank
capability.

¢. (U) Concealment (summer) J
overlays displaying percent chancq
of being observed from the air in
August.

d. (U) Concealment (winter)
overlays displaying percent chancg
of being observed from the air

in February.

e. (U) Soils categorized to facili-
tate overland travel of military
vehicles.

f. {(U) Cross-country movement
categorized according 1o tank
maximum speed and maneuver-
ability.

g. (U) Railroad and airfield com
pilation showing track configura-
tion, leng:h. and Jocations of
sidings, bridges. tunnels with
analysis emphasizing expected
mobility requirements.

h. (U) Hydrography overlay
showing stream bottomn material,
bank slopes, bank heights, stream
depth, width, and velocity with
categorivs relared to tank
capability.

i. (U) Zlevation cverlay derived
from ciassified courses.

j. (U Highway overlay showing
characteristics of all roads down
to connecting rozds {46 meters),
road capacity, constiuction
maierial, bridges, IS meters or
longer, vertical and horizontal,
clearances; all related to our
aralysis of their capability to
support military traffic.

k. (U) Terrain zssessment over-
Iays combining vegetation density

and percent of slope to indicate
areas feasible for offensive and
defensi+e combat.

R-20

R-20

R-20

G-1

UNCLASSIFIED

-

¥ para 2.301c (5) 2@

G-l1a
G-1b

G-1c

G-1d

G-le

G-1f

G-lg

G-1h

G-1i
G-1j
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BETIMATION CONTAINING DATE CITATION. S Aion . AUTROM
SPORMATION REVEALING QST ICATION Lo frem o i )

5-2 (U) Map and terrain features not U

associated with intelligence require-
ments nor derived /rom classified
sources.
;
G-2

UNCLASSIFIED

A
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The proponent of this pamphlet is the Command Security Office. Users are invited to send comments and

suggested improvements on DA Form 2028 (Recommended Changes to Publications and Blank Forms)
to this Headquarters, ATIN: IACSO.
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Colonel, GS
Chief of Staff
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Director, Administrative/
Audiovisual Support Activity
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