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Introductizas

Stey

this report is the

The Zfeceral intelligence agency

National Security Agency (NSA). Official publishad estimates of its size in
dollars expended or manpower employed, by either the Legislative or Executive
branches, do not exist.y Unofficial estimates are that the NSA annually spends
as ruch as §1S billion and employs up to 120,000 perscns, when military agencies
under the NSA's direction are included.y Whatever its actual budget and per-
sonnel levels, it has, through a network of over 2,600 specialized intercept
positicns areund the world, the technolegical capebility to intercept a significant
portica of worldwide telecommmications. This cazekility can be brought to bear
against any country. If used against the American zecple, Senator Frank Church
has noted, "ao Arerican would have any privacy lef: ... there would be no place
to hice.E

The NSA was created by a seven-page Top Secret memorandum from President
Harry 5. Truman to Secretary of State Dean G. Achescn and Secretary of Defense
Robert A. lovett, on October 24, 1952. Under this directive, which even today
remains classified, the hSA assumed the respcnsitilities of the Armed Forces
Security Agency, which in turn had largely inherited the intelligence responsi-
bilities of the Army Security Agency (vhich remains a functioning Army entity).f—/

The NSA's two basic functions, derived from Top Secret National Security
Council and Director of Central Intelligence directives, are: (1) to protect the
"Communications Security" (COMSEC) of U.S. telecormmmications that are national
security related; and (2) to obtain foreign intelligence related telecommumications
through the interception of "Signals Intelligence” (SIGINT).

SIGINT interception is the KSA's dominant zctivity. It consists of ‘'Com-
mmications Intelligence” (COMINT), or intelligence obtzined through the interception
of electronic rssage cormmmications (such as telegrams and telephones) ,5/ and
"“Elecironic Intelligence” (ELINT), intelligence ctiained through the interception

of el2zirenic signals {such as rader and missile s-iscions), which were not
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intended by the scnder to communicate messiges.
dho 1547 -
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hat exte-Zds txyond the "protection' of communications related to national security,
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Prcapted by a press report,f’-/ the Subccwmittee on Government Infonmation
and Individual Rights initiated in August 1975, an investigation into the inter-
cepticn arnd monitoring by federal intelligence agencies; of telegrams and other
forms of cdata transmissions entering and leaving the United States. The investigation
was undertzken pursuant to the subcommittee's oversight responsibility for matters
concerning the rights of privacy of American citizens and for the operations of
Felerzl Cerrunications Commission. Public hearings were held on October 23,
1975, and February 25, March 3, 10, and 11, 1976. (Hereafter cited as :S;uiggy,i_ttﬁ

:27ings.) These hearings were conducted in the face of intense Executive br.unch

eflorts te have them curtailed or postponed.z/

imilar pressure was exerted on the Senzte Select Committee to Study
Govermrentzl COperations with Respect to Intelligence Acthtxes. (Hereafter referred

o bl b UWVJ- birch Commithre Uraried?r out Ao ds Gamithee el Prrert) g

1: as the Cnurch Corm;.ttee,\) On October 7, 197:, Attomney General Edward Levi
perscnally asked Senator Church on behalf of the Fresident to postpone committee
heatings cn selected National Security Agency az:tivities, scheduled for October 8
and 9, at which NSA Director Lew Allen, Jr. was to testify. The Church Committee
agreed to celay Gen. Allen's appearance indefinitely.

hereas the Church Committee had conducted its NSA investigation by going
directly to that Agency, the subcommittee apprcached no govermment agency, going
instead tc the international telegraph companies who allegedly had participated in
such activities. These companies were initially responsive. It was apparently
not wntil October 21, 1975 -- two days prior to the subcommittee's initial hearing
-~ that the Acuinistration became aware of the subccmmittee's investigation, at
which time it rcacted strongly. On that day, the subcommittee received a letter
frcn F81 [Cirecter Clarence Kel]e)'; advising that a2 former FBI special agent, whom

. . . X 8
the sobozTittze staff had interviewed, would not te allowed to testify. 74 On the
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same day, as a result of govermment pressure, the two largest international conmon
carriers involied -- RCA Glebal Cemimeunications and 17T VWorld Commumications --
suddenly withlreuw theitr offere to appezr vnlumrarily and demanded that they be

iccnd suhneras as 3 condition to their testifvine. (A representative of e auvetbos

2

s COrTTUNICATI0NS CATTIOT MO etV O S bm i ininnsl brelsimioin Skaasd TP subsequently

infermed the s.%:7 mittee that highly placed Justice Department officials,
irmediately prior to the subcormittee's October 23 hearing, had urged the company
to demand subpznas. The company did not accede to the Executive branch request} -
hesreren,

On Octcber 22, 1975, the subcommittee Chairwoman, Representative Bella

N .. - P el

S. Abzug, was visited by amewiepom ek
Deputy Attorney General Harold Tyler, NSA Director Allen, Assistant Secretary of
Defense for Intelligence Albert Hall, Special Counsel to the President Jonathan
Marsh, and White House Ccngressional Liaison Charles Leppert, who requested the

titiep
hearings not be held on zrounds of jeopardizing an ongoing Justice Department
A

. : sl er s - .
criminel Investigztion emw® jéorardizing national security.

Attorner General Levi unexpectedly arrived at the hearing room, bearing the same
messzge. Like the previcus visitors, Mr. Levi could not say which 'maticnal
security' interests were being jeopardized, nor suggest to the subcammittee
any course of action beyond postponement or cancellation. The subcommittee's
hearing proceeded as scheduled, but former FBI special agent Joe R. Craig, and
Tepresentatives of RCA Global Communications and ITT World Cormunications refused
to.tostify unlsss subpenzed. Testimony was teren Irca representatives of American
Telephone and Telegraph Company and one of its operzting subsidiaries, the
Chesapeake § Fotomac Telephone Company.

Within t~0 hours of the clecse of the subcormittee's October 23 hearing,
the Giurch Coomittee teversed its earlier decision and voted to hold public hearings
on the NSA.

On Octchber 29, NSA Director Allen, accompanied by NSA Deputy Director Benson
Buffham and NSA General Counsel Roy Banner, appeared before the Church Committee
in public session, essentially confining their testimony to the Agency's ‘watch-
list" activity (see p. ). A second matter rzised at the hearing, identified

2s Cperations SHMROCK (see p. ), was temporarily put off.



On Xovember 6, in public session, Scenator Church read the coumittee's
525 TZCN fepouri. o surmamy of the Church Cormittee's investigation to da:c;
into the record.¥ No testimory, however, vas elicited in public session.

The Church report primarily dealt with centacts between U.S. telegraph
¢ -.anies and govermment representatives L:il..on 154718/ and 1975, and procedures
by which private cosmunications entrusted to the carriers were turned over to -
tne NSA and, to a lesser extent, the FBI. The report did not discuss how the
information made availazble to the intelligence agencies was utilized by its
collectors, or to whom it was disseminated, or the uses made of it by those
entities -- subjects of vital interest to this Comittee.

On February 4, 1976, this Committee issued subpenas ad testificandum and
subpenas duces tecum to three FBI special agents; one former FBI special agent,
one NSA employee, and executives of ITT World Commicaticré-, RCA Global Com-
mnications, and Western Union Internaticnal. On February 17, President Ford
instructed Secretary of Defense Rumsfeid and Attorney General Levi 'to decline
to comply with the subpenas™ directed to the government and government witnesses,
stating that disclosure of the records scught by the Committee were not in the
putlic interest.1l/ irediately, Secretary Furmsfeld instructed the NSA emploxee, .
and Attomney General Levi instructed the FBI empioyees, that the Committee's
subpenas duces tecum were not to be complied with, inasmuch as "President Ford
has asserted executive privilege.."E/ Cn February 17, Attorney General Levi also
regussted '"that Western Union Internationa” " onor [President Ford's] invocation
oI executive privilege, and that it not rroduce and deliver docurments described
by the said subpena.s."lé/ These applicaticns of "executive privilege" to

.
priveate corporations and tc?; former government enplo_veef , were unprecedented
expansions of that concept.

On February 25, the aforementioned former F8l employee, three current
F3I zgents, and one NSA employee appeared before the subcommittee, but refused
to testify. bBoth the present and former FBI agents refused to testify on
instructions from the Attorney General, while the NSA emplovee refused on orders
from the Deputy Secretary of Defense, William P. Clements, Jr'. Because of their
feilure to give testirony, the subcommittee recormended that all five be cited,
pursuant to 2 U.S.C. 192, for conterpt of Congress. Four of the witnesses were

2lzo recorrended for contempt citations for their failure to produce documents

paie

Lant to sutgenas.
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On March 3, the Exccutive Vice President of YWestern Union International
1wstified befere the subcoumittee, and turned over an eight year old list of NSA
tirgets, the production of which President Ford had attempted to block by asking
L2 Jlipuidiica 10 heour his claim of Tcaccutive privilege.™

Attorncy Generzl Levi also asked RCA Global Communications that its
T-zresentatines aeither testify before the subccrmittee, nor produce documents,
"ritl procecures can be agreed upon to assure that the President's invocation
cI executive privilege is not effectively undone."—li/

Without procedures being "agreed upon', representatives of RCA Global
Czunications did testify on March 3, as well as on March 10, and subsequently
tumed over to the sulcc-mittee additional records that the conrany had previously
considered as not covered by the subcommittee's subpena duces teo.m.-l-é/ Also
¢ tarch 10, the subcommittee received the testimony of the Chairman of the
Fzleral Cormunications Commission, Richard E. Wiley.

Yarch 11, rezresentatives of ITT World Commmication, which did not
rzizive an “executive privilege™ request from Attorney General Levi, testified
tzlore the subci—mittee.

PART I
~ONCLCGY CF U.S. TELEGRAPH COMPANIZES' COOPERATION
WITH FEDERAL INTELLIGENCE AGENCIES

Fre-world War 1L

I. History

During wWerld War I, U.S. govermment intelligence agents censored tele-
g7=phic teleccmmmications by working in the offices of private telegraph companies.
All telegrazms entering or leaving the United States were placed at the disposal

ol & military intelligence unit of the War Department known as MI-8 [Military Intel-

1izence - Sectien 3}.—1—6-‘/ This practice ceased soon after the conclusion of the

M-8, frca its inception in 1917, had been directed by Herbert Osborne
Yzrgley, considered by some cryptologists to be the most famous in history.
At wer's end, fzced with the phasing out of his organization, and envisioning
its hzving a pescetime role, Yardley, in May 1919, convinced the State and War
Lzzartents to epprove a plan for a "permanent organization for code and cipher
imvestigation a2 attaci\;."}—a-/ Forty thousand dollars of the organization's

$107,500 annual tudget was to come from State Derartrent special funds, with
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-t balarcs 10 come frem military intelligence budgets after selected Congressional
s=2crs z3 heen Lriefed on the ;ro_\ect..l_g./

Alihough supported by government funds, the resulting organization had no
visible gevernrent connection. Known as '“'The Black Chamber™ by the few persons
ar «ith its eaistence, it operated, from 1919 until 1929, under Yardley's
1:zlership in Yew York City -- under the cover nane "Code Conpilation Company. 20/
T-2 operation vas initially situated in townhouses in the East Thirties, but
fcllowing a 1925 break-in in which desks were rifled; it was moved to a large
Xzrhattan office building.

In 1929, President Hoover's newly appointed Secretary of State, Henry L.
Stirson was shocked to learn of the Black Chamber's existence and abruptly terminated
tke operation 2y in the belief its activities were shameful in a "world [that]
was striving with good will for lasting peace."-z—z—/

Suddenly without & job and in need of funds, and apparently believing that
sin:e the 3lack Chamber had been destroyed there was no lenger any valid reasen for

witnhclding its secrets, Yardiey wrote a book, The American °1ack Chamber, published

in 1931, wkich soon became an international best seller. In it Yardley boasted:

we solved over ferty-five thousand cr,?tccv'a:ms from 191¢ to 1929 -
end at cne time or another we broke the codes of Argentine,

Brazil, (hile, China, Costa Rica, Cuba, England, France, Germany,

Japen, L1ber1a Mexico, N1caragua Panama, Peru, Russia [sic],

San Salvador, Santo Dommgo, Soviet Umon and Spe,m.ZS/

Tr.e Black Charber, he stated,

also made preliminary analyses of the codes of many other govern-
rents. This we did because we never knew &t what moment a crisis
wor_d zrise which would reavire guick sclution of a particular
governrent's diplomatic telegrons Our personnel was limited and
we could not hope to read the telegrams of all nations.24/

S
Despite his prociivity towards sensational disclosm‘e‘, Yardley coyly avoided

izting how, in the ten years of MI-8's peacetime existence, from 1919 to 1929,

t=2 3lack Charder had obtained telegrams it had analyzed:

we employed guards, replaced all the locks and were ready
to tegin [in 1919] our secret activities. 3But there were now
no code and cipher telegrams to work on! The cable censorship
had bteen lifted and the supervision of messzges restored to the
private cable companies. OQur problem was to obtain copies of
messages. How? :

I shall not answer this question directly. Instead I shall
tell vou scmething of the Soviet Government's type of espionage
as revealed by documents that passed through my hands. After
you read these, you can draw your Own conclusions as to how the
United Sta;es Government obtained the code and c1p‘wr diplomatic
messzzes of foreign governnents.25/
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Yi.ever, this question was answer:2 in a letter Yardiey sent to his

- “iiskir on “arch 18, 1931,39/ There he wrote thzt none of the tessages alluded

10 in the manuscript of The American Black Chatber,

viher inan certain wireless messages ¢-thinged between Germany

a~d Maxico, vere sent by radio. Thev co=« by czble, With

¢Ct to every cablegram referrcd to in such book, the copies

“:r:ii Lo which I refer therein wers obizimed ov The €onsent —

&3 uthority of thé respective presidents of the Festern Union

Tiieg rzph Corn:any and of the Fostal Telegraph {ompany over the

=.res or one Or the other of such corpanies such messages were .
trznsaitted.  [Emphasis added.) o

in the 1920's, these wwo companies carried almost all the telegraphic communicaticns

in aad out of this countr);-‘zl/

According to Yardley's book, only coded ressages were turned over to MI-8;
slain text (i.e. uncoded) messages were never made available.lg/

Tre Army Security Agency's 323 page Histbric‘aluﬁackground of t.he “S;ignlal .

Security Agency 1919-1939, which the subcommittee requested and received in

sanitized form, omits any mention of the arrangement described by Yardley, whereby

73-3 recelved telegrazh messages from the Nestern Union and Pocstal Telegraph

CcTzanies, or any other company. It suggests only that the Army Signal Corps
€id =9t continue to sipport the MI-§ activities:

Plens for establishing MI-8 on a pezle-time basis in 1919
included no provision for the development of facilities for
obtzining the necessary intercepted messages. A detailed account
of the situation will be given shortly but at this point it will
suffice to indicate that it was doubtless assumed that the cable
co—panies would continue to supply ccpies of all messages passing
through their offices and that the Signal Corps would continue
1ts war-time intercept facilities which would be at the call of
~I-3. Trese assumptions proved to be wmwarranted. That no
setisfactory selution for this preblen was ever reached was one
cf the prime causes for the decline of activity of MI-8 in New
York. It was also one of the factors which led to the absorption
of the Bureau by the Signal Corps, an orgzanization which could
rore easily develop intercept facilities.Z9/

tae “detailed zccount” of the cable companies' cooperation, suggested in

e, was deleted from the manuscript provided the subcormittee. If Yardley's
aziont is accurate, however, MI-8 did remain operational for ten years after

Wirld Wer I with the cooperation of the telegrzph companies heretofore identified.

Fzihermore, it was Secretary Stimson's philosophical objections, and not the

ttance of the telegraph companies, which apparently brought the activities of

T xllen

M-2 10 2 Ralt in 1929,

1. Legality3¥

o world War I ended, the Radio Commmications Act of August 13, 1212, which

mzt the Goverrrent weuld guarsntze the secrely of comamications, was

s1ill I elfect. Trat Act provicded, in pertinent rare:
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“o rerson or persons engaged ir or having knowledge of
the cyeration of any station or stations shall divulge or
ublish the conients of any messaees transmitted or received
by cuzh staticn, excepr to the persen or nersons to whom the
sz~2 ~2y be directed, cr their avthorized agent, or to
another station emnloyed to forward such message to its
aoltinativg, unlels legally acquired s te 2o by the couid
of ic—>etent jurisdiction or other competent authority.3ls

7n.15 law did not prohibit the interception of radio traffic per se, but

.

rerely prchibited the enployees of common carriers covered by the Act from
divulzing or ;;ablishing the contents of messages to unauthorized persons. Al though
no court had occasion to so rule, the prohibition contained in the statute would
seem to have been violated by those employees of the cable cdnpanies who divulged
the ceaterts of telegrams to MI-8, unless MI-8 could have been considered as "other
carpetent authority*. 'Ihi-s point has never been the subject of a judicial
deternination.
The 1912 statute remained in effect until the enactment of the Radio Act
of 1927, wxrich considerably broadened the prohibition against unauthorized disclosures:

No person receiving or assisting in receiving any radio
ccTwanication shall divulge or publish the contents, substance,
purport, effect, or mezning thereof except through authorized
chamnels of transmission or reception to any person other than
the addressee, his agent or attorney, or to a telephone, tele-
gre2h, cable or radio station emploved or suthorized to forward .
such redio communication to its destination, or to proper
accsunting or distributing officers of the various commmicating
centers over which the radio commmication may be passed, or to
the master of a ship under whom he is serving, or in response to
a2 subpoena issued by a court of competent jurisdiction, or on
gemand of other lawful authority; and no person not being authorized
by the sender shall intercept any message and divulge or publish
the contents, substance, purport, effect or meaning of such inter-
certed message to any person; and no person not being entitled
ihereto shall receive or assist in receiving any radio corumi-
czllizn and use the same or any information therein contaired and
no person having received such intercepted radio commmication or
raving become acquainted with the contents, substance, purport,
effect, or meaning of the same or any part thereof, knowing that
such inmformation was so obtained, shall divulge or publish the
contents, substance, purport, effect, or meaning of the same or
any part thereof, or use the same or any information therein
cntzined for his own benefit or for the benefit of another not
entitled thereto . . . . [Emphasis added. )32/

“hereas the 1912 Act had applied only to erployees of common carriers,

the 1527 ict applied to all persons not authorized by the sender to receive such

Le

counications. This would bring MI-8, as well as the employees of the cable
corpanies, under the Act's prohibitien. 'I‘n.e Arny Security Agency's historical
recor: stztes that the law's "or on demand of other lawful authority' provision
had nsver teen used by MI-8 to justify its interception of foreign diplomatic

traffiz. izparently, there was never a need for MI-6 to assert such authority.
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fizmze, subsequent to 1827 at Jeast, the Bla~s Charber apparently operated in

-
'

-ixlztion of the law.

Ndeaw,
Ane Ay Security Agency's historical record suggests 2 athe d,
thEt Uie aziivities of military intelligcnce gothesing - including I 8's --
wirz rot intended to te covered by the 1927 Act's prehibitions:

The purpose tenind the legislation vas of course, the
security of cormunications from the danger of interception
Oy mauthorized rersons who might have rade use of intelli-
gence ccntained therein for personal profit. That the laws
would also hanper Governmental agencies engaged in the
procuction of intelligence upon which the safety of the
United States might be based was probably far from the minds
of the legislators. Indeed, prior to World War I, no such
agency existed, and until 1931, the fact that one had ex-
isted during the war period was unknown either to the
gensral public or to most officers in the Army itself,

Cn the other hand, inclusion in these acts of specific
exemptions permitting the interception of radio communications
for the purposes of military intelligence would have given notice
to the world in general, and therefore to a possible enemy in
particular, that cryptanalytic units were indeed operating.

Such & course would have been highly undesirable. What solution
this thomy prcblen could have had is not clear: the fact that
no sclution was ever reached constituted one of the greatest
obstacles to the preper functioning of MI-833/

Yercley infers that the 1929 Act presented no obstacle at all. It was

sizz!y igncred.

IIT. C-ceimzent Zsaction to Yardley Disclosures

Tne publication ef Yardley's book, in 1931, prompted the Mar Departiment
to szate that the American Black Chamber had not existed for four years (a date
which coincided .wit_h the passage of the Radio Act in 1927) .25-/ General Douglas
Mezirthur, then Army Chief of Staff, said he did not kmow anything about it,
wh.iie nigh officers in the intelligence divisions said no such bureau then existed
" ané they professed to have no knowledge of it in former years.;’—s—/ State
Dezertent officials similgrly said they were sure there had been no such practice
arZ cne official, speaking on behalf of Secretary Stimson, said he had never heard
of &y such organization as the so-called 'black chamber."35/

Yardiey, a man who had been revered as a cryptanalytic genius, and who, in
1822, had been awarded the Distinguished Service }Medal by the Secretary of War,ﬂ/
was portrayed in official commentaries as an epportunist and braggart whose actions

borizred on treason.
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Ths Ary “ecurity Agency histery, written in 1946, described Yardley as a
rzn »ho "had demonstrated a certain amount of cryptanalytic ability and had achieved
wi1thin the War Department a repuiation as a «T;pinalyst.” ile was, the report
Slotvus w pior 2ininiztrztsrnhe had ".'.ci‘.her the initisrive nar {arecight tn
=011 7-% ¢n a firm foundation.” He ignored his duties, the report continued,
**.nile ke profited from real estate activities; nis enthusiasm for cryptanalysis

lzgged as he became a consultant in more profitzble code production activiti;s

for cemmercial firms. Then, when his own positicn was abolished, he divulged
infor-aticn of the highest secrecy and made hirself notorious in the annals of
cryptolcgy."é—a-/

Iz 1932, Yardley wrote a new book entitled "Japanese Diplomatic Secrets"
that was never published. On February 20, 1933, U.S. marshals in New York seized
the ranuscript in the publishing offices of The Maamillan Company, on the grounds
Yardley, as an agent of the U.S. government, had eppropria'ted secret documents.gl
Yardley w.as never prosecuted, but his case prerzted Congress to emact the 'Protection
of Gevermment Records™ bill in 1033. Now codified as 18 U.S.C. 952, the law makes
éiscicsure of diplomatic codes or correspondence a felony.

IV. Assessrent of MI-8 by the Army Security Agency.ﬁp-/ '

szzording to the Army Security Agency's historical chronoloegy, MI-8 primarily
failed because "its principal support was derived from a department of the govern-
ment which reflected political changes and the terper of the times more directly
than does the War Department." In other words, such a sensitive activity as MI-8
wes -0t to be entrusted to the political whims ¢f the country's civilian leadership.
The :rmy Security Agency, in hindsight, alsc szw cther rezsons for MI-8's demise:
(1) its leader was not sufficiently concerned with its secrecy
(though there is no evidence Yardley ccrmpromised the secrecy of
the "Black Chamber" in any way, during its twelve year existence).
(2) Its isolation from direct supervision as a result of its trams-
fer to New York produced neither the desired secrecy nor the
attention it should have had from the War Department (though
there was every evidence, from Yardley's narration, its existence
was well known at the highest State and War Department levels).
(3) The separation of cryptanalysis (breaking {'_he codes 'and ciphers
of foreign governments) and cryptography (making codes and ciphers
for one's own government) was a ristzke. (MI-8 was not involved

in cryptegraphy).
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Even bafore '0-S formally terminated its cperations on October 31, 1929,

ks tar Diparttont RAd formed the Signal Intelligence Service within the 2 g}\_..
6.' Hdo D-pflua dafoul * M""Jc]au-‘
FETTY OUt rost ." tological work on a contmumv basis. LRI - 4
cor & L ALY 4 .
ven wvi € l.e .-m -b-!u--a fiagdi ol .--."fuu — o G LAl Sae 4. i
ot —\—" ~dm the Armed orces Security Service and its successor, the

Pgst Vorld War 11

I. History

During Yorld Yar 11, U.S. government agents pursuant to the wartime powers
of the President, again censored written telecommmications by working in the offices
of the telegrsch ccpanies. Three companies -- ITT Ccmunications, RCA Commmi-
caticns, and VWestern Union -- transmitted almost all international cablegrams and
radicgrams entering or leaving the United States. All such messages were placed
t the disposal of nilitary intellipence.—~ 2y

HAowever, the War Depart_ment's post-Werld War II actions to convince the
cz-le cotpanies o ~zke international telegrams availzble to federal intelligence
agentis were markedly different than those tazken after VWorld War I. The post
Wierld Wer I peried was rarked by inaction: six months after the Armistice, Herbert
Yardley had to single-handedly persuade the goverr~gat te enter into such an
arrangement and his scheme provided that only coded ressages would be handed over.
But in Auvgust 1913, imrediately after the end of the war, the Army Signal Security
Agency (the sare as the Signal Intelligence Service and Amy Security Agency) imple-
ne-‘e:' a plan that led ultimately to making most telegra=s ente ering and leaving
the United States -- including those in plain text -- available to that aoenc,'.dzl
On August 18, 1945, four days after Japan surrendered, "two representatives of

e Ammy Signal Security Agency were sent to New York 'to make the necessary

ccntacts with the heads of the Commercial Commnications Copanies in New York,
secure their approval of the interception of all [foreign] Governmental traffic
entering the United States, leaving tiie United States, or transiting the United
States, and make the necessary arrangements for this photcgraphic intercept work, 143/
ITT and Western Union began their participation by Septerber 1, 1945, and RCA

by Cciskter 9, 1°15.“/ . B
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=== intcrception of fereign government traffic, in practire it was siven access to
231 trafiic. This was necessary, former RCA Exccutive Vice President Sidney
Srarks testified, because the procedures initially proposed by the government--

-zt gpszial electrical connections be put on czrtain tielines, or that tapes

[al
‘e

izinating and terminating with certain tielines be tuimed over -- would result
in 2 situztion where "everybody and his brotrer would know just e.;cactly what

we wére coing and wh)'."ﬁ/ To avoid that revelztion, the government was given,
eccording to Mr. Sparks, "'all of the perforated tapes," i.g., access to all
Tessages .ﬁlﬂ/

ITT also agreed to allow the Army access to all incoming, outgoing, and
transiting messages -- private as well as governmental -- passing over the facilities
of its subsidiaries involved in international cc:-:mnications.. ITT agreed to
reccrd all such messzges on microfilm, which the Army Signels Security Agency
thzn develcped.-:y

For the next thirty years, between 1%4% znd 1975, RCA and ITT -- which
2ther handled approximately 70 percent of 211 internaticnal non-verbal tele-
ce-nicetiens in ané out of this country -- czntinued to rmake all their customers'
ccTicztions available to the NSA.-A—Q/ Cnly tie form in which these messages
were turred over changed during this thirty-year period.

Yzstern Union's procedure was far rore selective. It insisted from the
Zire it entered into the program in 1945, that its own personnel do the actual
hzrdling of zll messzges delivered. Mareover only messzages to one foreign
ccuatry initially were made available to NS.-’\.si/ At an undetermined later date,
21l foreign government telegrams were made avazilzble to .\'SA.§-1-/

Wwestern Union's participation was also of shorter duration. In 1563,
wesiemn Union divested itself of its international operations, which were
tz:en over by Western Union International, an incdependent corpany formed for

thzt purpecse. Sometlre between 1965 and 1972, zn NSA Recordak machine located

n the ccrgany's New York operations room which company employvees used to copy
52/53/

e

Zcreign govermrent ressages, was removed at the company's request.
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The sutcenmittee has no evidence that, after Warld War I1, the Armmy

Security fgEnoy -- or, .in 1952, its successor ageacy, the NSA -- made any attempts

[Eg

to lizit its "taxe” to coded messages from the telegraph companies, as was done by -

L e va Y .3 T
oth coued and uincedad

Co

serberl terdicy s i-3 organizaticn afler World
-rsszes .xre received and analyzed, seemingly in violation of the 1958 National
Ccuncil intelligence Directive (NSCID nuber 6, dated September 15, 1958)
setting cut the functions of the NSA:

For the purpese of this directive, the terms 'Communi-
.cztiens Intelligence™ or "COMINT'' shall be censtrued to
r<an technical and intelligence information cerived from
foreign cormunications by other than the intended recipients.

CCMINT activities shall be construed to rmezn those
gctivities which produce COMINT by the interception and
processing of foreign communications passed by radio, wire,
or other electromagnetic¢ means, with specific exception
stated below, and by the processing of foreign encrypted
ccunications, however transmitted. Interception comprises
zzrch, intercept, and direction finding. Frocessing com-
rises range estimation, transmitter operator identification,
=2l anzlysis, traffic analysis, cryptanalysis, decryption,
tuéy of plain text, the fusion of these processes, and the
exoriing of results.

HOIA N TS ia

CHNT and COMINT activities as defined herein shall not in-
C..32%2 ,a) env lntercept and processing of unencrypted written
cz—..icat:ions, press and propaganda broadcasts, or (b)
ctrsorsnip. |erphasis added.]

- v

= NS4 contends that the specific exclusica of unencrypted written com-
municaticns, which wouwld sppear to prohibit its interception of telegrams, ''is

and

1)

inays hzs been limited te mail a:}d communications other than those sent
electr:nicall}'."éi’l Hence, the NSA appears to have interpreted this directive

as a certe blanche to intercept and process zll foreign commmications, i.e.,

all thcse in which at least one terminal is foreign, even though such communications
were (meacrnypted. ’i:f/ .

Feoizoote Su~A (p. 13)

Foroer CIA Director Allen Dulles has defined communications intelligence

I as "information which has been gained through successful cryptanalysis
of other people's traffic.” He has defiped cryptanalysis as certain code
! and ciphers that can be the mathematical analysis of intercepted traffic

(211en Bullea, The Craft of Intelligence, Harper & Row, 1963; p. 73).

Dulles® eharacicrization of CCANT excludes packrdondtxzasxagaxx the
utilization of plaiyn-text messages.
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{poration SHVEDD, the code nane under which the cable companics made
most oI their internatienal teleccrmusications traffic available to the NSA,
anc t a lesser extent to the FRI, was terminated by the Secretary of Defense
in MR YT -- 2 a3te chanci2ing with tne Lauren Lettiatee’s si{rst demanstration

of r-:rest in the program. The “take' from O irat:ica SHANROCK -- plus from
34 cperations -- was used by the NSA in the 1740s and carly 1970s to
cerzile files on American citizens. NSA maintzined a "“watch-list" of names of
inZiviluals and organi:zaticns against which the ''tzle' was sorted.

HINARET was the code name applied to the XSi's efforts to protect its
watch-list activities on American citizens from disclcsure. The watch-list

(2 Yo BWART nud s o~

had aciualiy begun in the early sixtiesﬁuere not errlied until 1969. 55/ The
MINAPET charter described the watch-list program 2s invelving '‘communications
concerning individuals or organizations involved in civil disturbances, anti-war

. - . . . R 56,
movenents/demenstrations and military deserters involved in anti-var movements."——-/

MINAFZT was considered so sensitive that informzticon being disseminated was
clazssified TCP SZIRET end & *be'ed “"Eackground Use Criyv," and while handled as

- .- . X . S7/ . . . .
SIZINT end distributed to SIGINT recipients,— it was specifically not identified

58/

: e 59 .
as hauving eny NSA connection.— 38/ On May 12, 187¢, mater1a] collected under the

NEA v zagh-1ist rrogran was transferred to the oiilze of the Prmc1pal Deputy Assistant
60/

Secreizry of Defense for Intelligence, Thomas K. Latimer, for safekeeping.—

The MINARET files remain, as of March 1, 1977, in a safe in Mr. Latimer's office,

s . . R . - - : 61/
retzined pending e request for their production in 2 civil hzlgatlon.—}!

Also utiiizing the telecommunications intercszted under Cperation SHAMROCK,
the -.‘ 3i's Office of Security maintained approximately 75,000 files on American
citizens between 1952 and 1974.—-/ These files were zpparently created from i.nfoz‘~.
maticn cbtained thrcugh SHAMROCK and NSA's other intercept programs. Persons included
in trese files included civil rights leaders, anti-ar activists, and Members of
Congress. For at least 15 years, CIA employvees were given unrestricted access to
these Ziles, zud one or more worked full time retrie.ing information that presumably
was centributed to the CIA's Cperation (HAQS, which existed from 1967 to 1974. The
Cormiitee does not know to which component of the CLA the NSA's Qffice of Security

 files on fmerican civilians were transferred prior to 1967, nor by what authority
these transfers were made. The Committee is disturt-ed by the CIA's apparently
receiving information on American citizens on an esrzblished and regular basis,
sev:zrzl years prior to the herctofore believed cere:enent date of that Agency's
, ivs Office of Security

dcTestic serveillance activities. According to the

fiis:z <o frerican citizens were cestreyed in 1978, —
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vhile the Cormittee has no reascn to believe SHAMROCK continues today,
i.e., that the NSA, or its representatives, 1S involved in hand-to-hand acquisition

of international telecommunications, the Committee cannot report that the NSA

na innger antercenls socn messages Sy elecrronic tians.  Indeed, one can argue

T il it . ere not, it vwould not be doing its jcb of intercepting foreign govern-

) ] 64/
ment telecc-mumications, ™

%

b,
CERY

wm

The NSA has -- and has had for several yecars --

the technical capability and resources to accoiplish this task without the knowledge
A

or complicity of the cable cornpanies;g'—a-/ thus, from the NSA's point of view, a

progran such as SHAMROCK is no longer an operaticnzl necessity.

{11. Legality - Britt insert]

, for exzmple, testimony of William Colby, "Centrzl Intelligence Agency
xe~zticn in the Privacy Act of 1974" hearings, Bouse Subcermittee on Government
Informetion end Individeal. Rights, June 25, 1975 {pp. 223-24).
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o 11. The legality of SWANRICK

--s Ti,rn snendsent to the Constitution Querantees to trhe people the

rizne 0 o3 sfll.cf.olin lheds papers.. efenil unrzesonatle searches and
RS T M f..—f:‘!“nr f"'“"vid“f that “nn Warrante <hall 1cRua kit enon
- MY

Tez T:ii o+-3t NSA, and its predecessors, indiscriminetely obtained without.

a .irvint -:zi2s of virtually every internationa) telegrem leaving the

Urited Sten2s “cr a period of thirty years would appear to violate this
cendisuticnal guarentee of privacy. The Supreme Court has held consistently

that c:ficizl searches may violate the Fourth Amendment if they are not
rezsc-:tl, 1i-ited to the accomplishment of some legitimate governmental
pur:cse.65 Even assuming the collection of foreign intelligence to be a
Jegiti-ate governmental purpose, the fact the NSA did not liait its interceptions

to ire telzgrems of foreign governments, or even tc those which were relevant
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co'ig;t:;:‘:nal ctandard was violated.

T-g f--zezzztizan of international telegrams also &ppears Lo have
vigietzd s=cticn 505 of the Communications Act, enacted eleven years prior

to the co-mznce-ent of SHAMROCK, although this point has never been the

syziect of a judicial cdetermination. As set forth éTpgge , supra, that
ce==ic- =e:-izi=cd employees of common carriers, &s well &s eny other person

"ng? tzing zuinorized by the sender”, from intercepting and divulging the

conients of teiegrams, except in certain specified situations. The exception

most rzlz.zat rere allowed for publication "on demand of other lawful authority.”
KGue,2-, r3 ccurt decision prior to the start of SHAMROCK had interpreted

thic :r-23: to -z2n anything other than some farm of official process.68

In -z-7"z.%zr, no federal intelligence agency had ever been cgesignated by

any 77.7% =3 “cther lawful autherity" under this sectiun,67 nor did the

legisizzive history of the Act indicate that such an interpretation was

. fz
intznzzg.~¢



1t is, furthermore, important to note that the international telegraph

cc-pantes which participated in SHAMROCK did not themselves interpret the

- .

. . b} Lol N -, . -ar . . P .
Nt Tl cunnot T3, LAl o suctiun OG0 85 deual Justificatiun

fir trzicr *articipatian.eg To the contrary, they informally sought to have
section £73 ermended to permit, as a matter of law, the acticns which they were
teing &skzd to undertzke by the 90vernment.70 They egreed to participate

in SFEANALCK, nonetheless, upon the assurances of the Attorney General and

the FresiZent that they would not be prosecuted under the provisions of
section 605.71 Whether these high-level assurances would satisfy the legal
require~eat of section 605, i.e., Qould constitute "demands of other lawful

authority™, has never been the subject of a judicial determination.

Section 605 essentially remained in its original form until 1968,
when it w2s amended to read in pertinent part:

“Except as euthorized by chapter 118, title 18, no person
rzceiving, assisting in receiving, trensmiiting, or assistirg in
trensmitting, any interstate or foreign communication by wire

or redio shall divuige or publish the existence, contents,
sybstznce purport, etfect, or meaning thereof, except through
guthcrized channels of transmission or reception...on demand

of c+nar lawful cutherity. No person not being authorized

ty t-2 sender shall intercept any radic cca-uniceétion and
civuige or publish the existence, contents, substance, purport,
effect, or meaning of such intercepted cormunication to any

serson. .. (emphasis added)”

Crepter 119 of title 18, cited in this section,br0vided in pertinent

re: "hotaing contained in this chapter or in section €05 of the Comnunications
S

A e

o

P

Act of 1232, ..shall limit the constitutional power of the President...to obtain
foreign intelligence information deemed essential for the security of the

United States.“72

Csiensibly, this language seems intended to remcve any doubts that
cermsnications companies, or NSA, might have with respect to whether a program
such as SELR0CK might constitute a violation of section 605. But if this
was the esparent purpose of the 1968 amendments, it remained unclear whether
they nad this Tegal effect. In the well-known Keith case, for example,
decided in 1972, the Supreme Court considered the lenguage in chapter 119,
gucted zbzve, and found that it “confers no pover”, but instead"mere]y provides
thet trz -2t ¢hall not be interpreted to limit or disturb such power as the

Fresizz-t =3y have ynger the Consti:ution."73 So if chapter 119 of titie 18



cid ~ct esthorize the President to do anything, 2s the Court suggests, one
1¢ leit to ponder the meaning of the language found in the amended version
S cecrarA pUs NICn $AVS EXCEPT 28 gulirized Ly Lhabiwe 119, Lilie

tiezzh cooapanies shall not disclose tz7:;-&7s in their possession

‘zez-isic eglzd).®

This eprarent incongruity between the dicte in the FKeith case and the
stetutory languege in the amended section 605 res not teen resolved by the

S.oreze Court. In United States v. Butenko, 2 1274 case, however, the

Court of Zppeals for the Third Circuit, without &ttempting to reconcile the
t~0, eppezred to resolve the issue of 605's applicability in favor of the

intelligence community by holding: "Section 605 of the Communications Act
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wnile the Sutenko case involved intercepts of tele_hone conversations
in =kz cc.rse of @ wiretap which was exclusively and undisputedly undertaken
£2- fireizn intelligence purposes, the court's conclusiens with respect to
tre legal effects of section 605 appear broad encugh to insulate foreign

inteliicence-gathering procedures of all types from prosecutions under :

section 605.7°
tut 25 fer-reaching as the Butenko languece seems to be, even that

decision indicates that section 605 may have continued vitality vis-a-vis
the zctivities of intelligence agencies to the extent that such activities
-Jerzzken for other than foreign intelligsnce purposes. The Butenko
C-.rz ttezed its conclusion in the following manrer: "The surveillances. at
izc.z nerz were conducted solely for the purpose of gathering foreign
ligerce. Therefore, section 605 does not rercer them, in and O3 of

trz-selves,...unlawful."



"

-4-

1t woele 7002, the;>thet the amended version of section 605, even when
rezd in light of the broad holding in Butenko, would prohibit the sort of
gctivity which took place under SHAMROCK. By nSA's own account, it ubed
infgrmaticn gleened from the SHAMROCK "take"--friw the early 1960's until
1973--for law enforcement and internal security ;urposes, and not seclely
for foreign intelligence purposes.78 Virtually a1l overseas cables of
A-ericans were read during this period, not simply those which had obvious
foreign intelligence va1ue.79 Two of the telegraph companies, for their
gart, turned over everything to NSA, making no eifort to select messages
whichcculd rezsonably ;e expected to contain infcrmation of foreign
intelligence value.80 Thus, even under the Butenko standard, it is apparent
“that section 605 would have still presented a serious legal difficulty to

SHEMROCK, had the program continued to operate as it had until 1973,
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CURRENT NSA OPERATIONS
~

1~ :
' NSA has never fully explained to the public how it operates, and,.given-the

pasure of i-« vork, rerbape it cappot do so. Enough nis appeated on ile public

record, howzver, and been conveyed to this Committee, 0 indicate what its functions

are znd how it carries them out. Such disclosures hzie also indicated the potential
" .

whichy 34 prssesses to violate the privacy of indivicuals on an immense scale.

The following discussion focusses upon several such zpparent problem areas.

The 'Vacuun Cleaner” Method

T;\'SA's work necessarily brings it in possessicn of the private commnications
of Arericans. This is so because in order forf:?\‘SA to monitor international lines
of counicztions for foreign intelligence:;‘."SA pust intercept all communications
transnitted over such links. Former NSA Director Lew .-\llen; Jr., ckp]ained the

L
problem which this presents to, NSA to the Church Cormittee:
.

"11]t necessarily occurs that scme circuits which zre known
o carry foreign communications necessary for fcreign intelli-
genca will also carry personal communicaticns between U.S. citizens,
one of wrom is at a foreign location. The intercepticn of com-
~unicatiens, however it may occur, is conducied in such a manner .
as tc ~inirize the unwanted messages. Nevert-eless, many unwanted
cor—onicztions are potentially avai.able for selection. Subsequent
srocessing, sorting and selecting for analysis, is conducted in
accordance with strict procedures to insure irmediate and, vhere
cossible, autematic rejection of inappropriate messages. The
analysis and reporting is accomplished only for those messages
which pmeet specified conditions and requirements for foreign
intelligence.'}/

Canerzl Allsn's statement, apparently made tc assure the Church Cormittee and

or viclatien of personal privacy which

rn

the fublic, indicates the encrmous potential
Q-a @ :
NSA possesses.\/ G
. . “ 3 . . - -
Firs:, it suggests thatyNSA 1s able to monitor virtually every international
‘edcor—unicaticn entering or leaving the United States. At present, some 24 million
telegrams and 50 nillion telex (teletype) messages enier, leave, and transit the

. 2 . . P 3
Untield Suatas zmua’.ly,:/ and most of these are sent or received by private citizens. 3/

Wl Genpeter ats Hovtminieds add billous oF werds anke vambos tlechronisally beriny aud [tavioy fiy cmdry wah yaar-
“i1licns of adgitional messages are transmitted over leased lmes,AM Jnternational

teiephone calls are eacsidecad-oé vet another potential source of intelligence,
R LA e i1V oocp fomnah ] it il e RGeS,

Secc-dly, it is apparent from General Allen's statement that NSA, in the
Course of its inteliigence-gathering, obtains access o virtually all types of

$nfe—:eie-. “St's “ear™ is attuned not simply 1o ~scsages with political and



silitery significance, izt to messages concerned nith fin:.mcial and economic

<orairs, agricultuer:] matters, cultural and social affsirs, as well as purely
personal affairs. The information whid':.r‘s'SA makes use of, therefore, is not

iimited by the nature of the information it accuires,

Finally, General Allen's statement describes in general termsr‘NSA’s
¢ipability to select those messages which it deciles meet its foreign intelli-
gence criteria.‘ Elaborating further on this czzebility, Allen noted: "[t]lhe
use of lists of words, including individual nares, 5ubjects; locations, etc.,
has long been one of the methods used to sort ocut information of foreign i;ztelli-

~gence value frcm that which is not of inferest."i/,\ Presumably, therefore, NSA's
sslection process might be applied to sort out the cormunications of a particular
govermment, a particular company, or a particular individual. NSA could presiunably
select a message going to or from such target or one which simply mentioned it.
NSA could also presumably select communications zbout a particular 'subject, such
2s plutonimm or oil. , . ‘

In shzrt, NSA pessesses arn extraordinary czopebility to intercept and make

intelligidle electronic signals which carry com-unications. No other agency of the

- - : 8Y4.A/
feleral joverm-:=nt undertakes such activity on such an immense scale.

-

zrgeting for "Foreign Intelligence' Requirements

General Allen's statement to the Church Cormittee alluded to the fact that

NSA selects ressages on the basis of "foreign intelligence™ requirements supplied

. : . : s : b} PP 2
=y its censwmzrs in the U.S. intelligence con::;r.z:}'.—/ What may constitute 'foreign
intelligence", however, is far from clear. As the Church Comunittee points out:

"'Foreign intelligence' is an ambiguous term. Its meaning
changes, depending upon the prevailing needs and views of
polici—axers, and the current world sitvetien. The internal
pelitics of a nation can also play a role in setting require-
ments for foreign intelligence; the domestic econcmic situation,
an uzzc-ing pelitical campaign, and internzl unrest can all

affect the kind of foreign intelligence thzt a political leader
desires. Thus, the definition constantly exrands and contracts

e

1 - .

to satisfy thg changing needs of American policymakers for
o : ‘

Indeed, NSA's monitoring the international cermumications of U.S. citizens
imyolved in zntiwar activities in the late 1960s wes considered to have been part

X g7/ .
¢f the agency’'s “foreign intelligence’ mission.= NSA claims that 1t no longer

) . - .. .
s U.S. citizens by name for any purpose,g/ but it concedes that this limitation

~
]
-1
4,31
1]
[

- 3 - Q - .
15 a ratter of self-restraint, rather than one cf 12v%or practxcahty.%_g/
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ipart frcm even this sort of blatantly inproper intrusion, however, it
is -~ot difficult to sce how a broad range of activity carried cut with foreign
enzities by Arerican citizens, especially activities of an eccnomic and financial® . --
netore, could o of Uforeign iatelligonce” interest, ond, thus, bo "iair gamev
A
TEREI
It ray te of "foreign intelligence” interest, for cxample, to know what is
being said bet.zen U.S. banks and their large Middle Eastern depositors, whose
: - >4
aczicns could have a substantial inpact on the U.S. economy.” It may be of
"foreign intelligence” interest to know the details of oil transactions between
U.S. irporters and their foreign suppliers, of cormodities sales with fofe.ign
gcvsmments, of negotiations regarding the purchase of eguipment or services from
American concerns, of the location and quantity of various raw materials, or the
location of influential U.S. businessmen traveling in foreign countries, or of
what is being said zbout or to members or employees of the U.S. government. q_o_-__/
Thus, while an American citizen or company might not be targeted by name,
by wvirtue of> his international activities, his ccmmunications might be selected
b)‘ti':'.l on the tasis of its "foreign intelligence' criteria. :‘r'\'S.-\ has not denied
the: it, in fact, "selects” U.S. messages of this nzture; and, indeed, seve;al

uncorroborated reports have reached this Committee indicating that such monitoring

is rresently underway.™="

‘ST =

In zddizicn te its foreign intelligence mission, NSA is charged with the

. H-
—rsvzczion and szzurity of U.S. govermment cormunicetions .q_z_/ NSA carries out

this function primarily by developing codes and encryption devices to ensure that
gozrmrental com—anicatiens cannot be read by foreign intelligence-gathering agencies.
Recently, hcw.ever, press reports have stated that(:.:\'SA has carried out its
ccr—micaticns security function by monitoring purely domestic corrrunications
li—ie to deter—ime what information, if any, is being gleaned frem Anerican com-
caree 33/

=.~i:zticns by Soviet intercepts within the United States.2~

. . X . q4

i NSA has not publicly denied these reports, nor has it sought to explain t_hem.g-—/

Wrezr ashed abcut such reperts, the current NSA Director, Vice Admiral Bobby R. Imnan,
tw .

orly repeated,l.3i's clalm that "no U.S. citizen is now tsrgeted by the NGA in the

Uri:ed States =or abroad".ﬁ—é/ As heretcfore noted, ncwever, the fact that NSA does

- -ns co-eunjeatiens of U.S. citizens o carry cut its work. If
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KSA representatives have repeatedly given the Comnittee informsl oral
assurances that internal NSA directives exist to prevent the misuse of inter-
cepted telecoxmunications that are not "foreign-intelligence” related. m&q
Gen. Allen hsnéllg'elcilayred: "he executive directives applying to these efforts
state: (a) The purpose of the signals intelligence activities of the Kational
Security Agency is to obtain foreign intelligence from foreign commmications
or foreign electronic signals. (b) Foreign communications exclude communications
betveen or among citizens or entities.” 9_1‘A/

Unfortunately, these statesents shed little light on what the NSA actually
does with cozzunications of American citizens which it might acquire. FXE2EHX

Py any related internsl NSA guidelines, no matter how tightly drawn they

-

ray be to prevent potential sbuses, are so closely held that any violations

wvill likely be ChSbwbml undetected by Congress or any other authority outside

the KSA, since the only persons having access to these guidelines cutside ilhe

NSA are a selected group within the Executive Branch and a handful of "peed-

to~-imow"” Mexzbers and staff wvithin the Congress, all of whose access to inforzation

Furthermore,

is based on the condition they will not disclose it. KEEESESEY briefings on

tizh-triority or potentially emtarrassing intelligence matters by federal

inteliigence matters given to these "need-to-know” individuals in Congress, are
1w Moreaver

oftez vague and 1ncemplete.u/ KRFERABEERY 1t 1s virtually impossitle for
selected members of the

any person c¢r Ageacy outside/intelldgence community to ascertain if the guide-

lines are, iz practice, actually folloved. The guidelines, therefore, being

zept very secret, offer little assurance tothe Americin people. Not only are

they unkmown, but no public evalustion of their effectiveness is presently

perz=itted. In practice, the “system" is ultimately based on the rule of very

few zen and not on the rule of law.




domestic comrunications are being perused by NSA with the idea of discovering
what the Soviets are able to obtain from U.S. communications, NSA's communications
grogret could cenczivably be of momnoth proportions.

p -

Haty A"
— Uuclimon Secrecy

r' .
To mderstandw\‘s.-\'s reluctance to provide greater public explanation of

the senner in which it intercepts and handles U.S. commmications, one must
wilerstand the unccmmon secrecy which has traditicnally enshrouded its existence
and functions. The Agency was created by classified Executive order in 1952, and
its functicns were assigned by classified Executive directives thereafter. Prior
to 1962, its existence was not acknowledged in the U.S. Government Manual. It
was rot until 1975, twenty-three years aiter its creation, that any Director
of the agency ever zppeared before a congressional cormmittee in public session.
v NSA has furthermore refused to provide evidence in judicial proceedings
on the grounds that such public disclosures could lead to a compromise of its
"sources and methods". .The Church Committee reported that at least one criminal
"
precsecution was drepped by the Justice Department beczuse of NSA's refusal to
discuss such intercepts in a public forum...‘_?./ Attorney General Levi admitted
to the Church Cermittee that even he was not'privileged to‘.\'SA's secrets:
“"Attorney General Levi: ... [A]t this time I would have to
say that I do not know what [NSA's] procedures are. I do not
knew what the pessibilities are. I do not know enough about
the minimization procedures [for the interception and use of
U.S. comunications) ...
"*Senater Church: Untpl you have that information, you really
do not have the foggiest idea of whether what they [NSA] are doing

is legal or illegal, constitutional or unconstituticnal?

"attorney General Levi: I would be glad to accept the pro-

tective shape of that proposed answer. 7T suppose 1 have a foggy

icea."17

It has femeris been this Conmittee's experience during its independent
Investigation of the SHIROCK program, that even after the Church Committee
had released its public report exposing in great detail the nature of the program, $
NSA sieadfzstly refused io declassify any of the documents regarding the program
for requested purposes of this Committee's work.

(L andid .
- RESTRICTIONS UPON,NSA'S CURRENT OPERATIONS

/;L NSA contends that, since it is concerned solely with gathering “foreign
intelligence”, neither the restrictions contained in the wiretap statute (18 U.S.C.

2510, et se3.) or in section 605 of the Corunications Act of 1834 affect its
A3/
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COMSEC is also irvolved in another area of vritten telecoazuzications of
'.8. :iiizens that sre not qational security related, through the rezently
2907424 Data Sneryption Standari. Data teiecommnications, ilke televaone
22zzunicatiozs, z2an be i\naercepted and read. To protect the integrity of
these communications, the Secretary of Commerce, on November 23, 1976,
epproved SwiEETEINGTEaSpRays the Data Eccryption Standard established
by the National Eurean of Standards, which had been largely developed through
Shp vith the assistance of the Mk NSA. In this standard, messages to be
transmitted can be encrypted into 56 binary digits ("bits"), and decrypted
by the recipient. BHovever, many critics of this standard maititain that the
56 vit level allows the NSA to penetrate it, and circumstantial evidence

developed

suggests that prior to the NSA's involvement, the standard being wshaesm by

IBM vas set at a much higher level.97"A

G5-A. See, for example, a November 18, 1976 Bell labvoratories memorandum
(copy in subcommittee files), vhich characterizes the Data Encryption
Standard as baving "little safety margin" and urges that 1t be
strengthened to 6k or 128 bits. This memorandum also notes that a
1971 IEM publication describes the Data Encryption Standard's planned,
but never implemented, predecessar as utilizing 128 bits.

The senior official of a giant U.S. rultinational finenciel institution,
citeld in Zootarte GD-A, oxizna2d ila: Uiz coumpany 1s only concerned with
interception by private entities, and it protects itsel® from tais
threat by encrypting its telecamrmunications at a level wvhick makes it
insccessille to mon-govermmental third pqrties, but not inaccessible

3 well 2s TOse
‘~zarable
:siznesses,

Sorvoration

to the NSA, VOMNMSwaNTEWEStH, be added, hws'not made a higher epcryption

operational techuse g would "rua into a political morass with the

Office of Munitions Control” in Washingtors Seeteespentiesesetusmmnam
e

An official of the State Derartment's Office of Munitions Contirol -
vhich works in tandem with the Department of Defense - has advised the
subcomnittee that for expor:t use, "anything above 56 bits you have to
come to us,” adding that one large U.S. corporation wants to use more
bits in several overseas situations and in some cases we are going to
grant per=ission.” (Telephone izterviev vaSSESNEEEEN ith Mr.
Clyde ‘Brant, Jamuary 5, 1977).
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The }SA has maintained this position, notwithstanding its Operation
SHAMROCK represented an invasion of privacy of American citizens vastly greater
than any known FBI or CIA mail intercept prograz, and its watch list activities
visea-vis American citizens vere deemed by former Attorney General Elliot
Richardsoo to raise "a numt?er of seriocus legzl questions vhich have yet to be
resolved.9T=A (Vas Fink PN 85_')"’ Tee NSA continues to function under a mantle
of secrecy. It has not explained, and presumably does not intend to explain,

+self to the American people. It simply asks the public and the Congress
to "trust us.”

The Cozmittee does not believe that such trust is Justiried', and finds
1t regrstuable that a shroud of secrecy, as tightly drawn as ever, continues
to envelcy all the activities of the HSA. The Cocmittee further believes
that even if the NSA 21id pot pose & significant threat to the privacy of
American citizens, and if it had not abused its powers in this regard, that
cuch of the secrecy surrounding its operetions is obsessive and unfounded.

The fact that it does pose a significant threat to the privacy of American
citizens, and has a record of violating it for more than thirty years,
strecgihens the Comxittee's belief that the NSA should explain to the putlie
what it does with its intercepted telecamrunications, and should beccme publiely
accountable for its activities that effect Americans.

The Comitt;e finds that much of the basis for this secrecy is historieal
habit, in which inteiiigence agencies traditionally attempt to keep everything

- even, when possible, their very exstence - hidden. AR .

The NSA has vigoroudly fought disclosures vhich, in the Committee’s view,
vill not endanger the nationel security. Thought the NSA acknowvledges that it
monitors telscommunications of “foreign intelligence interest,” and it is

generally acscepted in diplomatic and inteiligence circles that the Agency monitor:
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the teliecomunications of most foreign governments, the NSA, strongly
reinforced by the White House and the Defense and Justice Departments,
considers 1t unthinkable, for example, to identify even by categroies,
countries in which 1t has an intelligence 1nterest?“ This attitude

is maintained even though Herbert Yardley had, in 1531, listed 21 countries,
including some of our closest allies, whose codes were bresking 50 years ago,
in peace tire. Foreign governments today can hardly believe the NSA is
currently doing any less, in view of the Cold War and the ease with which
zodern technology allows the NSA and counterpart organizations of other

goverczents - to acquire message traffic. 97-3

¢7-B Several knovledgeable sources have advised the Cemmitzes bkt the N34,
wail2 cele to collect virtually 211 telecommunicatios, as a practicael
patter is unable §to read the sensitive traffic of developed nations.
Thais results frox advances in couputer technelogy, which have enabled
the codekakers to outstrip the codetreakers. This position was
rublicly expressed by David KAha, iz the New York Times, W June 22, 1973:
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Irsofsr as the interception and use of the courrunications of U.S. citizens

f"’
-z zincemned ‘QA is restricted only by clac hled gridelines established by the

W

:itcmey General in 1975. These guidelines have never been made public nor

¢ ficially released in sanitized form. VWhile they have been alluded to in varicus
;.:lic ccments of agency officials, s/ and in a report made to this Conmittee
*v the Genzral Accounting Off.\cewo/ these coriments regarding the guidelines have

z:r, zenstal and have not explained how NSA systematically selects and treats the
¢:ronications of U.S. citizens and businesses. “GAO, for example, reported to the

C:Tittee Lhat?.‘:SA "takes great pains to remove the identity of a U.S. person from

foreizn intelligence report', but in the course of sampling such reports,

ey

n.

C:2 auditors found 'three instances in which the mentmn of equipment might identify

-

thzt NSA ZJeletes the names of U.S. citizens from communications which it uses to

2z U.S. manufacturer to a knowledgeable person" i/ GAO suggests, on the one hand,
[}
c:sile its foreign intelligence reports, but that it leaves intact certain infor-

rz=icn fr-m which identification of such citizens could be made.

CONCLUSICNS

At the cutset, this Committee rezlizes that the newly-created intelli-
gsrce cversight committees of the Congress have primary jurisdiction over the foreign
intelligence activities ofrl'\:SA. The Committee is equally aware that it may not
*zve sufficient information in its possession regarding these activities to make
~Zsr=ed judgments regarding the controls that should be placed upon"“l\‘SA Never-
=:zl::g, in the course of this Comittee's investigation of the telegram inter-
cs:::'.:n ‘zregram, in the work of the Church Cermittee, and in what has appeared
elssihere on the public record, it has become apparent that the activities of -
N3i tave had, and probably continue to have, an adverse impact upon the rights
exZ zrivecy of Anerican citizens. This does concern the Committee.

Adthe Jchﬁ.“SA no longer sends its messengers to the offices of international
<:l:irzgh carriers in the early hours of the motning, as it did while SHA*ROCK
erz=icnal, it nevertheless intercepts internaticnal cormunications just as

v and just as indiscriminately. In fact, the international commmications

-szricans are presumably being intercepted today in a significantly greater
P
L-l~a t=zn was ever available under SHYROCK. Ioreover, the ability of NSA to

so7t sush great velumes of material has undoubtedly irproved with advances in
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$r NS4 concedes that it must unavoidably accuire many cormunications of
Af-erican citizens but it will not say what it cdoes with those commnications,

dr 2SA further concedes that some of the communications of American citizens.

.. P-gL L e LTy 2 . - . « < .. -a ames u by
Loy ve o "foreign lateliigence" value but it will not say vhat

.

t does with these

Fv

corr.nicasions.,
{w %A zlso says that it intercepts only cc~munications which have cone foreign'
serrinal, Sut it does not explain or deny press reports that it monitors domestic

jong-diszance calls to determine what the Soviets obtain from U.S. domestic com-

]

vnicaticas. L
W NS4 says that it operates under strict guidelines established by the

cmey Gineral but it refuses to say what those guidelines are and refuses to

~

At
make a public assessment of their effectiveness.
All of this leaves the public to wonder if their communicatizns are being

silently intercepted and used by the government without their knowledge. Apart

Fh

rem @ Simézrental concern for the privacy of cne's communications, these practices

s

i

1]

evcicerly tring other possibilities te mind. Cculd the government be using

infermetizn gleaned from such commmnications to' influence or disrupt international

usirass

o
"n
Pl
4
o

nsactions? Could it providé?&SA or Executive branch employees with
vinsider” information regarding investments or information which might otherwise
give thes a competitive advantage in some eccnomic venture? Could such information
be used to ‘lackmeil"™ or threaten same individual or business? Could this infor-
Tation be turned over to a federal agency, such as the Securities and Exchange
Cz—issizn or Comrerce Department, in pursuit of its administrative responsibilities?
Wsuid information which suggested that a crime had taken place or was about to take
place be turned over to a law enforcement agency? Would information relating to a
coteatial civil disturbance or ferthceming political rally be turned over? Would
infcrmatizn regarding the future of certain legisiation be passed on to the ap-
rcrriate federal agency? Would information which suggested some person may be a
security risk be turnéd over to the appropriaie federal agency? Could infor-
-zticn wnier any circumstances be turned over te z private employer? Could such
inferratiza ever be used to desny a federal bensfit?

Iz is the opinion of the Committee that, notwithstanding the important and

A
seniitive work undertaken by‘NSA, democratic gcvernment demands greater public
. . ”' 3
=1iity for an agency with the potential which NSA has to violate the
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A
rizhes ¢f frerican citizens. At the very ]east,A.‘.‘SA shculd make public the

Leeo—uy General's guidelines which govern its acguisiticn and handling of the
cormunications of U.S. citizens, and should opan such restrictions to the
invigorating effects of public debate. If the guidzlines as they are now
writien carmot te disclosed because of the intelligence methods which they
;ight rovezl, the Committee encourages that they te relcased in a form which
does nict ccopremise such techniques.

Cver the long term, the Committee concludes that Congress should adopt
statutory ccntrols to govern the activities of:."cs.k, at least insofar as they
impact upor: the communications of American citizens. At present, NSA contends

&ws g:overning wiretapping and rzdio intercepticns are not applicable to

S

that

[

its operations. It has no statutory charter, nor is its director even subject

to cenfirmztion by the Senate.. To this point at least, even the recently-created

congressionzl oversight committees have provided the public with no greater insight.
In view of the Agency's, consicerable potential for violations of the

orivacy of ‘zericans, however, and the doudts already cast upon the legitimacy

of its currznt tractices, the Committee con.cludes t.hatﬁbis-\'s limited accountability

does r.ot serve the public's interest. Neither the Cengress nor the public can carry.

ocut their ccnstitutional responsibilities in a vacuum. Both need information.

When the ac:iivities of an Executive agency come into zpparent conflict with the

rights and privacy of the individual, it is essential to good government that the

public be informed of the nature and extent of that conflict. We should not be left

aL

to w¢rdsr whziter we are abiding the activities of 1ZA at the expense of the

Comstitution.
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FOOTNOTES
=1~

i/ The House Select Committee on Intelligence (hereafter cited as Pihé Com-
Tittee) noted that the total annual intelligence commmity budget was ‘more
$10 billion;" that the NSA "has one of the largast budgers in the intelligence
covmmity;" that "roughly 20 percent of the National Security Agency's budget
is not added into the intelligence budget;" that "the costs given Congress

for military intelligence {much of which would be applicable to NSA's functions)
do not include expenditures for tactical military intelligence, which would
approxumately double intelligence budgets for the three military services."
(Pike Committee Report, Village Voice, February 16, 1976, p. 72.)

This appears to conflict with a CIA briefing given to President-elect Jimmy Carter, '
that "the military branches of the intelligence commmity receive more
80 percent of the roughly $4 billion budgeted annually for all United States
intelligence efforts, principally for the photo reconnaissance and radio signals
interception technology used to monitor potential adversaries.” (David Binder,
*U.S. Intelligence Officials Apprehensive of New Shake-Ups Under Carter," New
York Times, December 13, 1976, p. 43. Emphasis added.) -

2/ David Kahn, author of The Codebreakers, ‘a . definitive work on cryptology,
describes the NSA as "the largest and most secretive of all American intelli- .
gence organs,” and estimates that on its own it "spends about $1 billion a year.”
But, he adds, "the agency also disposes of about 80,000 servicemen and civilians
around the world, who serve in the cryptologic agencies of the Army, Navy, and -
Air Force [that] stand under NSA control, and if these agencies and other col-
lareral costs are included, the total spent could well amount to $15 billion."
(Source: David Kahn, "Big Ear of Big Brother'", New York Times Magazine, May 16,
1976.)

Tad Szulc describes NSA as "the largest, most important, most expensive,
and secret member of America's 'intelligence commmity,'" which 'costs over
§10 billion a year and employs some 120,003 persons around the world." Ac-
cording to Szule, "a vast array of specialized military agencies such as the
ASA (Army Security Agency), the USAFSS (United States Air Force Security Service),
and the NSG (Naval Security Group) . . . account for the vast majority of the
NSA's military and civilian employees." Approximately 90 percent work abroad.
(Tad Szulc, '"The NSA - America's §10 Billion Frankenstein", Penthouse, November
1975.) - N

3/ 'Meet the Press” iﬁterview, August 17, 197S.

4/ See footnote 2.

5/ For "Cormzmications Intelligence” and "Commmications Intelligence Activities"
official definitions, see p. . .
$-af .

6/ Frank Van Riper, "Find U.S. Agents Spy on Embassies' Cables," New York
Daily News, July 22, 1975, p. 2

1/ Subcommittee Hearings, pp. 2-3.

8/ 1d., p. 62z.

8/ Church Committee Hearings, Vol. 5, pp. 57-60.

10/ Subsequently amended to 15945 (see p. ).

11/ Subcommittee Hearings, p. 56.

12/ 1d., pp. 58-59.

13/ 1d., p. 99.

14/ Id., pp. 125-26.

15/ 1d., p. 240, et seqg.
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16/ Arcy Security Agency, Historical Background of the Signal Security A en. ,
Vol. I1I, p. 74; prepared under the Direction of the Assistant Chief of Sta »
G-2, April 12, 1946.

W I

18/ David Xahn, The Codebreakers (New York, The Macmillan Corpany, 1967), p. 344.

19/ Herbert O, Yardley, The American Black Chacher {Indianapoiis, The Bobbs-
¥2rrill Company, 1931), p. 240.

20/ Arcy Security Agency, op. cit., p. 48: "ln order to conceal the true nature
of its activity, the office was called 'Code Compilation Company', a cover name
for MI-8 but the real name of an incorporated business firm established by Yardley
and Charles J. Mendelsohn, partners in this venture. This firm produced and sold
in fairly large quantity, a code called the Universal Trade Code."

21/ Yerdley, op cit., p. 370.

22/ Quoted in Kahn, op. cit., p. 360n. (In this regard, Secretary Stimson also
made his well-known declaration, "Gentlemen do not read each other's mail.')

23/ Yardley, op. cit., p. 332. (This forty-five year old list is not dis-
similar to one possessed by Western Union Intermational vhich, when subpenaed
by this Committee on February 4, 1976, prompted President Ford to attempt to
extend the so-called "executive privilege' doctrine to a private corporation.
See p. below.) .

24/ Id.

25/ Yardley, op. cit., pp. 240-41. __-‘.A_ e e -
28/ Copy in possession of subcommittee.

27/ Postal Telegraph, the holding company controlling Commercial Cable, merged
with Western Union in 1943, (Of the three U.S. companies now dominating the
international telegraph business in and out of this country -- ITT World Commumni-
cations, RCA Global Commmications, and Western Union International, an independent
spin-ofs of Western Union -- two were only ninimally in the business in the 1920's,
and one did not exist.)

28/ Yardley, op. cit., p. 342. N

28/ Aroy Security Agency, op. cit., pp. 73-74.
306/ This section is largely based on Ammy Security Agency, op. cit., pp. 74-77.

31/ "Ap act to regulate radio commmication,” August 13, 1912, 62nd Cong., 2d
Sess., Ch. 287, Statutes at large, Vol. 37, Part I, p. 307.

L

52/ "An act for the regulation of radio commmication,” February 23, 1927.
&th Cong., 2d Sess., Ch. 189, Statutes at Large, Vol. 44, Part II, Sec. 27,
p. 1172.

33/ Aray Security Agency, op. cit., p. 77.

33/  New York Tipes, June 2, 1931; p. 18.

33/ N~ York Herald Tribune, Jume 9, 1931; p. .

36/ New York Times, June 2, 1931; op cit.

_Sj_/' Yardley described his receiving the award, as follows:

"In awarding you the D.S.M.," the General began again, "‘we
find it difficult to draft a citation that will describe your
distinguished services, and at the same time keep the nature
of your activities secret, for of course all citations are pub-
lished. Have you any suggestions?"

"I naturally have never given the matter any thougnt."

!.
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5-A/ ™dritten," as interpreted in this report, includes cablegrass, radiograms,
telex transmissions, computer transmissions (such as used by banks for
financ:lnl_tnnsferss, facsirile and video transnissions, tslenmetry,
and switch and signsl and other sonm-oral transzissions.

.’.0:-"1/ The Navy aleo had iis own cryr.tologic section. Sec Kahn, op. cit.,
pp. 386-88.
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37/ [footote continued]

*#well, we'll draft something, so that your successes will
not be revealed. The only regret is that the real reason for
confirming the D.S.M. can not be given . . . .”

1 was to appear before Secretary of War Weeks at two P.M.
to receive the D.S.M. On the way to his office I asked General
Heintzelman if Secretary Weeks really knew why 1 was being
" awarded the D.S.M. He assured me that tlié Secretary was one =
of the most ardent supporters of the Black Chamber.

I felt rather silly standing before the Secretary of War,
as he read my citation that seemed to have very little to do
with the breaking of codes of foreign governments, but I was
relieved when he pinned the medal on my lapel, for with a
twinkle in his eye he winked at me. The wink pleased me
immensely. (Yardley, op. cit., pp. 322-23.)

3§ Amy Security Agency, op. cit. p. 177.
3% New York Times, February 21, 1933, p. 3.

o qgg/' Priparily from Army Security Agency, op. cit., pp. 176-80.
b 0.4 -t o e e e . ¢ e e -
41/ ITT Commmications is now ITT World Commmications. RCA Commmications is
now RCA Global Commmications. In 1963, Western Union's international operations + -
were transferred to Western Union International, which was established as an
indepencent company. Between 1971-1974, these three companies carried 94.9
percent of all international telegraph messages in and out of the U.S. (Source:
FCC letter to subcomnittee, January 28, 1976).

42/In March 1976, when representatives of the three major American telegraph
corpanies engaged in international communications testified before the sub-
cormittee, the subcommittee believed that the govermment had not commenced its -
post World War II interception of private messages until 1947. This belief was
tased on a report issued by the Church Committee on November 6, 1975, at which
time Sen. Church stated: AN
At meetings with Secretary of Defense James Forrestal in

1947, representatives of the three companies were assured

that if they cooperated with the Govermment in this program,

they would suffer no criminal liability and no public exposure,

at least as long as the current administration was in office.

They were told that such participation was in the highest

interests of national security.

Shortly after the subcommittee's March 1976 hearings, a subcommittee staff inquiry .
led to records being uncovered in the Archives which indicated that the Army
- Security Agency had, in fact, taken steps to initiate the interception program
2s soon as the war ended. Prior to making these records available to the sub-
comuittee, Archives sought Department of Defense permission; that permission was
refused. The Department of Defense then advised the Church Committee of
the existence of these documents, and allowed a staff member of .
that committee to inspect (but hot copy) them. This transpired just prior to the
issuance, in Msy 1976, of the Church Cormittee staff 3
report on 'National Security Agency Surveillance Affecting Americans,” which
was_amended accordingly.

43/ Letter from Intelligence Officer of Amy Signal Security Agency t-o~ Com-_____
fanding General, August 24, 1945, quoted in Church Committee Final Report, \

Book 111, pp. 767-68. T

.

—

L T — -

4%/  1d., p. 769.
45/ Subcomittee Hearings, p. 212.
40/ Id.



47/ Mr. Sparks, who was the wost forthright of all Lelegigph compa.; witnesses,
testified that within RCA he was the sole authority for ing all messages
available to government agents, and that this arrangement began in 1947. The
Committee has no reason .to doubt the accuracy of Mr. Spark’s testimony inso-

far as he was aware of the facts, The 1947 date, as he recalled it, was pre-
sumably a result of that being the program's generally accepted date of commence-
ment, at the time of his testimony. His belief that he was responsible for

making the arrangements with the government apparently is based on initiatives

made to him by Army Security Agency representatives, subsequent to arrangements
utknown to him being made with his superiors. (See October 9, 1945 letter from

RCA Vice-President W. H. Barsby to Brig. General W. Preston Corderman, in Sub- 1
committee Hearings, p. 208). Mr. Sparks apparently never knew about the 1947 '
meeting with Secretary Forrestal; Spark's superior, Gen. Harry C. Ingles, then
president of RCA Conmmications, represented the company.

The ITT delegation to the 1947 Forrestal meeting was led by ITT Chairman
and President. Sosthenes Behn. Joseph L. Egan, Western Union president, was
invited but did not attend, and his company apparently was not represented.

48/—Army Signal Security Agency -letter,-—Angust-le',- 1945,- op.-cit., p. 772.

49/ For a detailed description of these procedures see Church Committee Final
Keport, Book III, pp. 765-776.

S0/ - I1d., p. 773.
51/ - Subcommittee Hearings, p. 107.

52/ Western Union International's executive Vice-president\ testified he had

the machine removed in 1965. However, the Church Committee reported at Book III,
P. 774: This recollection 'was not borne cut by documents furnished by NSA. The
documents showed that on February 2, 1968, a company vice-president (not the one
referred to above) had discovered the existence of NSA's Recordak (microfilm)

rachine in the Western Union transmission room. The machine was reported to the
company president, who directed his employees to find out to whom the machine be-

_ longed . . . . It is clear that NSA continued to receive duplicates of all messages
to the foreign country referred to above until 1972; when again as a result of
'discovery' by company officials, this procedure was halted . . . . In effect,

. Western Union International's participation in SHAMROCK e\ndegi by 1972."

" On June 7, 1976, Mr. Greenish advised the subcommittee, through counsel {
", . . that the practices discussed by him, copying foreign govermment traffic
on the Recordak, terminated with the removal of the one and only Recordak ~

_ 'about-1965'". (Subcommittee Hearings, p. 111.)

33/ In addition, the Western Union International office in London turned over
commmications entrusted to its care to the government of the United Kingdom.
On March 3, 1976, Executive Vice President Thomas S. Greenish testified that -
his company never made cables available to authorities of any country other
than the United States, but he subsequently told the Subcommittee that he "mis-
understood Ms. Abzug's question," and his attorney requested that his testimony
be changed to show that messages had been turned over to British officials.

(See Subcommittee Hearings, pp. 112-13).

Mr. Greenish's amended testimony is consistent with a February 21, 1967 report

in the London Daily Express, which stated that telegrams sent out of Britain.

were regulariy available to that country's security authorities; the story
noted that international telegrams which passed through foreign companies -

operating in Britain "are collected in vans or cars each morning and taken to

the Post Office security department.” On June 22, 1967, Prime Minister Harold Wilson
told Parliament that the practice had been going on since 1927. On May 12, 1976,

the British Embassy in Washington refused to state whether the practice continues,
formally advising the Subcommittee that "it is not in accordance with HMG's - o
policy to cemment on such matters.'

n March 11, 1976, George Knapp, president of ITT World Commmications, testi-
fied that to his "personal knowledge' his company had never made commmications
available to any foreign government. (See Subcommittee Hearings, p. 306.)
Representatives of RCA Global Commmications were not asked if their company
had ever made commmications available to any foreign government.

A



53/ [footnote continued)

The Coimitiee does not Yncw what uses the British gurerument makes of the
m2ssages made available to it, nor does it know if the messages are dissemi--
nated to any other governments. The British government maintains a liaison .
oifice at NSA headquarters in Ft. Meade, Maryiand, and the NSA maintains a
liaison cffice at the British government's General Commmications Hezdquarters
in Cheltenham, 7S miles northwest of London, NSA personnel are also based at
several cther locations in Great Britain. Undsr the 13947 UK-USA Agreements,
the U.S. and the United Kingdom -- as well as Canada, Australia and New Zealand
== routinely exchange information gleaned from intercepted telecommmications.

54/ Church Comittee Final Report, Book 'III, p. 737.
,‘cs - Ty, A
.» P 739.

56/ 'Establishment of Sensitive SIGINT Operation Project Minaret," dated
July 1, 1969, in Church Committee Hearings, Vol. S, pp. 149-50.

57/ SIGINT recipients include, but are not limited to, the President's Foreign
Intelligence Advisory Board (PFIAB), the Central Intelligence Agency (CIA), the
Federal Bureau of Investigation (FBI); the Defense Intelligence Agency (DIA),

the (Army) Assistant Chief of Staff for Intelligence (ACSI), the Office of Naval
Intelligence (ONI), the Air Force Office of Special Investigations (AFOSI), the
Energy Research and Development Agency (ERDA) and the Department of State's Office
of Current Intelligence.

58/ Church Comeittee Hearings, Vol. 5, p. 150.

58/ For a detailed discussion of NSA watch-list activities, see Church Committee
Kearings, Vol. 5, pp. 1-55 and 145-163; also Church Committee Final Report,
Book III, pp. 737-65.

63/ Letter from Comptroller General of the United States Elmer G. Staats to
Chairwoman Bella S. Abzug, November 12, 1976, p. 2.

61/ Subcommittee staff. telephone interview with Col. Stephen A. Harrick, Office
of Assistant Secretary of Defense for Legislative Affairs, March 1, 1977. (The
civil litigation is Halkin v. Helms, 75-1773, U.S. District Court, District of
Colwzbia Circuit).

62/ For a detailed discussion of NSA Office of Security files on American citizens,
see Church Committee Final Report, Book III, pp. 777-78.

65/ Church Committee Final Report, Book III, p. 778.

62/ This is not to argue for the continuation of SHAMROCK, or any SHAMROCK surrogats.

J 65/ Not even a single blanket 'vacwum cleaner approacn satisfied the appetite
of government monitors, for FBI and NSA "cable Arop" operations in Washington
partially duplicated and triplica‘t.qg the New York SHAMROCK coverage. In these
operations, the FBI physically $icessed the Washington offices 0of RCA Global
Coetsamications and ITT World Commmications during daylight hours, to examine
cable messages, and NSA repeated the operation between 3 and 5 a.m. (See Sub-
committee Hearings, p. 241; the Committee has also been informally informed that
the same persons who made nocturnal visits to RCA similarly visited the Washington

oifices of ITT).

For sorting messages, the FBI paid RCA employees from 1960 to 1973; starting
in 1966 the FBI began withholding 20 percent of these payments for income tax °
purpeses. (Ibid, pp. 242-43; the Committee does not know if ITT emplcyees
received comparable message-sorting compensation from the FBI).

L 66/ Pike Committee Hearings, p. 241. L e

67/ Mr. Colby's semantic qualifier, "on some occasions,” ls'not unlike his
" testimony before the subcommittee and others, thst the CIA's Znnyear ma;1'1
intercept program {(which opened cver 190,000 letters), was among the few
individual instances of the Agency's domestic illegalities. Cf.,"for examle,
"Central Intelligence Agency Exemption in the Privacy Act of 1974" hearings,
Pouse Subcormittee on Govermment Information and Individual Rights, March 5,
1975 (p. §) and June 25, 1975 (pp. 135-40).

!
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. b8/ The legal conflict between this éeneral search procedure and the fourth
amendment is discussed on p. . :

69/ Lletter from R. Michael Senkowski, Legal Assistant to the Chairman,

2-Tederal Commmications Commission, to Robert Fink, Professional Staff Member,
Subcommittee on Government Information and Individual Rights, January 28,
1976.

70/ U.S. persons are U.S. citizens, resident aliens in the U;S., and corporations
v~ with their principal place of business in the U.S.

71/ These are headquarters procedures. Apparently, at overseas bases, many messages
are also intercepted by human analysts prior to trigger word screening. Chet
Flippo, an associate editor of Rolling Stone, repcrted that he was, in 1967, in the
Naval Security Group (the NSA's naval wing), assigned to intercept telecommumnica-
tions from a desert base in Sidi Yahia, Morocco. In addition to intercepting
diplomatic cables, military messages, telegrams, transcripts of transatlantic
phone calls, Flippo wrote, "I alsc screened reams and reams of transatlantic cables
to and from the U.S., regardless of whether they contained any key words or names.
Telegrams or phone calls involving American congressmen and journalists, 'dissidents,’
suitinational corporations -- were all targets.” (Chet Flippo, 'Ean the QIA mr_t_\
§£geats Into Sgies‘.’“_, Rolling Stone, March 11, 1976). AR g

/Z}_/ Church Committee Hearings, Vol. 5, p. 60.

4/ 13/ See p. , for a partial list of SIGINT recipients.

4/ Lletter from Lt. Gen. Lew Allen, Jr. to Chairman Otis Pike, House Select
Committee on Intelligence, August 25, 1975; quoted in Committee's final report
as published in Village Voice, February 16, 1976, p. 90. '

‘W MY-A

¢~75/ Ibid, p. 88 [emphasis added].

76/- Attach-:nt to letter from Federal Reserve Chairman Arthur F. Bums to
%en. Frank Church, Chairman of the Subcommittee on Multinational Corporations
of the Committee on Foreign Relations, March 9, 1976. (Copy in subcommittee
v files). The Federal Reserve refused to supply the multinational subcommittee
with deposit totals of individual Middle East eil-producing nations, but the
Washington Post noted that, in 1975, the government of Kuwait had $1.7 billion
on deposit with the Citibank of New York, and in the same year foreign deposits
accounted for nearly two-thirds of all monies deposited in both the Citibank and -
Chase Manhattan Bank, the nation's second and third largest banks. (Ronald
Kessler, "Banks Hold Huge Foreign Deposits: U.S. Examiners Worried About
Pressure From Governments,' Washingtén Post, January 14, 1976, p. A-1). By
June 30, 1976, the deposits of the Middie East oil-exporting countries in U.S.
banks reportedly totaled around $19 billion. (Dan Morgan, "Senators, Banks
Block Probe of Arab Deposits,” Washington Post, October 10, 1976, p. A-l.

‘/_ﬁ Telephone interview, Decamber 14, 1976.

78/The Mutual Security Act of 1054, as amended, establishes controls on ''the expoit™

~and import of arms, ammmition, and implements of war, including technical data
relating thereto, other than by a United States government agency." Category X111,
“Aixiliary-Military Equipment;” subsection (b) includes:

e Speech scramblers, privacy devices, cryptographic devices
(encoding and decoding), and specifically designed components
therefor, ancillary equipment, and especially devised pro-
tective apparatus for such devices, components and equipment.
(Source: International Traffic in Ams Regulations, Depart-
ment of State; February 1976, p. 5).
The Act is administered by the State Department's Office of Mmitions Control,

- assisted by the Department of Defense, which grants (and withholds) export licenses.
On November 23, 1976, the Secretary of Commerce signed a Data Encryption Stam_iard
developed by the National Bureau of Standards, assisted by the National Security
Agency. Many critics of this standard maintain it is set at a level (56 binary
digits, or 'bits”) which allows the NSA and, in time, very large corporations, to
penetrate it. A November 18, 1976 Bell Laboratories memorandum (copy in Subcom-
mittee files) characterizes the standard as having "little safety margin," and
urges that it be strengthened to 64 or 128 bits. An official of the Office of
Mmitions Control has advised the subcommittee that for export use, "anything
above 56 bits vou have to come to us,' adding that one large U.5. corporation

—73nts To use ¥agh=r bits in several overseas situations and in some cases we
are going to grant permission." (Telegtone interview with Mr. Clyde Bryant,
Januzry 5, 1977). .
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74/ Until the formation of the Church

———

linited to selected staff members of the

D

Committee, these individuals were
Amed Services committees in the

Senate and the House, and the Defense subcommittees of the Appropriatiu.s

comittees in the Senate and the House.

This Committee has asked several

of these staff members if, in the course of exercising their Cormittee's over-

ight functions, the NSA had ever bricfe

d then on Operztion SHAMROCK. Some

of these individuals replied they were generally aware that the Agency from
time to time inadvertently intercepted private sector commmications; others
said the first they knew of suth activity was when they read it in the news-

paper. This Committee has received no i

ndication that any of these individuals

had a detailed knowledge of Operation SHAMROCK.
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79/ Letter from Comptroller General of the United States Elmer G. Staats to
alrwoman Bella S. Abzug, Noverber 12, 1976, p. 5. -
80/ 1Ibid, p. S.
81/ Seep. .

s . ) 82/ Bob Woodward, "CIA Bugging Micronesian Negotiations,” Washington Post,
Décerber 12, 1976, p. A-1.

83/ 1In 1970, when P-esident Nixon endorsed the so-called Huston Plan, under .
which the NSA would intercept the private commmications of American citizens,
he was unaware that the NSA had for years been conducting a watch-1list program
similar to what he was proposing; there is no indication the NSA ever informed
him of its watch-list activity. ‘ :
o ee, for example, letter from Lt. Gen. Lew Allen, Jr., to Attorney
General Elliot Richardson, Octcber 4, 1973, in Church Committee Hearings,
Vol. 5, pp. 162-63. . .

v é/ Letter from Attorney General Elljot Richardsem to Lt. Gen. Lew Allen, Jr.,
Q1% October. 1, 1973, in Curch Committee Hearings, Vol..5, pp.. 160-61. -

58'9/ The Washington Post has described the NRO as spending "an estimated $1.5
illion a'year acquiring and managing the most sophisticated, elusive and expensive
force of spies that has ever been recruited into the government's service."
(Laurence Stern, "1.5 Billion Secret in Sky: U.S. Spy Unit Surfaces by Accident,"
Washington Post, December 9, 1973, p. A-1). Two years later, the New York Times
described the NRC as a semi-autonomous unit "under the Air Force that tuns the
satellite photography program, set to spend under $2 billion."” (Leslie Gelb,

"U.S. Intelligence Cost is Put at $4 Billion,'" The New York Times, November 19,
1975, p. 40). ‘

87/ So unthinkable is such disclosure that President Ford invoked “executive
Privilege” to apply to a private corporation, in an atterpt to prevent the turn-
over of an old NSA list of countries whose telecommmications the Agency had
expressed an interest in intercepting (see p. ). The contents of this list -
had long been known to both the company's outside counsel and selected company
employees. On October 22, 1975, NSA Director Allen was informally asked by a
subconmittee staff member, "What security clearance does a private attorney for
a telegraph company have?" ‘'What security clearance does a company employee '
who transmits messages have?' Gen. Allen replied, 'None." Apparently, in the
view of the NSA, these individuals are entitled to information that the Congress
is not.

88/ Winslow Peck, '"U.S. Electronic Espionage: A Memoir," Ramparts, August 1972.
(Reporting on Peck's allegations, the New York Times stated: "Extensive independent
checking in Washington with sources in and out of the Government who were familiar
with intelligence matters has resulted in the corroboration of many of his revelations

. But experts strongly deny that the United States has broken the sophisticated codes
of the Soviet Union or other foreign powers." Benjamin Welles, "Ability to Break
Soviet Codes Reported," New York Times, July 16, 1972, p. 1).

8% 5 U.S.C. 552a, effective.September 27, 1975.
SY Federal Register, Vol. 40, No. 168, August 28, 1975, pp. 39777-801.

Y Federal Register, Vol. 40, No. 166, August 26, 1975, pp. 37579-582; Federal

Register, Vol. 40, No. 187, September 25, 1975, pp. 44294-297.
3% Federal Register, Vol. 41, No. 13, January 20, 1976, pp. 3025-033.

9¥ See, for example, House Subcommittee on Government Information and Individual
Rights Hearings, "Central Intelligence Agency Exemption in the Privacy Act_of 1974,
1975, p. 164; also, Church Comnittee Final Report, Book II, p. 101.



FOOTIOTES

S3acams v. williem 407 . S. 143 (1972); ¥r~an v. James 500 U. S. 309 (1971);

Terry v. Cnig 382 U. 5. 1 (1968); Comara v. Municipe) Court 297 U. S. 523 (1967).

661n Lewfield v. Ryan 91 F.2d -700(3rd Cir. 1937), cert. den. 302 U. S. 729 (1937),
tre £Ayrt fR1a Lnal ML SULPURHAS Ly beleut avie Liewsnies n w1 uoute televiams . .
re’'ating tomattiersunder investigation constituted “other lawful authority"

fir rerpcses of section 60S.

67Indeed, in Mardone v. United States 302 U. S. 379 (1937), the Suprene
Ccurt expressly cecided that the second cleuse of svction 605 "comprehends
feleral acants” within its prohibition. 302 U. S. at page 381.

53535 Sen. Zep. No. 781, 73rd Cong., 2d Sess. ) (1934); H. Rep. No. 1850,
75rd Cong., 2d Sess/ 3 (1934).

®95ee iemorandum of Richard W. Cutler, "Fossible Liabilities Arising
frem surrender of RCA-Transmitted Messages to Government Officials”, Novembar 11, 1948,
reprinted in Zbzug Committee Hearings, at p. 255 ff.

70See letter from Thomas K. Latimer, Department of Defense, to Robert
Fink, Staff Member of the House Government Operations Committee, May 10, 1975,
reprinted in fbzug Committee Hearings, at p. 324

7lsee Church Committee Final Report, Vol. III, p. 769.-

’2ynited States v. United States District Court for the Eastern District
of Michigan, €07 U. S. 297 (1972].

g u. 5. ¢. 2511(3).

‘United Stetes v. Bulenko 494 F.2d 593 (ird Cir. 1974), cert den. sub nom
United Stzies v. Ivanov 419 U. S. 881 (1974).
7S1pid

75Pre5uma:1y, this would apply to purely domestic intercepts as well as
international intercepts.

77The 3u*enko court also suggest that Fourth Awmendment issves, as identified
by the Supreme Court in Keith, supra, footnote 72, would be raised by
surveillance conducted for other than foreign intelligence purposes. 494
F.2d at pace €23.
. 78see Crycch Cormmitiee Hearings, pp. 20-23.
7%See Church Committee Final Report, Vol. I1I., pp. 770-776.

801pid.
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Cherel CC"A-'HN."‘N’H\-n‘, A
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Resrs 7 pd-te s T T I T SCCOTTIY S rth
A St S ot et AT s tSessden, Vol. S, p. 19. ——
'y e rercirCUmTITToT eSS . ) o e
€2/ i rinn fiitnsts €5

%3/ Sce Fink footnote 70

! 4/ ,Church Cormittee Hcarings‘?’bg 20.
%1:.‘/ : A
5/

See Fink footnote 73
Churole C-p"*ft Fll-h-l, &QF"'
H A1 - .. 4 h | -

Eﬁ/ LRI, oIy ST T rent~Grerations-with
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ST R1gnls o> “ARTITIS U ST Senate;—S4th—Cong.
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#¢—Svese, Book III, pp. 736-37. {ezeinafrer cited aemGorch—CommiTrEE-REpOTE. )

%Z/ General Allen stated that when the watch-list activity began, it was viewed
as "an appropriate part of the foreign intelligence rission". See Church Committee
Bearings, Vol. S, p. 23. - .

38/ Testirony of General Lew Allen, Jr., Church Ccrmittee Hearings, Vol. S, 'p. 16.

See also the statement of NSA Director Bobby R. Inmzn before the Senate Subcom-

mittee on Intelligence and Human Rights, as rerorted in the Washington Post,

July 22, 1977. Inman et Ty stated: "Let there te no doubt, no U.S. citizen

is now targeted by the NSA in the United States or zbroad.” Ffer fessurs wiseshed ~pt> abuer,
w01 thbiaed 4 -.‘lln.l.-’- )
$9/ Senater Schineiker, at the.Church Comrittee 3z 2sked former NSA Director

Tew Allen, Jr.: "Is thére any law that you feel : its ycu from intercepting

messazes Lztween American citizens if one is at z fereign terminal and the other

is at a dcmestic terminal, or do you feel there is no law that covers this situation?

ari

oS

“General Allen: No, I do not believe there is a lzw that specifically does
that.” (Church Committee Hearings, Vol. 5, p. 31.) See also discussion between
Senztor “:nlale and NSA General Counsel Roy Eezrner =zt pp. 45-46.

s, asked Femmer NSA Director
is not your policy, and you
e to use this ... apparatus
in the United States if some

30/ Senator Schweiker at the Church Committee Learing
Lew Allen, Jr.: 'Would it be pos:ible--granted this
state that you have not done so--would it be pessib
that you have to monitor domestic conversations wit
person with mal-intent desired to do it?...

1
Q)

“Ceneral Allen: I don’'t think I really know 1w te ziswer the question. I
SL7pose that such a thing is technically feasitle." (Church Committee hearings,-
Voll §, p. 31.) :
0.‘(.
1/ Frse—eensacas haue hoon racertedetsch Spissmmitdemrs In the—firse, 3 U.S. .

Businessman engaged in selling commercial building preducts to a Middle East oil
sheikdem, reported that soon after his first internz:ional communication regarding
such sele, he and his wife were visited by federal inislligence agents who were
Knewledgeztle zbout the proposed sale. He further suspected that he was kept under
surveillanze thereafter until the sale was cerpletzd. Heﬂ;;port?d that every aspect
of the transaction had been conducted using intemationalﬂcomnmxcatmns.

[ I IS A . i . .

In e—se—==d case, 2 s=sbesafis Washington lzw firm, vhich represented a
cliznt invoived in international trade, reported thzt in litigation with the Justice
crarTient, the government presented evidence which c-uld only have been obtained
threugh the interception of its clients internzticnalifertunications. The law fim
did not feel it was in their client's best interest 0 rursue the matter, hewsver.

In the th/i:éfése, a senior official of a large rultinast6nbl U.S. corpor-
aticn told the-committee that he & e“/uthat ySA was ntercepfing iLs internatigaal™
corm.inications. He dtated thakth% company’ encr:pied such cormm icatlons,bu‘t
goverrrent regulations prevented the level; of encTyziien from b'émg so_sophisticated

T NSA nould be prévented from reading 1t. k= r stated,_hoeVer, that the
corpany felt such momizring by the govermkesf to se legitinate™.
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42/ Gurch Comiitree Hearings, Vol. 5, pp. 16-17.

c:_iy’ See Mo Yorw Tines, “Adaninistration Maps Secret Plan to Fight Telephone
Intrusica™, July 10, 1977, p. 1; Washington Fest, ''Carter Seeking Ways to Block

In?errt‘:\?’mn nf Maccifind C:‘l'le"' 1.:]:- ;‘l, TRTT -

e

w
G4/ Treoretically,stSA could determine what the Soviets were cbtaining from U.S.
corastic coT.nications by monitoring Soviet trausmissions leaving this country. =¢ g
Treretredtisa-doubt copressed by some authorities,-«ﬂeiabl-y-gav-id.xah;mher . e vt
of The-Lidelzzzlessshovever,—that,NSA is able to break Soviet coded transmissions.
Se AT T e Serolaries™Okd-Hat, "' ‘“ew_York Times, June 22, 18573,
H—=tis—Is—t=ue, Chent It woulds seem thatiNSA may te Torced to monitor domestic
ccmuniceticns itself, if it hopes to determine w:at the Soviets are gaining from
these intercests. (Sae Sdmatn ﬁ.r!-)

§_§/ See footnote S8.

6/ Church Cormittee Report, Book 1I1, p. 758. Recently, however, the Justice
crarument, for the first time, used evidence in a criminal prosecution specifically
atiributed to NS4 interceptions. See Vashington Fost, "NSA Tapped Six Overseas
Messages by attorney for Sirhan, FBl Reveals' August -3, 1977.

11/ Church Committee Hearings, Vol. §, p. 111.
Cj_g/ Qrch Cemittee Hearings, Vol. S, p. 18.
1_9_/ Ibid., p. 16. Also, see footnote%s.

%_OC‘-/ Letter fTon Comptroller General of the United States, Elmer G. Staats to
Crazir.oman 3ella S, Abzug, November 12, 1976.

101/ Ibid., p. s.
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Ir Kehn's assessment (along with others of a similar natuve inforzally
received)is accurate, and the Committee has little reason to doudbt its
validity, the NSA is largely "out-of-tusizess" vis-a-vis the understanding
of intercepted writben foreign intelligence telecoxrunieations traveling
oo eircuitls most often shared with U.S. citizens, ipto and out of the U.S.
Cz these cirmuiis it appears then, that the comprehensivle COMINT “take"
coasists of: (a) relatively low-level eacr;ypted messages of developed
ccuntries; (b telecos=zunications of Te.atively unsopnisticated couatries;
and (c) plain-text telecommunieatioas.



. ADDERDUN TO FOOTNOTE 30.

;'megnphmmtwneamum-smmwwumn
. than radio (see p, .bm),muma-modmmwm-mm
1o the intarception of radio commmications, Durlulﬂ-S'lomw

Itawhmtdmtmnmmndlthmth

14fstine, legal'restristicns apilicable to the nternepticn and use of -
vire commmications were non-existent, Mﬁewwwm- \

epparently interpreted the statutes spplicsble to radio to also !nelulq\‘ RN
cable (vire) tranamdssions.
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23¢ o3 vo 81. Former CIA Director Willism E. Colby gave sirilar testimony on

xdseing August 6, 1975, stating, "On scme occasions, /the interception

20ta0te): of U.S. citizens'’ telecon:nuniutic:_s] cannot be separated from
the traffic that is belng monitorsd. It is technologically
impossible to separate them.” (Pike Ca=itiee Hearings, p. 241).

In fact, Mr. Colby's use of the expression "on some occasions”

is misleading, inasmch as the NSA constantly faces this problem

in its search of international telecomtunication links entering

and leaving this country. Mr. Coldy's sezantic qualifier, "on

some occasions,” 1s not unlike his testicony before this subcazmittee,
ead others, that the CIA's 20 yea> zail intercept program = vwhich
opeaed over 190,000 letters - vas azoag "the few" individual
instances of the Agency's domestic illegalities. (Cf., for examsle,
"Central Intelligence Agency Exempiior &n the Privmcy Act of 127a"
hearings, House Subcommittee on Government Information and Ind{vidual
Rights, March 5, 1375 (p. 5) and Jure 25, 1975 (pp. 139-40)).

3l-A. Fiak footaote 635.

‘32 on %o 8L83. S e 2 e DR D A 2 » In
ceuing thls procedire, writien messzges of poteatial interest are isolated
wizote}: from the mass of those transcitted by the use of cozputers prograr=ed

to selected "trigger” vwords or syzbols. The CNMBEDEbeases ex:iracted
Yessages are then studted by human anelysts. EESSRGANTTIve
However, at overseas bases, many cessages are spparently intercepted
by huzan analysts prior to trigger vord screecing. Chet Flippo, an __
associate editor of Rolling Stoze, reported that be vas, in 1967, in
the Naval Security Group (the Noa's naval ving), assigned to intercept
telecammunications from a desert base in Sidl Yahia,Morooeo. In

z addition to intercepting diploxatic cables, military messages,
telegrams, trenscripts of transatlantic phone calls, Flippo wvrote,
"I also screened rezms and reams of transatlantic cables to and
fram the U.S., regardless of whether they contained any key vords
or names. Telegrams or phone cells involving American congressman
and Journalists, 'dissidents,’ zultinational corporations -- were
all targets.” (Chet Flippo, "Can the CIA Turn Students Into Spies?”,
Rolling Stone, March 11, 1976).

8lL-A The Church Committee!s report on the SHAMROCK program stated, "Of
21) the messages made available to KSA each year, it is estimated
that NSA in recent years selected about 150,000 messages a month
for NSA enalysts to reviev. Thousands of these messages in cne
form or another were distributed to other agencies in response to
'foreign intelligence requirsments.'" (Church Committee Bearings ,
Vol. 5, p. 60).

90-8 The Pike Comnittee's final report ooted that “"preliminary investigation
reveals at least one nev area of non-political and non-military
ecphasis in international intercept - econeric intelligence. Corouni-
cations interception in this ares has rapidly developed since 1972,
partly in reaction to the Arab oil e=bargo and the failure to obtain
good information on Russian graia production and negotiations for

‘'the purckase with Azerican corporstions.” (Firal Report as published
i3 Village Voice, February 16, 1976, p. 88).



9i-A.

9l-B.

B e

Letter from Lt. Gen. lLew Allen, Jr. to Chairman Otis Pike, House
Select Comaittee on Intelligence, August 25, 1975; GUME op. cit.,

Village Voice, p. 90.

Unti) the formation of the Church Cormittee, these individuals vere
limited to selected staff members of the Armed Services committees in
the Senate and the House, and the Defense subcommittees of the Appro-~
priations committees in the Senate and the House. This Cozmittes has
asked several of these staff members if, in the course of exereising
their Committee's oversight functions, the NSA had ever briefed them
on Operation SAAMAOCK. Some of these individuals replied they vere
generally svare that the Agency froaz. time to time inadvertently
intercepted private sector cormunications; others said the first

they knew of such activity wvas vhen they read it in the newspaper.
This Coemittee has received no indication that any of these individuals
had a detailed lkmovledge of Operatian SHAMROCK.

COMEDEREY An attachrment to a March 9, 1976 letter from Fedtfal
H rve Chairzan Arthur F. Burns to Sen. Frank Church, shairmn of

Jbeor=ittee on Multinational Corporations of the’(:u:zuttee on
'?ore*' ga™gzlations, indicates that Arab oil countrfes had over
$11 billién on deposit with the six largest U/S. banks == plus
additional YNlions in oather U.S. bam;s,/i’s of December 31, 1975.
The Federal Reserve refused to suuply the multinational subcomittee
with deposit totals og 1nd1v1dur.l")‘.idﬂle Eest oil-producing nations,
tut the Washington Posd\uoted,that, in 1975, the government of Kuwait
had $1.7 biilion on depos th the Citibank of New York, and in the
ted for nearly two-thirds of esll
bank and Chase Manhattan Bank, the
ration’s second and third largest Bagks. (Ronald Kesgler, "Banks
Hold Huge Fore Deposits: U.S. ners Worried About Pressure
From Governzefts,” Washington Post, Jamuax 1lb, 1976, p. A-l). By
June 30, 266 the deposits of the Middle Eas™oil-exporting couniries
in U.._.Aa.. zs reportedly totaled around $19 bill?an\ (Len Morges,
.;iegﬁ.ors, Ranks Block Probe of Arab Deposits,” Washington Post,

ber 10, 1976, p. A-l). ”

monies deposited in

See staff report,mpumleteesGsTasnmte “"International Debt,
the Banks, and U.S. Foreign Poiicy," prepared for use of Senate
Subcomritiee on Foreign Econcxic Policy, of the Cammittee od
foreign Relations, August, 1977.

A seanlor officiel of s giant U.5. multinational financial institution,
which has well over $1 billion on deposit from a single Middle Eastern
oil producing astion -- as well as substentis]l deposits froz others «-
bas advised the subcomnittee that he has little doubt the NSA is
intercepting and anelyzing his cocpany'’'s telecommunications. Dut

+his official, knovledge about the company's telecomrunications "risk
safequard management,” stresses that the company is not concerneéd
sbout NSA intercepts, vhich it feels are legitimate. (Telephone

wseTsemin® interviev, December 1L, 1976).
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