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Cryptographic Equipment Maintenance and Training

(2) DoD Directive C-5200.5, "Communications Security
(COMSEC) (U)," October 27, 1258

(o) DoD Imstruction 3135.1, "Criteris for Ensuring the
Competency of Personnel to Install, Maintain and
Repair Cryptograrhic Equipment,” June 4, 1953
(hereby cancelle
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PURPOSE AND GRJECTIVE

L. This Instruction establishes policy and criteria which will
ensure that cnly fully qualified personnel install, maintein
end repair cryptographic egquipment, and essigns responsibilities
Icr carrying out its provisions.
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- Its objective is to retain the security inherent in crypto-
grephic equipment through sdequate equipment installation,
maintenance, and repair.

APPLICARILITY

=

nie provisicns of this Instruction apply to all Depertment of
Defense Components utilizing cryptographic equipment, as defined
n reference (a).
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CANCELILATION
Reference (b) is hereby supersedsd end cancelled.
POLICY

A. The complexity and nature of modern cryptographic equipment
places the maintenance technician in & critical position of
responsibility for maintenance and operstional security of
such equipment. Since his proficiency is largely dependent
on the quality end amount of mazintenance training received
and the extent of experience acquired in applying this know-
ledge, all DoD Components involved will ensure that:

1. Only personnel formally trained in et least the knowledge
and skills covered by appropriately written courses of
instruction prepared or approved by the National Security
Agency (NSA) (see also VI. B) are permitted to install,
maintsin end repair cryptographic equipment.



2. Supervisory personnel are provided with criteria for deter-
mining the maintenance proficiency of technic S
perticular equipment before such maintenanc zchnlicians are
assigned responsibility for its installeticn, maintenance, and
repair.

Cryptographic equipment installation, maintenance snd repair
is accomplished in accordance with @pplicatle “r"b‘os~ﬂur1tv
rules, regulations, procedures, and instructions prescrited

or approved by NSA. This requirement is not to he co nst*ued
as relieving individual DcD Components of respornsibility for
crescribing supplementary security procedures : equired |

unigue application within their respective organizations.
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sideration must be given to achieving meximum economies
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1. Introduction end use of maintenance methods which exploit
equipment design and construction advances.

2. Consolideation on an inter-Service tasis, where practicable,
of cryptogreaphic equipment training courses.
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- The use of esteblished Governmeni, rather than contractor,
training facilities.

V. CEITERIA

In accomplishing the objective of this Instruction, all DoD Ccmponents

concerned will, as a minimum, edhere to the following criteria:

A. The scope of and graduation requirements for their courses sf
instruction will be maintained at a level sufficient to ensure
that personnel who will instell, maintain, and repair crypto-
graphic equipment are properly qualified in &1l aspects of their
assigned respensibilities.

B. DD Form 1435, “"Cryptographic Mesintenance Training end Experience
Record,"” kEnclosqre 1) will be completed for each technicizn who
completes a cryptograpnic maintenance course. DD Form 1435 may be
used as a graduation certificate. This form shall constitute s
chronological record of all cryptogrephic training and maintenance
experience received by the individual, and sheall become a permanent
part of each individual's permanent command and field personnel
record. Each form shall be reviewed and updated every twelve (12)
months and prior to & permanent change of station.

C. Supervisory personnel will thoroughly review the DD Form 1435 of
each technician to ensure that he meets the training and experience
requirements on a particular equipment before assigning him respon-
sibility for its installation, maintenance, and regair.
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Previously treined end qualified personnel who no longer meet the
requirements for installing, mainteining and repairing a particular
equipment because (1) they have not hed training or experience in
mainteining that cryptographic equipment within the preceding 36
months, or (2) mejor changes heve been made to the equipment, will
be retreined or regualified by aspproved examination. (Personnel
trained tc perform only limited meintenance ere excluded from this

reqguirement.)
When contractor cr field-type treining is used, such treining cours=s
vill:
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Be erproved by the epproprieie training eutherity
Department or other DoD Component using such servic

the Military
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2. Use only treining material furnished or epproved by NSA or the
aprrorriate treini euthority of the Militery Depeartments or

other DeD Compo“ents, es applicablie.
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s of th51r counterperis et estebtlished Mili
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DoD Cowponent training facilities.

ted by instructors who meet the qualific
iter

The Direcztor, Nationel Security Agency, shsll establish guicdelines
and provide technical guidance end support for cryptographic eguip-
ment techrical treining conducted by DoD Components, furnishing such
agencies with:

“

\.40
to-

1. 1In 2l roduction
the maintenence “i repair of each newly developed KSA cryp

graphic equipment.

tlgl treining necessary for the successful int
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. Aprroved courses of instruction which constitute the minimum
stenderds for meintensnce treining on crypto-equipment.

Guidelines and minimunm standerds for the prepa
cf courses of instruction on crypto-eguipment d
Military Departments for development.
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ation and conduct
legeted to the

L. Such edditional technical guidance and support &s is reguired to
accozrzlish the objectives of this Instruction.
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Tne Militery Depertments shnell:

Provide rwaintenance treining as required to support their
operational use of crypto-equipment in consonance with the
policy and criteria steted in sections IV and V.



. FPrepare and teach the information
that provided in the N3A approved course, =0
e crjpto equipments in their system ezplica

n

3. Determine that their crypto-egquipment trai
annot be met adequately by courses elsewhe
stablishing & new course.
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L. Prepare, and send to NSA for epproval, written cours
nstruction on crypto-equipment delegatei for developmen

5. ~Trovride the necessary initiel maintenance training s.uprors
Jor crypion-equipment delegated o th m for develcomen-.
VIT. EFFECTIVE DATE AND IMPLEMENTATION
This Instruction is effective immediazely. Two copies of imple-
zenting regulations, and all suppiements Ztheres o, snzall te Jurnished
o the Director of Defense Research and Zngirneerin and o the
Director, Jationel Security Agency, Atin: S2, wi:nin ninsty (90)
deys.
: QNden— Tor
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Direcz<cr of Defense Resezren and Znginesring

Enclosure - 1
DD Form 1435



CRYPTOGRAPHIC MAINTENANCE T

'NG AND EXPERIENCE RECORD

(See revarae side ifructions)
1. NAME (Laas - Firat - Middle [nitial) (2 seavice nuMBER
|
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CQUIPMENT QU ALIFIED “ETHOD DATE REMARKS CERTIFICATION
1 SMORT TITLE (Yea/No) {include Schoo! or Organizaticn) (Include signature and title of cortiiying cllicer)
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INSTRUCTIONS
DO NOT ENTER CLASSIFIED INFORMATION ON THIS FORM

[tem 1 - NAME - Enter name of technician who completes a cryptographic maintenance course.

{tem 2 - SERVICE NUMBER - Enter service number of technician named in item 1.

Col

Col
Col

Col
Col

Col

. a- EQUIPMENT SHORT TITLE - List equipment maintained or trained on during the preceding 12 months by
short title only. Groups of equipments or course numbers, MOS, NEC, or AFSC wil! not be used.

. b - QUALIFIED - Enter ‘‘yes’ or “‘no’’ to indicate whether or not qualified for the equipment listed in col a.

. ¢ - METHOD - Specify method of qualification:
a. By formal training initially.
b. By maintenance experience (qualified by actual maintanasce performed on the equipment during the
preceding 12 months and not valid without initial formal training. )
c. By re-examination (Not valid without prior formsl trafning on the equipment. )

. d - DATE - Enter date of completion of training, examination ot records review.

. @ - REMARKS - Enter any special remarks such as skill level, location of scheol or organization and grade
received. (For maintenance experiencs, this will be left blank.)

. f - CERTIFICATION - Signature and organizetion of commander or authorized representative such as
Communications QOfficer, Electronics Officer, Crypto Representative.
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