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- f | T e 13 June 1952

** Dear Sirs: - o '
In your letter to the undersigned.dated 28.December 1951, you advised

that the President had directed you, assisted by the Director cf .Central Intel-
- ."' .

ligence, to have the communications intelligence activities of tae Goverament °

surveyed, with the yieW of recommending any, corrective measures that might be ._

-
- — -

|~ —required to insure the most secure and effective conduct of such activities. In

——— ¢ -

E;J your lette} you aggoi.nted the undersig;ne.d.a.s 2 Committee to mske 2 survey and
- submit to you proposed Azecommendz.tion;fo:' your coasideration on two genersl
B' _. subjects, which may be summaxize@..as follows: _ .

‘T' | () The needs oi each governmental department and agency for

the procuction of\departrr_ental intellizence, 2ad of the Director of
. Cent.ra.l Intelligence for the production-of.nationa. _.ntelligance.

_f:\_ (b) The allocation of responsibi.lities acd authorities respecting
communications intelligence ‘a.,cti.vities_ that should be.made to {nsure
that such needs are satisfied most éﬂectively, giving due fega:d to
the requirements of security. In this connection the Committee was
directed to give consideration to the extent to which responsibility for,
and authority over, the interception and processicg of communications

intelligence information, or any other §spect of such activities, may
. : e

* see Exhibit A to this Report.




and should be assigned for performance as a service of common concern,

and to which department or agency such assignment should be made.

. _ Since ils appointmeni the“Committee .ha.s held hearings.on 14 days a£
which it.has had formal i.nterv{ews with 43 witnesses.® In a.dditioxi' to the formal
interviews, inqgvidual.:_ziembers of the Committee and of :1ts Staif have had a
. large number of informal cﬁnferences with certain of the witnesses and other

individuals active in the field of communications intelligence, and the Com-

) ( ittee has had the benefit of a number of special rmemoranda prepared for it.

3. Finally, the ‘Commuittee has had extensive executive sessions. Cur conclusions

4

and recommendations are contained in the {inal Report submitted herewith.
: ) . _ .

It was necessary for the Committee, before attempting to arrive at its
=,

Sfclusions, to assemble and become familiar with a mass of information and

[P U S

data pertaining to the history of communications intelligence in the United

States, the past and present forms of orga.nir:ation of the units engaged in that

D ’-\ tivity, and the manner in which the present organizations are operating.
‘ Having assembled this mate‘ri'al, and finding it to be important background for

our conclusions, we have felt that it should be summarized in the Report so

that you may have before you the same information in eviluating our recom-

mendations. This will, we hope, explain and justify the length of the first four

parts of the Report. Part I is devoted to the history of the national communi- -

4. cations intelligence effort from its beginning to the present time; it is believed

ame . ——-

-
LY -
-
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-asEmSee EXRibit B to this Report.
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that this s the first time ‘that any such broad historical stalzment has been

attempted. Part ITis a summary of the Committee’s findings as to the impor-

co - comm wmens — e - .- .

tance of communications intelligence to the Government in the past as well as

- B ] . emeewd s MBLe®s W Sm Wy C WS lGSmy SNt WL L MR @M. e ST e LR g B . cE el - G teR A e am W

at the present time. Part III coatzins a descriptiona of the manner in which our -

- TOE LA 4 A Bh e Lae R D - = —_- " o ad -

communications intelligence activities are now crganized, with pariicular

- ce s mmema . -

reference to the.statutory authority and the various directives of the National

- a—

Security Council, the Secretary of Defense and the Joint Chieis of Staff which

Lear on that subject. Part IV is an outline of the manner in which these activ-

- covmm . 4e - cimm cm . - - o e — . -

ities are now actually being conducted, with a rough estimate of their preseat

«
Y

Par: V contains the Committee’s conclusions and recommendations on ~

- —— GG @ WG wvmmm. w mem s 2 A L@ s PRT - .. 4 e caeas e ew

the two subjects set forth in your letter of 28 December 19-5'1.. In additioﬁ., we
have venturéd_ to add our comrﬁents on ée;tair} ancillary and miscellaneous
'§§§ues raised by various witnesses in the course of our survey. We have not,
: :)rx:::ever, attempt.ed to extend the survey to ix;clucie oﬁmer subjects not assigned

to us in your directive, and we have in particular not attempted to make any
fhniotan v Abtdieahend

evaluation of the efficiency or economy of the expenditure of funds used in the

pmm——— L erma -

. -~ - — e - -

overall communications intelligence efiort, as this subject is not only cutside

your directive but completely beyond the capability of the Committee and its

limited staif.
It is hoped that the Report will accomplish two purposes. The {first is

N

cquaint the National Security Council and other {nterested oificials with

ool R
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the manner in wh.ich our communicaiién_s' intelligence :-:'\:xchinery {s oré;:mized - f
and is.operati:ig, the scobe and importance of its activities, and the Brganl- :
za;ional and other problé;ns with which it.~i‘s noew co;zfronted. The second is to . E
convey 10 the szme individuals ihe recommendations 9£ the Committee, based .
on its evaluation of the testimony pres_ented to it; for impravix)g the organi- . _ :
zation and its preser;t product. | r
. - . . : K
~ Ej\jfr-nir};aid g?eatly condensea form our'major findings a:.\d recoms- :‘
inendations are: T h T T ;
(z) Cormmunications intelli:o,rence (COMINT) is of vital importance 1
to the N.ational Defense. In th'e last-:i&‘l;wit;va.lgg ét;“t};; 'Arm;d—sué;.wr;ces t
-\iw—;s- incﬂculabie'.‘“ln. ti-r;x.;s_ sucll'.x ;;the-présen‘t,' the infor;mg.;-iog which . :
it.produces i_s”ne_e'd.e.;i i-r-x-alm;s-t:equa;"_ctieg:eg by both the Services and
certain of the c.‘v:h:n igencies. . L : - ‘ P
. I
fo) MR 1
Y e P —— , s
. ‘:’:{Q@ﬂ; The added difficulty of the problem‘under E
‘attack places a greater premium tﬁan ever on the quantity and quality :
of the physical and intellectual rescurces available, and on the efficiency r-

and claritr,* of the organization charged with the task. While much has..
recently been done t;) provide a&equate physical resources for the job, ;.
the Committee is convinced that thg present organization of our COMINT ‘E‘
£
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activities seriously impedes the efiiciency of the operation, and prevents -

.

B

us from attracting and retaining as much top quality scientific and manage-

ment manpower as this country ought to.be investing in so important a

field. It is highly significant to the Committee that the return of many

1 L.l

of the bast wartime COMINT brains tc more attractive civilian pursuits

L

i (c.),;'L'i place of the two COMINT organizations (Army and Navy) that

existad during the War, we now have four -- a unit in each of the three

4 e - e - ¢ e e . RS A e @e cammem o

Armed Services, and a combined organization called the Armed Forces
Security_Agency (AFSA) _located in Washington and under the Joint Chiefs

ATFSA has no authority over the Service units, which in turn are

.
—— . @ ene - ane - — ——— v

independent of each other. For all practical purposes AFSA is controlled
by AFSAC, a committee of the Jaint Chiefs of Staff consisting of repre-
sentatives of the three Services, The arrangementis.acompromise,
prod_uced in 1949 when there was danger of the establishment of three
complete Service organizations, each paraileling the other. It is not well

~ suited in this intensely specialized {ield to the eliminatioa of duplications -
and to the concentration of available resources and funds on the intensely

- difficult probléms that exist and in fact it did not prevent the Air Force

AL
t'-"-.")‘i- v
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{rom esta.b).ishing~a third complete and virtually autonomous organization

i} which will soon be larger than the Army, Navy or AFSA units and s

Y

r, still growing. -In addition, it results for all practical purposes in tri- -.
1 . ) . i .

service_military control of . g.g;j_e"n_tire'_cpMIN_T' effort, for the U. S. )
‘Communications intelligence Board (on which the State Department, the
. Central Inteiligence Agency and the Federal Bureau of Investigation, as

well as_the-three Services, are represented) has inadequate authority

and_has become an.ineffecti\;e organization. The COMINT effort of the

- Goverament today has too many of the aspects of .a loose combination of

: ' the previous militasy organizations and too few of a true unification of
—) ._ ‘the COMINT activities and interests of all the interested departmenté

'1‘ h and agencies. ._ - ,

= - (d) Tor the {oregoing reasoris, and for others set forth in our Report,
'_. the Committee pg_li_e_xg-s_:a_qq_ g_ge__cor;x'mends that a point has now _hqe;;_r'e.aq'h‘ed

&

w i_c:_h_mw_e_s;_i_t_essgntial,,to_ﬂcarry, further the 1949 reorganization. We_

]
o
o .

|

lieve that a more effective centralization of certain of the COMINT

E ' .in_its authority over the Service COMINT, un'its,,will increase its effec-
B ““-".‘_';_'_,_;_;A_ggf_ggess,:g._"zd,‘con:,ec;;deficiencies_which-have,become apparent since 1949.
' We als é)-bgliéy.e _tha.t_a.,éz,eater_ degree_of policy control over AFSA's

: operations shoild be_yested in an interdepartmental board on which the
L —_ | ) -6 -
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Anterested civilian agencies have adequate and eifective representation.

- Our recommendations on the subject of .organization_logically fall {
into three categories: (1) the organization below the AFSA level; (2) :
tae organization within ATSA itself; and (3) the organization above the

~

ATFSA level. : : B 4
- £ - ) - ' > o ::

(e) As to_the first, the Commitiee recommends that AFSA should be 3
made the keystone of the COMINT organization. Iis mission should be :

\

is.to_provide e{iective unified organization and control of the_ COMINT

activities of the Government, and to provide for integrated operational

policies and procecuras pertaining thereto. This responsibi

Y oy ety

1ty should .

not, however, affect the responsibility and authority of the other agerncies
and departments {including the military services) ia respect of the

evaluation and dissemination of the COMINT procuct received oy each

of them from AFSA, and their synthesis of that product with information

available to them from other sources. To the extent feasible and in

consonance With the aims _of maximum overall ef{iciency, econemy _and

effactiveness, the Director shouid centralize or consolicate the periorm-
- ance of COMINT functions for which he is responsible. Although the =~ = -
Memorandqm should make it clear that the Director has the authority

to conirol all collection and processing of COMINT, it should also

[T ——

g, M S——p—
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provida that)ae shall have Gue re«-ard for lhe close _Support requir mean

e ——— ST T
i /

of the Services, and { tnat where nececsary {for close sup,;ort of comba;

———— -4 @ * b4

forces operahona‘l conirol of COMINT 2ctwmes zre Lo be, de]er'a.ed by -

— o e ® ¢ -.

—— . @  Stee we® © LY -

- e, —

the Dxrec_gp_r__t_o__th_e_‘:.ppropncte Servxce COMINT units. j/
_—.'——:;'————‘M‘If’_v = "--~

. () Within AFSA ilself, the Di; eclor should serve for a longer term -

\.

thzn the two-year rotatzonal tcr'n provided for at pr esent ~Ee must be

P e R XU

2 man of the highest com elence.. Although qualified witnesses have
. o

recommenced lo the Commitiee thzt he be 2 civilian, we believe that, on

- - -

balznce, the_position should be held for the first term of 2t Jezst four

ae - .
- - . - - -
-

- <. zng-thzt he showld esjoy 2t Jezst 3-star rank while he occupies_the ofiice..,
T [ . .

-, .. - R . -

rie should have a_civih’:—.n deputy; =nd in other resaer‘..s (particularly in
the figld_ol re see.rch) L‘ue vaelooment of cwﬂ 2n caracrs sheould be
.~ erncourzged {o 2 much grezler extent than at present. I, as things
<, = ) - °
V. develoo,'it sboulo‘ later appezr that 2 civilian could better quzlily for

the pcsxuon oI Dzrector, we :‘ecommend Lhat no sense of ira dition or

vested :-nlh.a,y interest be zllowed to stand in the way of his zppointment. -

fo (g) As to the or ~amzzho': zbove Lhe ATFSA level, the zbov e—mentioned

- - ase e mme csmm ewms ¢ w emn m——

-

. Pr es,cem I\ emorzndum should desig naie @he_ Deoc.r-.ment of Defense.

LI ——er  am e e ma — ——_-....__...---_-——-——_——— =, " e o= o e

2s_the exegutive zgent of the Government (\mder 2 Specizl Commitiee pf

.
-

g the National Security, Council --- consisling of ihe Secretary of De*’ense

- e —
. sEe =e e w o - s = e e w— . — . —— —

Reviewed 4 ;‘{ug 1981




and the Secretary of State, and the President, as circum

siances may

R e m— '

;;e;q;.;i:;_e_,)_ to. manage for_the six interested departments and agencies

the production, security and distribution of communications inteiligence,

and_to_manufacfure, safeguard and distribute_the nation’s own_crypto-

mission.

.

of organization in the existing structure of the Atomic EZnergy Com-

We recommend the abolition of AFSAC and of USCIB as presently con- ~

stituted._We believe, _t_h_at__as_a.As.uccevssor' to USCIB there should be 3 new COMINT

BRoard consiszing of (1) a representative of_the Secretary of Deiense,_(2) a repre-

2%
./ﬁ.ﬁ

-4

o~

TADntative of the S

2 ./ - this COMINT

(.'

tirae to time to the

of Inves

Board.

within the jurisdiction of the Direclor of AFSA:

'(a.) The Director of AFSA should be required to

ecretary of State, (3) the Director of Central Intelligence,
(4¢)_the Chairman of the Joint Intelligence Committze, (3) a representative of

the Federal Sur

C_:OMINT Board,

either orally or in writing

as the

e com——

on, 2nd (6) the Director of the Armed Forces

2} . - Security Agency. The Director of Central Intelligence shouid be the chairman
It should be the duty of the Board to advise and make recommendations
io the Secretary oi Defense, in accordance with the procedure outlined below, -

wilh respact 1o any matter relating to communications intelligence which {alls

make reports from

Nala




Board may request.Aand should pring' to the attention of the.Board, either

in such reports or otherwise, any naw_major policies or programs {n )

advarce of their adoption by him. In addition, he should be required to
furnish to the COMINT Board such information as the Board may request

with respect to the operations of AFSA. D -

(b) The Board should reach its decisions by a maj‘ority qf_“not less -

than four members. Each member of the Board shail be entitled to ona

Xoie..

(¢) In the event that the Boar;‘z votes and reaches a decision, any
dissenting member of the Board shall have the right of appeal from such
decision within 7 days- to the above mentioned épecial Con.xmittee of the
NSC. In the event that t:he Board votes but fails to reach 2 m_a.jority
decisio:}, any member of the Board shall have a similar right of appeal
to the Special Committeé; In either event the Special C_ommittee;shall
review the mz;.tter and its determination thereon shall be final.

' (d) X any matter is voted on by the Board but (1) ﬂo decision is
reached and any member files an appeal, or (2) a deéision is reached
in which tae representative of the Secretary of Defensa does not concur
and such representative. {iles an appeal, no action shall be taken with
respect to tl';e subject matter until the appeal is décided, provided that

if the Secretary of Defense determines, after consultation with the

. 49
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Secfet.;ry of State, that the subject matter prgsents a problem‘ of an
emergency nature and reéu'u:es immed.iate action, his decision s&ull
govern per;ding the result ;'Jf the appeal. In such emergency‘ situation
the appeal rmay be taken directly to the President, -

(e) 'i.iecom.m.endations of the Board adopted in accordance wira
the foregoing procedu're' shall be l;inding on the Secretary of Defanse.

Except on matters which have been votad on by the Board, the Director

(]

{ AFSA shall dischai'ge his res.ponsibilities in accordance with his
own j;dgment, subject to t.he dire;tion of th.e Secretary of Defense.
The Comumittee r.ealizes that the above machinery is more complic.:ated
:%m oné would desife,'alth'ough 'it is less invp}_.ved than the present arrange-
reents for the determination and control of AFSA policies. The complication
apoears unavoidable because of two controlling bﬁt somewh.at conflicting
- - . .
] " _factors: (1) all of the interested Services and agencies must have a voice in
A
] T determining AFSA policy and giving it guidance, and (2) at the same time, in
—

order to strengthen AFSA and make it aviable organization, it is necessary

i..d

that for administrative purposes it be placed under a single government

s34 | department.

In_addition to the duties of the Board relating to AFSA, it should also be
- .

d: (1) to coordinate the communications inteliigence activ-

the cuty of the B

.-

— . e it v - — i - ——— - o
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relating to ..om...t.‘ucatxo'xs intelligence of the common interest to the depart-

ments and agencies, including security . sta.ncards and practices. Any resom-.

mendation of the Board with respect-to ;hese matters (as distinct from thos’e

alling within the jurisdiction of AFSA) should be binding on all departments

znd agencies of the Government it 15 adopted. by the unanimous vote of the

members of the Board. Recommendations approved by a majority, but rot :ill,

¥,
J

of the members of the Boa.-rd should be transmitted by {t to the Spec‘al Com-’

RN
! L

>

& Wittee fof such action as the Spema.l Comnxttee may see-ﬁt to take.

'E':".géﬁ LG
a5 . As we have indicated above, Part V of the Report contains a substantial
e I .
o - . : .
258 elaboraiion of the above recommendanons, as well as comments on certain
Lecind T
@ _} ~ancillary and related sub;ects whxch we beheve gpproonate for consideration
= =
=y . 0ythe new COMINT Board.
e ™ "The Committee has been assisted by an able staff consisting of Massrs.
rﬁ‘; : ’ : ’ . -
! ~ Benjamina R. Shute, Lloyd N. Cutler, Harmon Duncombe and Grant C. Manson,
= -,___——.__A hd
- all of whom have had previous experiesnce thh the subject. We take this
1 'opportu'ni?,' of ‘expressing our grateful appreciation for their valuable assist-
T ance. We also wish to record our thanks for the unresiricted cooperation which
- we received during the course of our survey from each of the Service departments
) }) -
2 -12 -
1 : )
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q - and the othar departments and 'agencies involved, and particularly from the

individual members thereof who either appeared before us as witnesses or

who otherwise assisted us in furnishing information and other material.

T

I after examining our Report you find that theze are any parts which

call for further discussion, the members of the Committee will be glad to .

t-.d

=4 ! meet with you at any time at your coavenience,

'{-\ | Respectfully submitted, -

e

‘i Z)//’/‘*‘JL% /’4WJ'/.'J/
- f Chairman
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Before 1917 United States activity in the field of communications intelli-

gence was sporadic, and there is little record of it.” For all practical purposes

=y - the history of -American cryptanalysis begins wi;h our entry into World War L

‘At that time codes and ciphers, even those used to carry the most sensitive

.

S information, were naive by current standa._z'-ds. They were hand-canstructed
] andh:mddpplied cipher systems usually overlying double-entry code tooks,
J the attack updn which required skills and patience but not the elabicrate elec-

> .‘\-’

)

Py

=™

irenic and tabulating devices of todayi. Coasequently, the czdes which this

Goverament ‘‘cracked’’ from 1917 to 1919 were handled by 2 small group of

lexicographers, ,-ma;'nejnaticians, and people who had acquired some backgroun

what was then the hebby of ciphér ccastruction.

The Wir Department set up the first crganized cryptanalytic oifice in

Juse 1617 under Mr. H. O. Yardley, an ex-State Department telegrapher who

=

= . ticaal sections, and at the ccnclusion of the War had a table cf organization

nad taken scme interest in cryptography, ¢r cipher-coastruction. His office

t {irst consisted of three people. It grew rapidly, was subdivided into func- -

e

——
L 3

The phrase ‘“‘communicaticns intelligence’’, abbreviated fc- the sake of con-

venience and by commen usage to ‘““COMINT’’, means intelligence produced
by the study of f{ereign ccmmunications, including brezking, reading and
evaluzating enciphered communications. The breaking cf cighers is called
“‘cryptanalysis.’’ The censtruction of ciphers is called ‘‘cryptegraphy.’”’

The entire field, including both cryptanalysis and cryptcgraphy is called
“eryptology.”

e TR
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of some 130 persons with an annual buaget c.f'_SI'O0,000, .Its sacurity regulations

_oa

were primitive. Ciphers: were broken and’code values were recevered entirely
by ha;':d process. The volume of traific ﬁandleci by the group wa.s: nevertheless
reépectable, and the resu_l;s of its .w;vo_rk on the military, -‘diplomatic and eco-
norr;ié f-onts 3i":’:gaimpcortzmt 'en‘c;.ugh to impress bpth the Génera.l Staff -a:zd G-2.

But its budget for fiscal year 1921 ran into oppositiaa, and during the next decade
! was gradually cut to $25,000. - _ . -
Y\_ .
-~

During most of the 1920’s what wgs. left of the effort appearad to be of --
izterest primarily te the Staté Depai*th:_e’_nt: '_The group’s capacity and output

- -

dwindled to a small dzily *‘bulletin’’ of e znd its curtailed

o "T Tt came largely from State Depa:trf;ent appropriations. Yardley remained
A B = L ' - .

€ - ‘b
S Y - -
-.’: . on - the ofiice was remaoved to New York for ‘‘securily reasons’’, and the whole
B endeavor entered into the era which, a- tiie result cf subsequent notoricus

3 ) * . :

B | - publicity, has been dubbed the ‘‘State Department’s Black Chamber.” No

=2 -esearch was carried on; there were no training activities, no intercept, no

R3g .  direction-finding studies. The personnel had fallen to six.

By There was another factor, aside from relaxed pressure, which contributed
E:f' - lothis stagnation. The entire concept of ‘‘reading other people’s mail’’ was aot
i '

SO only unfamiliar but actually distasteful to the American people and its Govern-
- hd )

4

]  ment. The coup-de-grace to the State Department activity came in 1529, a few

weeaxs aiter Mr. Stimson became Secretary of State. Current copias cf the

eV
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"':-‘,la.ck Chambder” bul.letins, containirg some transiauons of Japarese diplomatic

messageas of signific:.nce,.had been.placed upoa. his. desk. Mr. Stimson was
astonished. Whea he was told kow .the material hzd been obtained, he dis-
banded the Yardley offica forthwith. Yardley’s reaction was tc; set asout o
writing his memoirs, which eventually appeé:ed in 1931 under the title ‘“The
American Black Chamber,’”’ and which destroyed by unpri:icipled éxposure

most ¢f the gains that the early effort had made.

-\_7’ ~ The records arnd physical possessiocas of the New York ofiice fell by

7} default to the Sigamal Corps of the Army, whick had been gi_vi}xg minor suppaort
—  to the effort. At a later date it was decided to reconstitute and ccatinue the
J . ‘e -_:_' . . . .

worx under Army auspices. In light of the fact that Yardley’s memoirs had
: . .. . :
R AT

,«E%;;Jhused such a furore and.had thrown the entire concept o cryptanalysis and’

crypianalysts into such disrepute (embarrassing this Goverament not only vis-
B g

- -t
a-vis those countries whose.mail we had read, but alse

ey '-'--».>‘- e e
5 \E:{“:?;;z??,“x}‘—\‘t—, o,

anything at all was salvaged.

The period from 1931 to 1935 was one of revival. The fi-st jcb was to

77 Teassazble {ermer personnel and enlist new recruits;. a traini:}g program with

:‘ instructionzl literature was organized, and it is notawcrthy that for the first

-~  tmea complete ér}ptegraphic prcgré.m (the construction of 0\:1: cewn ciphers) was
3 envisaged. Thare was still no intercept service, as we uaderstand it today, but
i -3-

3

'




T .

raw material was clandestinely obtained through “‘backdeor’’ asrTangements.

The secrecy surrounding the work, in the back'#z;.sh of shock iollowing the |

. Stimsen ultima:u;:a, precluded show;ing the results of the effort to anybody but
ﬁ*.e Chief Signal Oﬁ'iger —_'— even G-2 was proscrﬁed. In Vthose depression year
funds were eéxtremely diifizult to get, especially in view ‘of the nervous secrelc_y
engendered by the Yardley disclosures. Perhaps the greatest triumph of the

.
P T ‘e

rmy crypianalytic group at this time cf stringency and uncestainty was the

- BB PO L VW B L MR AT s =t WS, G g Rym W, cERagwss S - SN N8
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establishment under the Signal Intelligence -Service of a training school for

" officers, which grew from a stucdent bedy of one in 1931 tc about a dozen tea

- . . . - .
.-

years later. - : - - ' ..

This renewed inferest in cryptology was not confined te the Army, The

Navy had for many years conducted its own cryptographiz bureau undar the

Coce and Signal Seétion of the Cfiice cf Ng.val Communicaticns, but this oifice
P had ccacerned itself sclely with the manufat:t}x':'e ard distribution cf the Navy’s
_, own écdes. A “‘pinch’”’ of a photestatic copy cf the mzin Ia-_:.a.:xeale I.\'ava.]. c:de-
book in 1921 had given the first rudimentary impeius tc = Naval ccunterpart of

the Army’s cryptanalytiz endeaver, and the cedebeok was exploited for some
iime by a ‘‘Research Desk’ within the Code axd Signal Sectica established in.

1924, A secret furnd ouried in the budget of the Directer ¢f Naval Intelligence

was made available for the wc;k.' Although this fund was turned back ia 1931

by some fiscal cfficial of the Navy Department who may have beea influenced

3 ,j)
.‘h

et
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SE3 — rTacovered the hard way, for no ‘‘pinch’’ was feasible. Also, for the first time,

an in

- & . . ~ .
.@ the Yardley revelztions, the work somehow went on, for the Navy beg

he 30’s to build in earnest a cryptanalytic organizatioa equal to and in some

—y

IS ___' respects more far-{lung than the Army’s. Its task was ready-made, for the

Japanesae Naval Code was formally changéd in 1930 and this time had to be

the codebook’s values wexe enciphered by a more complex systemm. This

—  made the problem much more difficult and foreshadowed the sophisticatad

_f-siphers which confronted the Navy in Woz_'ld‘_‘?{a.zj ‘I_AI.__Axgqth_e_r _i;:iles:pn_a in the

P B . Tt eerrew s R O o, BB S, T cuwems wlm s e S, .
- N ety - - . - 3

-

< :
3 = aTt ol codabraaking was the adoption by the Navy of tabulating machinery to .
.

The Navy’s eryptanalytic group, like the Army’s, first came into beimng

7~ . . . . -
d::r the aegis of the communications division. The Diractor of Naval Intelli-
3 1 g£2nce conceded the practical advantages of conducting under the Director ~f

] N
Navz! Communications an eifort which was related to communications in -

,:r'reneral. aAccordingly, the DNI agreed to the arrangement in return for an

_.-’a:\;sura:xce that resultant i.ntélligence,' which the DNT could get from no other

)

source, would always be available to him, and that his requirements would be
~ co;side:ed {n the direction of the eifort. That arrangement remains in effect
— iedzy. (The Army subseqi.xently reversad its position and transierred its
4 _  aciivities {rom the Signé.l Corps to G-2). The Naval cryptanalytic argan-

T, izalion was built around a central bureau in Washington with several forward

- .- - - e—am—
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<+, echelons in the Paci{ic arez, a forerunner of the eventuzl world networks which
‘ modern Americzn cryplanalysis demands. The mzin purpose of ihe Navy's
1 . . . T

pn’ogram was cove‘rage of the movemenls znd development of thehlrapanese Navy,

(' . A :
.?_":d the_ eifort was -ﬁar}\ed by successiul zttacks upon the communications

]

surrounding ils greatl periocic ma::euvers. Du:ing the '30’s, success Duilt vpon

" success-in this cover;ve, each bringing in its train stir enmhened conviction on

. "|.'a.'-, .'...\ e a0 t.*.'o.\c-' .

L) _L_.J

{he pzart of the Navel High Commznd of the indispenszbility of CCMI-\’T, with

e

4

7,—\e_,u]t‘_nt incr eases in zllotment of funds 2nd peé: =sonnel. By 1638 the Naval

(

a-\.ﬂ.\'-!- o
L.

crypiznalylic group was in 2 {lourishing stzte, and hzd branched ov t into mll-

‘)ec"co intzrcent 2nd suchl ter-czy concepts ci the zrt as tr:_l ic “c.lys s :.nd

l".j

/“‘wn-zrecm:ncmm ecuo'u finding. A saconc 'y centrzl unt in Ezwwzii had been

ablished and tbe trzcdition had c‘e*.'elc:ped of allowing oificers to specizlize in

~

<\>

apparent. 'In Octover 193], the Dlremcr cf Nzvzl Cemmunications took action

rJ) the {ield of -ryp..z_nal:, sis, aaihouc Giey remained nominzally ““‘communication

-7 oificers,” . . . © n Co C ’ T

T : .

-t AT . - : . .

Pl In ihis ez2rly period of the 20's znd.’30’s, the mest glowing success in the

e = . e rrva s . . . ' . s

< American c::yp‘-.;na-lytm ijeld, subsequently highly publicized{wzs the brezking -
! = e I

: ! ______._____——-——_—"_—/f -

i se Diplomatic Codes, so that practiczlly every messageo?\/
T nese Toreign Oiiice wzs being read. -,,/ . e
' = — - : : '
- P— _ .. .

3 -—g VWith the growth of the Army znd Nazvy cemmunicztion intelligence

- Li esesl ~ ~ L de v e . .

1 acuwities, the need for z delinile divisien ¢f eflcrt between them deczme

2 e ‘ ‘
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to allocate responsibili.ies in order ‘‘to 'p.reclude duplication of effort, to keep
down to é-minimum the expenditures for radio ix{t.elllgence a‘;tlvities, and to

build up a policy of whole-hea:tedA cooperation between the radio intelligence : !
a.é:tiviti.es of tﬁe Army and Navy.” As a starting poin.t he proposed that the Navy

be assigned resgonsibility, for activitiéslrelating to naval affairs of maritime | . o

-
-

T -:-:—-7;'3.‘-"}."?‘2'..‘-4;1 ?ﬂﬁ:ﬁi}f;,;‘ :

L2, and that the

Army be assigned responsibility for activities relating to military iﬁﬁirs and
X (N . .

other than those assigned to the Navy. In

addition, he récommenr:ied that there be free e:ichange of information and

N T N T oo vyl g Yy

material between the Army and Navy radio intelligence organizations. After '

~.£3xriodic attempts to arrive at an acceptable division of responsibility along

o

the foregoing lines, a joint working-level committee finally agreed in 1933 to
the Navy’s proposal, but it was eventually discarded at a higher level.

+» Between the outbreak of World War II and the entry of the United States into

s e
[ o e
'.—_,'_,‘_?_*— K

Liteed 0 da SRt CDat @ Sre Rlu

available for decoding and translating was considerable, and neither the Navy

nor the Army greup sould individuzlly bear the burden. Zfforts were then

rasumed (o eifect 2 mutually zgreeabie allocation of work. in 1540 collabo-

e A el o o

ration betwean the Navy and Army rasulted in the breaking of the now famous

“Purple’” code, the chief communications medium used by the Tapanese [

Mheds & 20

diplomatic network prior to and at the time of the Pear} Harbor attack.
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Although this a.nd other cryptanalytic successes had been brought about t.ru-ough
pooled effort, the mevita.ble rivalry between. the Services had a.risen. Much of
the work on military ciphers was jealously guarded by whichever Service felt
it had the primary interest, and the problem of what to do with the voluminous
dlplomatic traffic remained unsolved. .

The methcd of processing and disseminating the diplomatic messages that -

were read was both duplicative and unseemly. For example, In the Japanese

Df\plomatic traffic each organization had all the available Intercepts and in some

1
]
3"
]

!

cases all the means for breaking into them - whenever an important message
was read, each Service would immediately rush to the White House a copy of

r-«e translzz.tion, in an effort to impress the Chief Executive. After considerable

- ‘.acusswn, the responsible authomties eventually agreed that the only accept-

able and workable solution was for the Services to alternate daily in reading

the traffic, and for the Navy to disseminate results to the President, and the

-

.~ my to the State Department. This ‘‘odd-and-even day’’ arrangement f{or

-~

i

-~

]
@ ‘ : ‘ -.8- '

processing traffic was a strange one, but it seemed practical for the reason

that the traific could be readily sortad according to the crystographic date.

. The arrangement remaired in affect until the middle of 1942, (Curfously

enough, it was discovered aiter the War that pracisely the same bisis for divi-

sion of efior: was enpwyed among the German cryptanalytic organizatlons,

.

and for the same reazson.) ' : ’ - )
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J American COMINT activity in the years 1938-41 responded to the stimulus

)

of the second World War; the foreknowledge of our a.lmost certam participation

~
i
] in it intensified the effort and made budgetary and logistical support compar-

atively easy to get. Just before and after the attack on Pearl Harbor, it was

B clearly realized that COMINT’s immediate target was tactical military traffic,
The job was at hand and its potentials were enormous. Since the country’s
first actual x;military engagements were oriented towards the Pacifie, the first
<ryptanalytic task was the problem of .Tapa.nesé naval ciphers, So great was
the chélle.nge and so great the volume of traffic tiiat the Navy at once decided
that the only possible solution was total specialization. By a hastily eoncluded
’;\ventlemen agreement” the Nava.. COMINT group transferred to the Army

xts entire interest and capacity in all cryptanalytic fields other than naval and

related ciphers. The idea was that the Army would accept stewardship of the

Navy’s excess cryptanalytic cargo, would exploit it to the best of their ability
.»"‘) -Juring the War, and would return it, presumably enriched, when the War was
4 ' . '

aver, -

With expanded facilities now available, the Army turned a large part of

its afiort to the increasing demand fox M

COMINT pending tha time when it would become more {ully occupied with

enemy military traific. It came about that the Army’s personnel accretion

was largely civilian, while the Navy’s was largely military. Eenceforth, the
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those in charge on the Army side were generally civillans with appropriate
technical training gained in private or academic pursuits. This unpremed-

itated differentiation in staifing was'to become an important element in the

problem of post-war unification later described.

The two crj'ptanal);tic units were housed at the time of Pearl Karbor ix.z )

wings of the Old Navy Department and 6£ the Muntitions Building,‘where working

: Qf\condltions were poor and where adequate security was almost irhpossible. In

November, _1942, and.February, 1943, respectively, the Army unit and the Navy

unit removed to private grounds in suburban Washington -~ the Army took over’

the former girls’ school in Arlington.Coun‘q, Virginia, known as **Arlington

D s

Ez kall’’, and the Navy took over the former girl.s’.school on Nebraska Ave.,

N. W., known as ‘““Mt. Vernon.”” Between the two was several miles of distance

and the Potomac River, which it was belleved at the height of the inter-service

P’zv‘-_é_rivalry in 1944 would never be bridged for ci‘jrptana.lyiic intercourse.

From the period of the disruption of Yardley’s group in 1929 down to ‘the

early days of World War I, the civilian consumers of COMINT (primarily the

Department of State) wera servicad by the Army on the basis of its own best

iudgment of what they needed. The actual mechanics of such servicing con-
sisted of the simpie device of sending cificers from the Army to interested and
cleared indlviduals. Whera z briefing on the basis of currant COMINT results

-10 -
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L~ was to be conducted, it was entir'ely oral and the officer-cc.mrier le{t behind
ﬂ no code-word material of any sort. Until .a.fter_ World War I, the State Depart-
ment had no separate ‘‘functional” intellige.nce office of its own and no secure
a:rangem‘ent whereby COMLNT could be kept for study or reference Ess'exitia.ny,
g this method of servicing the State Department with COMINT remained in effect
E threughout World War IL |
It soon_became'appar.;nt that, with éhe enormous expansion of the COMINT
production, a corresponding increase in the over-all intelligence -consuming
ability of tfxe Services-was reﬁuired in order to cope with the {low of communi-
G ~ cations intelligence other than that which was striétly tactical or strategic.
J‘%ﬁ-‘o} this‘ reason, both the Army and the Navy-developed ‘‘special intelligence”’
> Il ;"-organizations. Becausé of the importance of the non-military traffic which
the Army u?a# processing, the Army’s speéial intelligence group (Special.

D Branch, G-2) i{n due course became the larger. The Navy's special intelli-

)

-

- -génce-consuming interest was small because its main target, cryptanalytic

C

' ‘attack on enemy naval tactical ciphers, brought results which were evaluated
and actad upon largely by the Navy’s forward units in theaters of war, For,

this and othar reasons, Spacial Branch, G-2, eventually assumed an {mportance

s B 960 B a1

within G-2 equal to or even greater than thai of the parant organization. At the

end of 1944, G-2, having at that time an extremely shrewd angd energetic attitude

3
i

toward COMINT in general, acquirad control of the Army cryptanalytic effert

i




from the Signal Corps, thus differentiating the organizational status of COMINT

in the Army from that of the Navy, where COMINT has rémai?ned under the

NI

control of the Director of Naval Communications.*
Some reference has already been made to the rivalries and jealousies
that developed during this period, despite the ‘‘gentlemen’s agreement.’”” They

persisted to a degree that became disturbing to responsible officials in both

. .17’\ Services. One illustration appears in the history of «ineeutSiNiEiRen
Ei

m
T —— s A —
D RS S S
m

'* The a.CCO"npllShnerlts of Special Branch, G-2, in World War I are a direst
testimony to two factors relevant to the COMR\IT problem today: (i) the

@_’ prime importance of top-flight personnel in leadership and at the working
' AN
Sl

level; and(ii) the incalculable advantage of top-side civilian and-military
support for the COMINT effort.

. . ) -12 -
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Regc B It is cnly fair to say, however, that because of complications arising
during the ‘30’s from the interest of other agencies than the Army and Navy,

in the cryptanalytic field, some corrective measures were adopted. In July -
1942 the J’omt Chiefs of Staff, in order to conserve the COMINT resources
available for-the prosecuticn of the war and to promote security and eﬁlciency,
recommended to the President that cryptanalytic activities be limited to the
Army, Navy and theé Federal Bureau of Inirestigation. Following a Presidential
directive to this effect, 2 standing committee was established for coordinating .

the work, and agreements were made between-the Army and Navy defining

spheres of respor.sibiiity. As the War progressed the need for even closer

D elatxo'xsrup became apparent a.nd in May 1944, an mformal Army-Navy

1S coordinating cemmitiee (ANCICC) was established at the Navy’s suggestion

to improve c.oilabora’t-ion_a.nd to deal with a va_riety of operating problems.
Until the War was ne;.rly over ANCICC continued to struggle with the

.~ problem. Just before V-E Day, correspondence between the Commander er—

* Chief of the Navy a.nd the Chxef of Staff of the Army set m train a series of

_- _m.ee_tmg's. which, W1§h eclmowledgmex.\t of the need for oroade.r cryptanalytic

coordinaticn as the aganda, restlted in the establishment of the Army-Navy

Commurxications intelligence Board (A.L\:cm), the first high;level COMINT

board. it tezan operating in Mé.rc'n, 1945, on which occasion it absorbed

ANCICC and reconstituted it as the Board’s working committee, The

= A —\:vf‘;"‘ o -
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g l
a foundation of ANCIB was a somewhat grudging act.

A ground-sweu had begun

to gather among Army specialists, particularly a small group oI converts

to the centralized, m\mﬂle equally zealous

converts existed on the Navy side, their proselyt.ing activities were hampered

f
{
a by the conviction of the then COMINCH and the then Director of Naval Communi-
a cations that the Navy must never surrender any part of its control of naval
COMINT, Itwas made known that ‘‘political’’ {ssues and {orces were mvolved:
U L the old confiict between the Navy and the Arrry in the communications field
B had moved up a notch and had become confused with other matters of bitter

E disagreement between the two Services. COMINCH realized, however, that

.,"‘ome observance of the. idea of COMINT cellaboration was demanded, and

-~ decided upon a limited tactxcal offensive. Accordingly, ANCIB was urged.into
G being for the purpose of ‘‘extending and improving the existing arrangements*
E’;-natters of joint interest,.". although this resolve was watered down ‘oy the

' presentation of a memorandum from COMINCH stating that the Navy considered

it ““inadvisable to effect any actual consolidation of the physical, technical

facilities’ of the Navy and Army COMINT activities.

ﬂ Meanwhile, g new functional intelligeAce division had bean set up in the
Department of State with a Special Projects Staff to service the Departmant

Devzlopment).
s -14 -

3 * RICC, and also ANCRAD (Ar'ny-Navy Communications Research and
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- with COMINT. This radical departure meant that the Dep.a.rtment would hence-
forward be independent of G-2 as a consumer of COMINT and that by the same =
token it.would bef:cmé a claimant to status within the COMI‘N"r family equal to
.'t.‘;at of the old-line members, Ai'my ana Navy. In December, 1945, ANCIB
admitted the Department of State to membership a.r;d changed’its name accord-

ingly to STANCIB (State-Army-Navy Communications Intelligence Board) and
- - . . P R

the name of its subcommittee to STANCICC,

- ]
L s

of State took full part in thoée.' deliberations.

- ~ .-

In the first half of 1946 there were further devélopments.

was referred to the” Fe'der'arBui'eau of Investi- .

gation, which had had for years a marginal interest in COMINT. .The Bureau

E expressed a desire to become more actively associated with the regular

! ' - - cme——

- COMINT group, a trend v?ﬁich STANCIB members welcomed and approved. -. .. ¢’

Ccl
%

¥

- Also in 1946, the President directed the establishment of the Central Intelli-

: genca Group, forerurner,of the Central Intelligence Agency (CIA), and it was
":q. ;'1 .
f@ L at once recognized that ihis Group had a naturai claim to intalligence from the

3

COMINT sourc2 and 2 place in the coordinating mechanism. iIn June, 1946,
after these new members of STANCIB had been installed, the Board voted to
call itself USCIB, the United States Communications Ixitelligence Board, (its

t -
S@present name), and its working committee became USCICC.
o -15 -
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Through 1346, ANCIB-STANCIB-USCIB had no formal charter other than

| S

the original President.ia} ma.n.date given to the Army.and Navy to work out and

£}

exploit the Early in 1947 the State Depart- -

ment representation in USCiCC po'inted out.that not oaly were the latter-day

members without legal footing in the COMINT assaciation but also that the

association was attemptfng. from nécessity but without adequate authority, .
to impcse COMINT security regulations and limitations upon the entire

' xecutive Branch. The result of the ensuing discussions was the present USCIB

N
)

Sfsie

charter, known as NSCID No. 9, promulgated by the National Security Council

¥
A
Y

YOI
o

o I (i) B Oon N 00 I WA

as an intelligence directive through the special channel of the Central Intelli-

i
)]

= o . . -
= .LJ gence Agency.* This directive (more {uily discussed in Part III of this Report)

S -ovided for the establishment of USCIB ‘‘to effect the authoritative coordi-

| s i R S ‘ -
2T a nation of communications intelligence- activities of the Government and to

advise the Director of Central Intelligence in those matters in the field of

~Ccommunications intelligence for which he is responsible.’”” It gave member- ...— <
0y ""_ . - . . ) .
T L-' ship to the Services, State, CIA and FBI, required unanimity {for decisions,

I‘gb
O

=5 D with reference to the National Security Council in the event of disagreement,

and direcied all departments and agencies represented on or suberdinate to

the National Security Councii (and any others designated by the Dresident) to

a imp}ement the Board's dacisions and policies. However, it left ‘‘the internal

G * NSCID No. 9 in its present form is. attached as Exhibit C,
T-16 - . .
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: ﬁ administration and opera'tion of communications mtelligen.ce activities to the )

' member departments or agencies.” o . ' | -
.The next development of the ‘CO'MINT structure was the d_irect result of

the or_éﬁnization within the National Defense Establishment in 1947 of 2 separate

Air Force, which pro?nptly tcck steps to develop 1ts; own unit fo;‘ the intercep§ing

and processing of foreign radio communications of special application to its

mission, thereby further complicétt1g a.n already cbmplex problem and inten-

sifying existing frictions in the COMINT {ield. Shortly after it came into being,

the Air Force was accorded full re-pi'es__entation in the USCIB structure, bi'i.nging

D the total membership to six depar{ments.and agencies, where it stands foday.

- .

A The immediate post-war pericd was 6ne.of adjuétmént and in a sense -
e .
“STetrenchment of the COMINT effort. In August, 1945, its business shrank from B

G the swollen proportions of wartime to the normal peacetime volume, largely
G politiczl rather than military in character. Althcugh everyone was now alert

e to the need for cryptanalytic continuity, and although every effort was made

IS
§

ﬂ

to avoid the disruption of the COMINT endeavor which had followed World War

I, certain drastic cut-backs in personnel and funds tcok place. The COMINT

L

siructure became suddenly top-heavy in management, geared to high-speed
D productioh but with a scarcity of raw materials 2nd lator, and with six stock-
holders where 1t had once, in the days of its greatest productivity, had two.

A.. sense of frustratien and anticiimax was felt by all those who remained (n
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the business. An ebbing of morale, which later became or;e of the most

serious Issues in the COMINT problem, set in very soon after 'V 7 Day.

: It was in this atmosphere that the Navy approached the Army with a view

to re- exammmo- the ‘‘gentlemen’s agreement’’ and repossessing its share

. of 2R . Practically speaking the Navy COMINT

unit was out of business by 1946, but it had a plant, trained personnel,
‘‘career’’ officers, and a vital stake in cryptanalytic continuity which could not

be kept going on imaginary problems. Live traffic, 5.5 had been foreseen in

1942, was of the essence. The Navy’s effort to reenter the “

was strongly resxsted by the Army, which had in the intervening years developed

- '-1 sense of ownership in place of the trusteeship that was origina.uy intended.

It was considered absurd at Arlington Hall that a shift of pieces of the“.

mproblem, for the processing of whxch effective machinery

etxsted should be seriously pr eposed merely for the purpose of ‘‘giving the

E Navy something to do.”” The Navy, on the other hand, could not afford to- - —

i
i

B

oo ®

commit cryptanalytxq suicide for the sake of keeping the peace. A compromise

transier program was eventually adontad and dragged out its painful course for

ina.nv months,

m
w
C—M
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.+ the experience had injected into the effort a badly-needed sense of fresh pur-.
pose and incentive, and it had provided a new basis uncn which to build sub-

sequent plans {or fuller collaboration within the Americsn COMNT structure.

The emergence of the Air Force as a potent factor In the COMINT story

g has been mentioned. It brought into sharper focus the question 6[ duplication

4

.__-‘e‘_.
ep4 <=7 See Part IV, pp. 105-107

g -19 -
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" versus amalgamation. After passage of the National Security Act of 1947,
there were not two but three vested military interests actively éngaged in
collecting, processing, evaluating and disseminating communications intelli-

génce. Roughly, the position among the Services was this: the Army, with

(RRga . B

itslla.rge civilian component, the most inclusive commitment, and the gfeatest

experience with the non-military aspects of the COMINT complex, was gen-

£3

; qrfrally' in favor of some sort of consolidation of the effort; the Navy, only too
I .

' L\ ~ell aware of the ihdisgensa,ble importance of COMINT to the success of naval

D war, and reluctant to share an effective COMINT organization that had become

B intecrated with its operating forces, stocd behind its top command to a man in

~

"He refusal to surrender COMINT saovereignty; the Alr Force, stimulated by

j..,

xts new {reedom, asked only to be left alone tc deveIOp its Brooks Field and

other COMINT outposts.

o e ﬁ

In August,, 1948 the Secretary of Defense created a board under ;he chaxr-

?\;

1anship of Rear Admiral Earl E. Stone, then Director of Naval Commum-

cations, to study the COMINT situation within the Defense Establishment and

to recommend some {inai solution. The Stone Board was composed of repre-

C1 O

sentatives of all military interasts in the COMINT family. In December it
submitted a split paper {0 the Secretary of Defense. The Navy and the Air
Forze both opposad consolidation, while the A:rn'y advocated placing respon-

sibility for all COMINT tasks, other than the performance of infercept and

-20-
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‘decentralized field processing, within a single organization. After reading the

paper the Secretary called in General McNarney to assist in reéol*.;ing the
djlemma by directive, since the more democratic method had faﬁled to px.'o-
dice a .workable conclusion. Geheral McNarney ‘adopted a plan which in part
required a merger but in part left the three Services the right to maintain

their own separate COMINT organizations, and in due course‘this type of organ-

ization was ordered into effect by Mr. Johnson. Supplementary directives,

- N xhich go beyond the scope of the Secretarial directive, were later issued by

U the Jowst Chiefs of Staff. The ;esulting and existing structure is described in

U

_ Part III of this Report,
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to appraise the value of COMINT in the :ecehi past and at the present timé

as a measure of the scale of effort that COMINT deserves, and of what might

B b'e expected il the conduct of our COMINT activities could be substantially

E improved. ___ . . ' ot

In World War I COMINT may well have been our best paying invest- :

ment. Its cost cannot be accurately computed, but an informed guess would

« be periaps a half billion dollars annually at the outside. Admiral Nimitz rated

ﬁ its value in_t};é Pacific as equivalent to another whole fleet; General Handy is

2y ~=RS¥5ea and again enroutd’to Midway in 1942, enabling us to mass the carriers for

In the Pacific, COMINT located the Japanese fleet enroute to the Coral

E reporied to have said that it shortened the War in Europe by at least a year.

' E the battles which are:g:enerally regarded as the turning point of the War against

B Japan.* In 1942 COMINT also told us of the critical Japanese decision not to

'ﬁ"‘.join the Axis war on Soviet Russia. In 1944,.it.helped us to pick the soft spots

for our island advance, often showing where the Japanese expected us to

E attack and where their troops wera massed.

made the victory ncssible.”’

- 92 -
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The official narrative of the Joint Combat Intelligence Centgr, Pacific Ocean
Areas, includes the fellowing comment on this engagement: ‘‘The factors
that vitally affected the battle of Midway were many and complex, but it is
undoubtedly frue that without radio intelligence it would have been impossible
to have achievad the concentration of forces and the tactical surprise that
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Throughout the War, COMINT supplied a day -to-day check on the resuits ==

3

of our submarne and air campaign against J‘apanese merchant shipplng It ' -
gave us detailed l\nowlndge of how many ships Japan had, where they were,

and when they were lost armed with this intelhgence, we pla.nned and exe-
cuted the remarkamy effxcxent and effectwe subma.rme dxrect air and aerial .

mining campaign of 1944-4an The Strategic Bombmg Survey mission which

checked on Iapanese shipping losses after the surrender discovered that

”"33

COMD\IT’S knowledge of the szze and location of the Japanese merchant fleet

on V -J Day had been more exqct than the records of the J’apanese Mmistry oi

Merchant Marine.

3 =3

3 .”:3% ' Finally, COMINT prov1ded us with our only ;ehabie measure of how fast

She Tapanese were losing their will to resist. Our leaders had a thorough and S

3 ' :

~ immediate record of the peace feelers which the J’apanese asked Ambassador

E Sato in VIoscow to send to us through the Russx.ns, and of the explanations to )
/\

P —ag—
 —

_, im of how decisions were being reached a.nd on what points iurther con-

cessions would be made. . (Some of these feelers were not passed on promptly'

3

by the Russians, and our only knowledge of them came from COMINT).

(5

Tn*ooghou: 1945, from Manila tb oucn Okinawz and Hircshima to V-J Day

itself, we were in possession cf Japan's instructions to her rincipal negotl-
HEE P :

)

ator, often before the Iaoanese code clerks in. Mescow could put the message

-
-

[

P

r"\
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on the desk of Ambassador Sato, the intended recipient.*

e

S erd ! l .
= s Before Pearl Harbor, our own Japanese COMINT ccntributed to the Allied

S G effort<in Suroge by giving advance warning of the German decision to attack

' L,- Russia. General Oshima, Japan’s Ambassador in Berlin, was a veritable mine
= .

= of information to more governments than his own, as he faithfully communi~- . =
—

=2e " cated to Tokyo what was confided to him by the German leaders. ST Crntnicaitew

* COMINT intercepted, decoded, ‘translated and delivered some of these

messages (0'U.S, consumers while the Japanese code clerks in Moscow were =

struggling with gartles and asking Tokyo for repeats. T
B -24 -
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% and equa.lly profitable results soon followed. Cnce we had euill encugh
escort vessels, they were guided by COMINT to the U-boats which habuuany
and carefully reported theu' posmons each night to the German Admira.lty
CO\{INT a_lso Lntercepted Ge::m;:.n reports to 1ts submarines on our convoy .
movements, and our Naval orders to the convoys were changed accormngly

(This was represented‘to t.he Commxttee as another well-kept COMINT secret

and perhaps one of the most sensitive -« aptly reinforced by results of post-

A Qf N war mvesuganons of captured. Germa.n documents showmg that the Nazis con-

8 * tinued to alame their high U-boat losses on some hypothecated Allied i{nvention -

for direction-fi.nding the source of U-boat emissions. The Committee,

}J___ however, found much of the story ox our COMINI‘ based antx U boat campaig‘z
=, pread out in detail in the May, 1952, edztlon of ““The Reader s ngest" .

publ'catmn with a cxrculatxon of 15,000, 000 The Cornmlttee could not avoid

-

&, ]

B some Specu‘ahon as to the nature of otner “well kept COMINT secrets’’ that
J--were confi ded to it in in camera.) - '

E-JJA In the war on la.nd COMINT did even better. It read Rommel’s mtentions
a B in Africa. so wel.l that the Deserz Fox c'uessed the truth; he -onﬁded his sus-

B picions to ?erhr_x, only to be told by the Gzrman High Command that such things

{




A RN Rt apapy.. COMINT also helped to trace

tf-.e transfer. of Gefman forces b”etwegn the Eastern and Westei'n Fronts-and

.
— v e, g%,
0

Before D-Day in'i‘rance, COMINT furnished several of Von Rundstedt’s

eriodic¢ app:als:ils of the situaticn for the High Command, showing where he

theught the main attack would come, as well as some of Berlin’s replies

h

AT

ignoring Von Rundstedf’s good advice, presumably in favor of Hitler Intuition.

)
ve'
R

R
RN
i

G COMINT also contributed Ambassador Oshima’s detailed reports tc Tokyo on

TN

L‘- - his pre-invasion tour of the Channel def=nses, which led, the Committee has

(4

YA

0

&' ';':j.
)

M L)

been. told, to basic revisions in our landing plans. After the assault was
G launched, COMINT supplied a. large quantity of battle reports and battle orders
E] on every level frem the OKW itself down to the varicus divisions. Throughout
a ‘ the campaign in France and Germany, cur estimates of enemy troop strengtis,

locations and intenticns were based more cn COMMNT than on any other source.

COMINT was also the p'nrincipal source of the information used to select
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TStrategic and tactical bombing targets behind German llnes; and it helped - =
us to identify the testing of advanced weapons (such as improved torpedoes
and guided airborne missues) in time to get' our scientists started on suitable

. cournter-measures, thus greatly reducing the ultimate tactical effectiveness

of the exemy’s new developments.
Of course COMINT was nct always a perfect mirror of enemy intentions,
o - . -
We did not intercept all important enemy messages, and we could not always
decrypt the messages we heard. Even when we did intercept and could read,

cur COMINT prdduéers sometimes failed to turn out the messages in time

to be useful. Several significant Japanese messages that could well have

. -—g_"la made the difference in forewarning us cf an impending surprise attack on

Pearl Harber wer.e i;rtercepted frecm November 24, 1941 through December §,
1941, and might haive‘ﬁeen but were nct in fact available to the COMINT con-
sumers until after December 7. At times, the failure to make effective use
of COMINT capabilities was chargeable to those who ““consumed’’ COMINT

and formed intelligence cenclusions from it. The Japanese messages dis-

closing Japan’s decision not to attack Russiz in 1942 were viewed with reserve

by our military planners at the time; those with the responsibility had already o
formed the opposite opinion and rejected the strong COMINT evidence pre-.

sented by G-2 on the ground that it might have been a deliberate Japanese

attempt to deceive us with false messages. ;"a’.\’xlt‘y appreciation of COMINT

- 27 -




their highest diplomatic code and yet were continuing to use it throughout the

world.

Perhaps the most striking tribute to COMINT's value in World War I | ..
ié the remarkable letter written by General Marshall to Governor Dewey' or;

September 2%, 1944, at the height of the Presidential election campaign. This °

' D .letter was written without the knowledge of President Roosevelt or Secretary

E,—\Stimson -- ‘‘without the knowledge of any other person except Admiral King

o (vho concurs).”” The unprecedented nature of this step by a professional

i

w7

soldier reilects the vital importance General Marshall attached to protecting

the security of COMDI’_I‘“source_s. Theé letter is attached as Exhibit D to this

e

~eport. The question of Administration bungling at Pearl Fiarbor was a.xey

D campalign issue. In the-letter, General Marshall }.ﬁ'ged Gevernor Dewey against

taking any steps in the campaign that might-disclose or force the disclosure of
-—our ability to read the Japanese codes. This plea is supported by a detailed

[ recital of specific examples of COMINT’s value in the conduct of the War on '_'

B both fronts, and of the tragic consequences if the Japanese were warned to
’

change their codes.

-3

COMINT’s value today is more difficult to niéasure. In time of peacs -
ﬂ even what we now call peace - day to day knowledge of specific enemy strength

0 ard specific enemy intentions is still of the greatest importance, but COMINT

ﬂ*_ . ' ‘ - 28 -
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in these {ields cannot be of the same speclacular service as COMINT in time

of war; Of course, COMINT could do nothing more valuable then lo forewarn

of 2 Soviet surprise atltack on the free world., but ils ca.pabilitiés on this point
T

emain to be fully teité?s/.'(’commr failed Lo warn us of the atlack on South
- P ’ . . .o R B

Korea Ior 2 variety of reasons on which we comment 1ater S
——— . . (]

LI

.i.\.:.. “'."". -,
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. Another problem for CO]\’L-'\'.L in time of peace is the relative secunt‘y of

-
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they oiten are z2ble lo communica!

on inlerior land li.ne_é, and cannot be heard. There isless pressure on the - .

U COmnumc*ho‘.s ne‘wo;"' the operators.mzXe {ewer mislekes, and COMINT

- . - ‘e

B . hzs z much harder time decrypting whzt there is to hear. As z result, the
Faure ¥ ° -

f\

-
-

[ = intelligence consumers 21so have much greater d'r[z"cu]?y in {itling logether

-

into'z coherent siory t scattered Dils 2nd pieces they receive.{rom the COMI

- - -
- -

-

producers. o 3 .

Nevertheless, the witnesses b-:-!ore our Corﬁmitiee have been unanimous

B in testilying tha' COVINT ra.n.\s as our moest important single source of mtelll-

i'g'ence today. The atiached charls (Exhibits £ and F) show the estimales of }

* 2
* .

the intelligence.agencies as to how much COMINT contributes to our overall

-
- .
. -
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intelligence as compared to othe_'r sourcesgy :.:]1
- . . - - v !

T4

-~‘.In.-submitting
these charts, the Committee stresses that they have been furnished

to. it as

* “estimates enly, and any accurate gercentage allocatiofl is obviously impossible.

A, Also the fact that in seme fields a'high percentagé of our total information comes

~

may be vei'y small, Ne'v‘.ertheless, the charts serve to indicate in a general'way

U the ifnportance which the using agencies ascribe to COMINT sources.

RIS O

S

WAL TT b 3 ) AN L LT AR




> 1 . - . : . e . . - .
= . P . : PRI
A=t . Even these limited and largely low-level sources-provide much valuable
E =~  intelligence. The COMINT consumers have givea the following recent;examples:
- ..
L g .
. b Lo s UG
. ‘. Tee - . . - " "‘ 4 -
', :* o ...
P . -
et A
S -
St - .
t e
- AP ———
- - 5 v ———— - e = o . - " ki c—— -




.

.13

)

1 25T e,

B > ‘.ﬁ"fﬂf:? ot
5 N

2 Sy _ 7

7

)

Lt |




(G

]

-—
—

¢

i T

—




P
>

)
M
[ i

can usually be gathered in'peacetime from a variety of open sources,

. . 2 .  —.
such as ‘raveling businessmen and tourists, American engineers and
e - . . . ST N e e TN
technicians engaged in particular foreign assignments, tachnical
magazizes, railroad timetables, and similar data. But in the case of

the Soviet Union these sources are now virtuaily ncn-available., X9,
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{3 " gence conclusions based on such material contain ample margins of error; =
n unless prozessed carefully, they can become ultimate assumptions piled oxfi a
1 . : ’ ! .
= pumber of preceding assumptions. . -
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Mistakes can be and often are rnadé cn any of these points, particularly

by analysts whe lack a background of long COMINT experience. In batile, the
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"™ Whether the margia of error is small or large today, it is apt to increase .
o3 : . : :

‘_} ﬁgeomgtrically as time passes, until something more solid than &

comes along as a check on our mounting accumulation ' .
0 of a§sgmptxons. A ROE R
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patient watch over these sources can preduce three results of enormous value

upcx the approach of general war.
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COMINT was mined from.a rich ore in World War II. Today, the ore

(23 3 .-

being processed is of far lower grade, Large.volumes of materiais are being

nandled, and the refining process is complicated in the extreme. Costs-of

-

.

n ogeration are high. New veins of ore need to be unearthed, and the costs of :

[

| . =
exploration are also high. If the new veins are to be opened up, part of the =
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present operation may have to be sacrificed, Whether richer ore will be =

(=]

discovered, and whethér the operation can keep in the black meanwhile, depend

primarily on the skill and efficiency of the management.
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The present organization of U. S. COMINT activities includes four

W

-

principal producing agencies, six principal consuming agencies and two prin-

)

cipal coordinating bodies. All of the four priacipal COMINT producing a.gencies.‘

-
-

-‘.7‘3 - . are within the Department of Defense. These agencies,' and their positions T
= B’ within the Department, are as fclic;wsi . " .
: 8 1. Wi{:hi:-. the Army, the Army Security Agency (ASA), the . —
' 3 ﬂ7\ commandingipificer' of which i.s respensible to the Assistant Chief A

:: ' of Staff, G-2, who is .the pr;ncip:'d intelligence staif officer of the : _:
: '-’ Chief of Staff, Us S. Army. o B : o oG
D .é-‘;“"Withir:’;t'he Navy Department, the Naval Security Group,"; S T
' the chief of wh-{éh is respcnsible t6 the Director of Naval Communi- - )
catiorns, who.i:'zi%urn ;s responsible to the Chief of Naval Operations. '
3. Within the Department of the Air Force, the Air Forces
Security Services (AFSS), the commasiding cfficer of which is -

responsible to the Chief of Staff, USAF. . ' | .
: . 4. Within the Defease Department, the Armed Forces Security
Agency (AFSA), the commanding officer.of which is dlrectly respon-

sible to the Joint Chiefs of Staff.
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The six principal COMINT consuming agencies are the Military Int.e"lli- - :.
gence Division of the Army, the Oifice of Naval Intelligence within the Navy, )
the Air Force Intelligence Divisicn, the Office of Research and Intelligence

of the State Department, the Central Inteliigence Agency, and the Federal Bureau

oi Investigatiocn. Au_-"of these agencies receive COMINT material from the .

.
e t

COMINT‘preducing -&géﬁ :iés and them_sglves collate and evaluate such material.
The customers of tl".'e:se six intelligeﬁce producing agenc.ies réceive their prod-—r
uct, which in some é:":i's,es consists of Br contains COMINT and in othar cases
has been prepared a'.;;;".ainst the backgfouhd of COMINT. o

The two principal C.OM]NT cocordinating bodies a:é the United States .
Communications Intel;igence Board (USCIB) and the Axmed Forces Sécurity

Agency Council (AFSAC). From the point of view of organizaticnal position

within the Executive Branch of the Government, USCIB is the highest U. S.

(-

COMINT body. As indicated in Part I, USCIB was the outgrowth of a long

historical development in the cocrdinaticn of COMINT activities and now exists

under National Security Council Intelligence Directive No. §, issued on July 1,

(e R o

1648 (ia its present form attached as Exhibit C). That directive establishes
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the Board. to be composed of ‘‘not to exceed’’ two members each from the

Departments of State, the Army, the Navy, the Air Force, the Central Intelli- j

=

gence Agency, and the Federal Bureau of Investigation. (FBI was added in

4

March, '1950). The Board may act only unanimously; when it fails to reach a

|

decision, it is required to refer the niatter to the National Security Council, -
D provided that il unanimity is not re.ac'hed among the military depart.ments of the -
R Départment of ﬁefense, the Board shail first presant th.e .problern'to tl';e Sec-
N - - _
- rletary of Defense. | . )
8 The functions of ffie _Board are stated in paragraph 1 of the Directive as
1 follows: Coe ‘ : ' . C e )
-"‘ (1)' ““to effe_&_t the authoritative coordination of Communi.cétions - T
T Intelligence acti*:y';ft'iés of the Government’’ and, .
- (2) ““to advise the Director of Central Intelligence in those matters

? D — in the fi;ald of Communications Intelligence for 'which he is responsible.”
;.-';;; Lf' This ;s weak and unsatisfaf:tc::y language. With respect to the first . -—-

. function, the word ‘‘coordinate’’ ordinarily means to bring into common action

or harmenize, but the preceding werd ‘‘authoritative’ appears to indicate some
greater power. Yet the requirement of unanimity precludes any greater power.
With respect to the second function, although the Board is charged with the dquty

of advising the Director of Central Intelligence in those matters in the field of

e reess meaye
MR -k L O 4
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graph 6 of the Directive expressly provides that all other orders, directives,

policies or recommendations of the Executive Branch relating to intelligence

shall be inapplicable to communications intellizence. Accordingly, the second
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function can'at the most mean that the Board is to_advise the Director of Central

intelligence on these COMINT matters concerning which he in turn i{s respon-.
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sible under the National Security Act for advising and making recommendations
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i In the final adﬂaly:.é"'is, therefore, the only {unctions given to the Board are —
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to attzmpt to coordinite, with unanimous agreement, the communications intelli-

o

h
i

* gence activities of the member agencies, Even these functions are limited by

2~ paragraph 10 of the Directive which provides that the Board ‘‘shall leave the’
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internal administration and operation of Commuaications Intelligence activities

e

3

to the member departments or agencies.”” This limitation seems designed to

insure that'in the field of actusl production of COMINT (i.e., interception,

0

decoding, trz.nslatihg and preparation of COMINT reports), :he Board shall net -

_ - ' _ .
: H have even the ccordinating and advisery functions set forth in paragraph 1 of
: the Directive. Thus, the proposed mova ¢f AFSA to Fort Knex, Kentucky was -~

appareatlly coasidered by the military a question solely for decision by the
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Departmes=t of Delense aad beyoad the preovince ¢f USCIB. )

Thé Board has twelve members. Each military sexvice is representad
by its chief intelligence oificer and by the chief of its COMINT producing agency,
the Ceatral Iatelligence Agency by its Dir'.'ecto:' and an Assistant Director, the
State Depastmeat by the Special Assistant for -Intelli.ge::ée and his principal
COMINT assistant,‘ and the Federal Bureau of Iavestigation by two represent-

atives of the Director. The Director cf AFSA is not 2 member of the Beacd, but

7~ »

acts z3s its “‘Coordinater,”” or executive agent, The ¢hairmanship is rotated

annually. The Beard heélds tegulas menthly meetings and interim meetings when

requested by any member. At its meetings there a~e usually present, in addition

% ‘the thisteen Board membess or persens acting for them, twenty or more other

representatives cf the' member agencies, so that the total aitendance is between

thirty and forty persons. The Board as such has no office, sta‘f or secretariat,

and AFSA provides secretarial service. In additicn to the Board itself, an aggre-
—— . ’
~gate of thirty represeatatives cf the member agencies are members of the three

standing lommittees described below, eash ¢f which meets at least once a month,

but none cf which has any staff or secretz=iat of its owa. . '
3 Otner than for liaisca purpeses abrozad, the eatire USCIB organizaticn
B apparently provic}es nc perscnnei, either member.or staff or secretariat, whese
2 sole o= primary duty is to .t:o::sider or act upcn COMINT matters from the national
: peiat cf view, and it appesss that all of the members of USCIB and its committees
Ll ' '
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;._. as well as its “Cco:dmatc- " 5re pe:sc..s helding full tzme positicas of heavy 2
respeasibility in theis respective organizaticas.
The Board has issued’ eight‘diiectives, which deal caly with its cwn org-.m-.
izaticn and COMINT security standas ds. It has three standmg ccmmxttees, one N
for “intelligezce,’’ one for “se u.1ty," ore fc “co.lateral mformation," and an T
ad hos ‘‘tachnizal’’ ccnmxttee appb..'\tEd ‘oa a pactic cu:-ent problem. Since -
f\the issuaace ¢{ NSCID Ngo. 9, the B.oa.rd has held app;cxi.x_nately sixty meetings.
(- M : . - - -

icates that its acti‘.'ities have been

genze, \:c mattess have beex :eferred to the Natio:\al Security Council fcr failure

to raa:h vaanimity.

’I’hus, the actual cperatica _of USCIB csafirms the vesy limited scope of its
[;:_.'uncticn as préscribed by its cha:tex; axd 'mteﬁpreted by its members. USCIB :;nd
its subccmmittees x.r.c\aubtﬂdly pe*fo*rn valuable a=d necessasy coordinating
D fuacticns iz limited fields, but it is evident that USCIB does not have or ere-ms.e

— a.'.:f pewer ccmparabie with its pesitica at z high ievel in the organizaticn of the

ﬂ Exezutive B~a:.ch It ks been mude clear to the Committee by 2 number of

o

:.m_ i

fUSCIB &5 presently conseived and functioning is an ineffective

n witzesses that ; excegt perhaps

[T
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AFSA was established by Sec;:eta:y of Déila'nse Jechnsen, by a memorandum
dated 20 May 1949 and a Directive (JCS 2010) attached as Exhibit H, which
placed AFSA ““under the diréction and ccatrol cf the Joint Chiefs of Staff.”
its stéted purpcse Vwas.“te provide for the placing uader one authority the

conduct of commuaicaticns iatelligence and communications security activ-
ities . . . within the Nationzl Militury Establishment, except those which are
’ L 4

to be conducted individually by the Departments of the Army, Navy and Air

Ferce.’’ The Directive eaumerates 15 specific functicas of the Director,

Armed Forces Security Agency, of which the most significant for present

purpeses uppear to be (1) ‘‘operaticnal centrol of all AFSA facllities, units and

nilita=y perscanel; and operaticnal and administrative control of all AFSA

civilizan persoarel,”’ (2) p-odusticn ¢f COMINT and conduct of all 6peratior~.s
ne.essacy to such preduction, ‘‘except those cperaticas which . , . are to be
. cenducted iadividually by the Army, Navy or Air Force’’ and (3) accounting

fer, and preparation, preduction, sterage and distribution of all erypto-

matesial for the Armed Forces.

and civilian persennel, including the headcuasters, Army Security Agency. the

Communicaticas Supplemesntary Activity {cf the Navy), and any comparable

organizaticns of the Air Forze, and ‘‘stch cther facilities, units and perscnnel
as the Jcint Chiefs of Staff may determine as aecessary to fulfill the functions

% Nerein assigned.”’
3

vl

Uader the Directive, AFSA censists of such {azilities, units and military .




_' L), Thus, as {far as COMINT is concerned, the functions of AFSA Tre deflined,

)

aot affirmatively, but in terms of what is nct performed by the Army, Navy and

(=3

Air Force. The Directive aifirmatively assigns six missions to the Army, Navy

-ﬂ and Air Fo.rce,.,i::clu.din.g (1) assigning Iaciiitieé and personnel to: AFSA, (2) pro-
‘H viding ‘‘fixed intercept installaticns’’ to be ‘‘manned and administered’’ by the
= Services but to be “opgra;tionally directad’” by AFSA, (3) pi'o;ziding “mopile‘ .
U. intercept facilities’’ for the Services’, to be ‘‘manned, adm.inistered, and oper-
E—:z.\gtionally controllecf” by the iﬁdividual Seryicgs but which “may also be used to
ﬂ perfox:m special missions f{or Af‘SA,” (4) providing communications facilities

required by AFSA a.né:‘(:‘:) to ‘‘continue to be respensible for all such crypto-

(.

logic activities as are required by intra-service or joint needs .., and are

&= 2termined by the Toint Chiefs ¢f Staff not to be the sote responsibility of AFSA."'

—~ The Directlive é;}éo created the Armed Forces Security Agency Council

(ATSAC) (with ten mer}ibers, all of whom are military officers within the
i . |

— —~Department of Defense). The Directive gave AFSAC certain duties to make

o : :

1 ;— recommendations to the Joint Chiefs of Staff in respect of COMINT and to ‘‘deter-

mine and coordinate joint cryptologic nﬁilitary requireménts.” Under the Direc-

98

tive itself, AFSAC is given no actual control cver AFSA or the Director of AFSa,

excent for the cetermination of requicements.

AN
b
I

£

I July 194?, ATFSAC submitted to the Joint Chiefs of Staff two {urther

I"*l‘% py 4 N

{J

N

¥
()

detailed directives with respect to the functions of AFSA, AFSAC, and the

3
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irectcr of AFSA, stating that they were submitted “‘pursua=t to the directive

by the Secretury of Defense in _t.he_ é.pgg:iaix to JCS 2010, to prepare for approval

by the Joint Chiefs of Staff -~ (1) :fdraft"cha:}:e: for the Armed Forces Communi- °

cations Intalligence Advisory Council (AFCIAC); and (2) a draft directive to the

Torcezs Security Agency (AFSA).” _While it is nct readily -
apparent why ‘such documeats were prep:;:ed for the Joint Chiefs of Staff except l‘ﬁ
pernaps the necessity to g.mpli.fy thg directive of the Secretary of Defense, the --
results unquesticaabiy altered the arrangements set {crth in that directive, spec-

tfically with respest tc the authority of the Director of AFSA vis-a-vis the Service

V] -

agencies and AFSAC. ™ ‘ . By
g The draft chartar for AFSA and the drait directive to the Director of AFSA

Cragere ap;;:c.vec.‘by .:he:?-Ieipt Chiefs of Staff on | September 1949, The charter for

s

AFSAC designates mé?bgdj as ‘‘the agency of the Jcint Chiefs of Staff charged -

with insuring the m’osé effective operation’’ of AFSA and gives AFSAC the

Af_unctions ‘0 ‘‘determine 'policies,- operating plans and doctrines’’ for AFSA in -
its prod}xcfion of COMINT; to “‘coordinate and review’’ the Service-operated
COMINT iacil.itiy_z_s; to recomrqénd to the Joint Chiefs of Staff the facilities,
perscnn.el, and f'i’sca.l and logistic support to be provided by the Services to AFSA
o.r: tae 'a.-;.sis_of__.requirements determined by the Direactor of AFéA;- and to forward
0 the Dired"tar?qi ATSA ‘“for implementatica, without reference to the Joiat Chiels

. .. - . .
of Staif, its unanimous decisions ocn matters which it determsines not to invoeive

- 49 - ' ‘
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Liz "

- :"wes in major policies, . . ' It w1ll be seen that for all practlczl purposes

[! the directive made A: SAC (wmch is nothmg e\cept a committee nyade up of . =

B the three Services) the boss cf AFSA, which in tura is conpletely dependent upon -

B the three Service orvamzatxons for all its communications and practxcally all of .

— its collection of COVI— T The pattern was not umfxcatmn under a single con.rol

L_i but rather 3 cornbm.;tmn of limited functxons under the three ~-headed control of | B

ﬂ the combu'u“= agencies. ' _ -
Ry The dizective of the Joint Chiefs of Staff to the Director, AFSA, c-omplemenis

{"i the charter of AT AC by providing that the Director of AFSA will implement, N

= without reference to the Jeint Chiefs of Staff, unanimous reconmendations of

AFSAC which are determmed by AHFSAC not to mvolve changes in ma.]or policies.
= .

né d1r°cuvn further provxdes that all AFSA CO‘vI INT activities of unique or,.

B rnc.nal intarest to any one service wxu insofar as practicanle, be carried out
iﬂ

under the immediate direction of AFSA personnel of the Servxce concerned, and

o

L:,,.tha.t AFSA wxll provide for a full-time Deputy Director from each Service.

‘U—' Toe dire_cr.ive further restates the responsibilities of the Director, AFSA, and

U . of the Services at _greaj: length, Wwith repeated emphasis upon the position of AFSAC.
| Under the above directives the COMINT functions of AFSA are defined only

in terms of what the Services are not to do, and the COMINT functions-of the

[

'_! Services, other than intercept, are not defined but left to the Joiat Chiefs of Stail
G to determine. As more fully explained in Part IV of this Report, the Joint Chiefs
B“" - 50
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.-f Staff have nct made any clear-cut or definitive determinatica, and the actual

. divisicn c¢f respensibilities has been and centinues io be'rgached through nego- =
D tistions among the various Service ciganizaticns and AFSA. '
E! AFSAC ccasists of the Director of AFSA‘ as permanent chairman, the two .
- USCIB members {rom each of the Services, and one acditional member {rom each

U Seﬁice, or I tctal membership of ten. Attendance at meetings usually approx-

Cj imates 30 perscds. It has two standing cor.nmit'tees, one of which coordinates, -
ﬁ?\ technical COMWT-matters amcng the member agencies and the cther of which

: cccrdinates the intelligence requirements of the Military Services for COMINT.

dJ I;ike GSCTS it has no Staff or secretariat of its own, and all of its members

‘{:' have {yll timemilita:% ;r;sitions of heavy responsibility in their rgspe.éti;'e '.:

A review cf the m’inutes cf the thirty-five meetings of AFSAC {rom its

(=]

crganizaticn in July, 1949 uatil the end of 195 indicates that its activities fall

.

—~ into three principal categories: the lcgistic support for AFSA, the relaticns

3

~— aad divisicns of respoasibility between AFSA and the three Service COMINT

ol

orgadizations, and a variety of matters iavélving commuricaticas Security aid
! .
: COMINT production preblems cf & tecl-.;ical aature. The activities of AFSAC
u taus are cf o didlerent scepe and nature than the zctivities ¢f USCIB.
S The aegotiaticns among the'Services and AFSA with respect to the divi-
ﬂ 5ien ¢ respeasibilities ameng the three Service COMINT preducing a'genc“ies




operaticnal autonomy of the individual Se":'vi;ée organizations and relate to
- three principal matters: (1) intercept, (2) pr_bc%singhf intercepted trafiic
(i.e., cryptanalysis, traific~analysis, decoding, translation), and (3) the relatioas

among the Services and ArSA {n theaters of operations. The present division

of responsibility with respect to each of these fields is the result of pratractad

negotiations over the period of more than two and a half years since AFSA was

established. Such fxegotiations have absorbed a substantial portion of the time

and energies of the principal officials of the four producing agencies. )

These and o’t_her,‘%spects of the actual working-out in practice of the USCI3
Chartalr (NSCID No. 9) and the AFSA Charters (JCS 2010 and 2010/6) are de~

Ascrioed in the succee.'v;_i;_ing Part IV of this Report.,
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* . HOW THE PRESENT ORGANIZATION OPERATES. .
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FREX el ) P'art' I, we haw;e outlined the cox;.:munications intéuigence organi- E g:_
..] zation as it_was c:é;ied by the USCIB Charter and JCS 2010..fThat autline - =
: is in part a';};leton; a useful picture of the flesh and blood org;nizatic;n _ ._:
— ‘requires a statement as to how its normal daﬁy o;;erations aré being con- ‘ :
- 3 ) ductad. O-n_ly by following the ‘“‘production-line’’ of COMINT down to the -
: -} delivery of the finishéd pi'oduct ca;n we learn how this paper organization has. _‘
4 : functioned in facg,'}md understand the organizational and operating prpblefns. ’
L\,?—\ In this Part fV, we attempt to show hew the COMINT organization created -
:' by the USCIB Cha.rte; and JCS 2010 ‘actua.lly operates in the fields of inter- . '
5 :] cept, priorities, prod;._e.ssing, dissemination to consumer agencies and use in _1
7 ___,,;_ic:eating intell?gence,;;ﬁryp'to.graphy', and s_egu:ity. g ' ) .' ’ --.
"= &FSize and Cost N o
::’ “The Committee h;:s felt that -;t would be helpful to these reading this
] . Reportto haye._é_._ rough estimate: of the am.ount that the Goverament is spend-
lf::‘ ir}g annually in the production of conim{micatians-zntemgence. However, we
have found that it is impossible to give any complately accuraie figures. .
This'results from the fact that great masses of the personnel involved belong
to the three Services, and that a large amouat of the work and effort which
goes. into the g\roduction gi ,gomp;unicaticns mtelligencé_ is the product of -
Service person;el and. equ{pment which azl'e.‘-a.lso éngaged in other duties and
functions, .::_- . . " . -
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o .
\ f . The Committee has, however, obtained from AFSA and other sources
: certain estimates and data which it believes are suﬁ'i;iently informative to
J | merit reprocuction here, even though some of them may be onfy little bettar
. j i‘..han informed guesses. A breakdown of this material by major categories
,-—; appears on the following pages. Many of the expense figures are nacessarily
) : only estimates of the proper allocation of various indirect support coéts,
J such as military pay and maintenance and the very considerable cost of
B :?'\ passing raw COMINT t.rdnc through cur. mxhtary commuaications networks.
B The Commiitee emphasizes that it has not attempted to make anything re-
‘_J_l sembling a cost accounting analysis. It believes that the summary given
i-“ furrishes a reasonable approximation of the amount that we are spending to
S e
( __{‘ "._cquire and process commu'ucatxons mteuwence The summary does not

I include any estimate of the amounts expended by the various departments and

agencies in analyzing, utilizing and distributing the intelligence summaries

3
: ™ = which are based in whole or in part on COMINT.
S .
‘5" Intercept
; Under the 1949 directive of the Secretary of Defense referred to above
= (JCS 2010), each of the Services is responsible for providing intercept
LI | .
. | N
™ facilities for its own use and to serve AFSA. The only criterion provided
..! in the directive for the allocation of intercept facilities between the Service
i organizations and AFSA is that ‘‘fixed intercept installations will be manned

)

e [Text resumed on page 57/
- 54 -
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and administered by the Service providing them’’ but will be ‘‘operationally
directed’’ by AFS4, and that ““mobile ix_‘.t.gr_cgpt facilities’’ required by the
respective Services will be ;;Eahﬁa'mmstgred and operationally co.n...
trolled’ by the individua.l. Service but ‘‘roay ‘also be used to perform special
missions {or AFSA as requestad by the Director théreqf.“

’I‘.he subsequent directive-of the Joint Chiefs of Staff establishing AFSA
did not further defige the responsibilities for intercept, but merely stated,
‘‘Litercept - as indicated in JCS gOIOs",lijhe first relevant Joint Chiefs of
Staif directive (ICS 2010/10, dated 25 October 1849), ‘stated that “‘operationl

o - ~

o st ey AT Syt s - . . .
conirol’’ of % SR s e S ixed intercept stations should be

= vesied in the Director of AFSA. The accompanying pipers emphasized that

—
:-.is was an ‘“‘initial’’ allocation of units ‘‘engaged primarily in support of the

functions of ATSA,’’ but did not state the functions of AFSA except by refer-
ence to the pre'}ious directives, which had not defined the functions of AFSA.

The_theory of JCS 2010 seems to have been that ‘‘fixed’’ intercept facil-

Ry

ities are most suitable for performance of AFSA’s undefined mission and

that “‘mobile’’ facilities are most suitable for the performance of the unde-

.-

fired Service missions. It appears, however, that in most cases the actual
physical nature of an intercept facility as being ““Iixed’’ or ‘‘mobile’’ has

little relation to the adaptability of that facility to perform missions for AFSa

or {or a Service. The test set up in the directive is also impractical because

-
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)i the difficuity of determining whether any givan intercept {acilitics are in

P

fact fixed or mobile. For e.\a.:nple, the Air Force designates all of its iater-
' ce‘,t facilities as ”mobxle" a.lt‘moug‘i we are informed, ma.:xy of such facilities

are as pnysiczlly £uaq in location as {acilities of the Ar...y and Navy which are

designatad by them as {ixed. ;

13

-
As of Apnl 10, 1832, -thé th.ree Se'-m..e's 224 in operation an a.,,;rega.te of*
.‘\‘
N .

M 3 3
- o

of w}ncl'

""')

f\cmt ol c! AFSA. The Army’s intercept f’aczh..zes inc udem mtercept sta-

= mterceps'u...ts (ca.lled Radio 'Raconn issance Compames) h.;vx..g a total of%

j W The Navy hadm intercept st txons with "' :

—
3¥hi0bile units with $

u Mobile and other intetéept units w1tn an aggregate of a*:'v@f%‘s;f;;i As of that

g e
oo

date, %ﬂmﬂ@w»’ at the mmte:cept stations of the Army

D.;—. and Navy (including all of the Army positions)

e Bl

«::h‘*“*—‘»-
] ‘.-—..& ‘r'

were under the operational
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. assigned to the operational direction of AFSA pursuant to an agreement be-

-

tween AFSA and the ‘Air Force Security Service (AFSS) entered into on

3

_November 16, 1951, providing that AFSA and AFSS ‘‘will each kave exclusive

(3

itask assignments on 50% of all AFSS intercépt positions.’”” Eowever, under
D ~ the agreemeat AFSA may now assign ‘“‘non-Air missions’’ to a max;mum of
two positions. The agreement provides that this maximum will be increased
by mutual agreement.as the total number of ALir Force pﬁsitions increase., It
':%\ should be noted that all arrangements between AFSA and any of the Service
- B COMINT organizations in the allocation of positions not designated by the
—_ Service as ‘“fixed’’ have had to be effected by negotiatad ‘“agreements.”’ An
irhportant aspect of the process of operating through long and painful nego- :

- - -:tiations is that, should a negotiated arrangement prove wrong or unworkable,

e
)

\1 (o T i B OO
1

or should circumstances change, further negotiations are required to annul ;

it and then to make a fresh start.

Each of the Services is now carrying forward a program of expansion

—,

of {ts intercept facilities under authorization of the Joint Chiefs of Staff

I I

(JCs 2010/46, dated 6 November 1951), pursuant to which ReRuiRENAy

o

Within each Service, all intercept facilities have been kept subject to

-t ‘the command of the Service COMINT organization, rather than being assigned

L | N




% theatar or tactical commands. The Army Security Ageacy (ASA) has two
principal oversazs heacquas ters ASA, Europe, and ASA, Pacifie, each of
wiich co-unmas all fixed and mcbxle intercept facilities of the Army mtbin

its geographnic area but has workmg relatxo-xs with the theater co-unancer to

supply his local COMINT reeds. All of the Navy intercept facilities are under

the direct command of the Washington heacdquarters of the Naval Security

CGroup. Air Force interzept facilities are under the direct command of the
7

Jrooxs Tield, Texas, heaaquaters of the Air Force Security Service and its

subordinate Security G;.qups.

No intercept faci.‘;itigs are “:zs'signed" to AFSA for ‘‘command,”” but’

‘_,f'\ach Servv'e ha.s worked out with A: SA an ac"'eement as to  how the command

q.-

action of that Service over its intercept facumes shall'be reconciled with
/
‘‘operational du'ecszm”"oy AFSA. Extensive necro..xat1o'15 have beea held

.

: . between AFSA and the respective Services as to whether AFSA’s operational
2 [N

‘ LY

é%

3

’
-~

rection of Service Intercept facilities will be eterczsed through general
intercept requirements transmitted to the headquarters of the Servtce organ-~

] — ization, or through detailed assio'nments so {ransmitted, or by dxrectxo'zs sent

.
-

By AFSA, either in its name or the name of the Service CC\IR\"I‘ commn.nder,
directly to the lutercept station. It would serve no usefal purpose in thxs

Reporet to detail tr:e nagoiiations on this 'natter and its pre:ent status, but the
Teal amount of iime absorbed by and szg'n.fxca.nce attached to such arr a.nge-

“Jients are -xotec as a comamentary upon the present COMINT organization.
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It should be helpiul,-at this ‘stage, to illustrate how the exemption of .

particular Service intercept faciiities from AFSA's ‘“‘gperational direction” )

- . -

aifectad the employment of our total intercept capabilities. %

has
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X among the Services and AFSA led to 2 number of wasteful and inei‘ﬁcient
?, t ° : o C e . .
1
. "j pracuces. The Army (nSAPAC) 2nd Air rorce (AFSS) umls in the theater
: - T
: r;-‘s?;':qe*:-*g:xw ;‘-:-: IR EA g*§3'1'=.-;a§ R
R T N e e SN S e R RIS S T
: A S N A O o et '. ™
- N L “:'-,\‘-.:."w" TR ey Sar s e ey -
" g Sy ““““-“-'-‘:‘-‘*&— i‘é-x—“;:?;&:*vr*ﬁf-,itev.-u&"i’ Q2o »t-g-_‘i..c. ;
. . - " )
e n e T . X
. PRI ?W';’%*‘il-r"‘-". v, Desbpite the urrent recommendations of an AFSA

!':T\team (which visited the thezter at the invilation of General Macarthur’s. . =

s 3 Leadquarters) that ASAP C and AFSS divide and coordinate their efforts by
. zgreement, the duplication continued Ior 2n zdditional yea; until nSADAC
.

é] .. . . . IS f - \J‘L\L&Q'Qé et "L?(‘»CJ\'_‘ N
—-\/{\vclumz_nly iscontma"o its own efforts S{en both problems in Mzarch of 1852. fe ;

) .. - .. *—‘* .
{-. . s s e ""T‘."
Similarly, ATSA re.co:'nmenceo in the Spring of 195 }*: 2

LS

2t were ur gently neeceo 2nd could not be achieved with
c S - :
g facilities possessed by any one Serv:ce.‘ The Commitiee is advised that this
= N : Y v ' -
; single znd oovious step was DOL 2dopied until this Sprmg, more inzn 2 year

ecommencation was made. And todzy, ce

-

“
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|
|
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e proportion under AFSA 0perat}ona1 direction has acmany declined,
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isely makes no provision as to whether such
facilities shall be fi;ed or mcbile cr sh-_all be subject to AFSA or Service

| oparaticnal direction. The Ccemmittee is infcrmed that, in negotiations among
AFSA and the Services leading to suzh authcrizaticx, the understé.ndi:g was

e d
T T i R R L T N
b

p s
reacaec

.
PR - -

negotiators that a certain number of the totzl

y at least some-cf th

authorizad positicns would be deemed to be resarved to the Services for the

—

-/ “direct support of combat commanders’’ and that the remazinder would be

d ceemed available for AFSA requirements. However, the JCS authorization
M contains nothing which prescribes this allocaticn, and it appears difficult’if
] o e . .

not impossible to.maRe any allocaticn ¢ the basis c¢f what s and what is not _
:%" ““direct support of.combat commanders.” Accesdingly, tnder the presant

] _. directives, the futu:éjﬂlccatic:: of intercept facilities’as between AFSA and

- e B - teeTea - PRI . -

‘ »j—- the Service crganizations appears to depend vpon what perticn ¢f such facil-

alsea

! /7 ities shall be fixed or mobile in the case of the'A':m: and the Navy and what

porticn shall be allocated to AFSA by veluntary ag-eerment in the case of the

el

Air Force. Also it appears that the manner of exercise of cperaticnal direc-

tion oy AFSA of such facilities as may be st its dispesal will probably continive
10 be the subject ¢ dispute and protracted negetizticzs.
The feregoing detailed descripticn of the intercept situaticn illustrates

one cf the complex problems which cceupies an incrdinate amcunt of the time
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\ ' T ' -
";nd erergyv of the COMINT organizations.” An eifectively controiled COMINT

3 | . | =
= organization would permit complete flexibility in the use of intercept facil- .
I - 3 LX) . -> » M -*
- ities, having in mind at any time the available traiiic, the intelligence require.’ K
G ments of military and civilian consumers, the nature of the processing re- .
i . quired, the need for speed in a given situation, the-ability to identily targets,
and other pertinent factors. These various factors may change rapidly, : )
i e e
particularly in time of war, and the desired flexibility cannot be achieved v
~ . ...
!:_—\/\. by apolication of the presant arbitrary standards of allocation or through
ﬂ ‘‘negotiations’’ among separate COMINT organizations.

Priorities .

Although t.‘xrou;;hout the CCMINT process the interrelationship of pro-

el L
e e

—isigducers and users is continugus, the consumers first enter at the point where

H they make their COMINT needs known to the producers -- a periodic act of

g instruction known as the ‘‘determination of priorities.”

1

L

r,-"" It is obviously impossible, as well as impractical, to intercept, ana-
HEE A

i

lyze and disseminate to all interested agencies each of the hundreds of

] - thousands of radio messages traveling daily through the air and theoret-

)

-
e

ically available for study. It is necessary, therefore, that machinery exist

[

for datermining the particular channels for particular stbjects o which

N

—

- attzntion is to ve primarily directed. Two committees meet monthly to .
i dddress themselves to the question of determiring the national COMINT

.- =64 -
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First, the USCIB Intelligence-Committee has formal responsibility

for USCI8 COMINT priorities. The Intelligence Commitiee has _i-epre-

—  sentatives frors all member departments and agencies of USCIS: i.e., ONJ,
A , ot s T
1 G-2, A-2, Siate, CIA and F3I, with the chairmanship rotating among these

represeniatives. Voting is done on chart-like forms divided by countries,

and under each country there is a list-of topics previously drafted and agreed

on by the Committee from time to time. The interests in these fopics are
P P

1
.|
."\7,.,
.—\
‘] expressed in terms of the numerals 1 through 3, with 5 the highest. The

-

results of this prefere:itial voting are forwzrded dicectly to DIRAFSA (the

—

3 7

-:irectoz: of the A:med_sP}:rces'Secﬁrity Agency). There is appended as Exhibit

- a. characteristié sample of USCIB intelligence requirements for the month of

‘ j 15 January to l& Febrg;:‘y 1952, It will be seen that these requirements are
broadly-pn-asad, subj‘ect-matter interests o‘f the USCIB intelligence cen™

- 2 : :

' Cftmers, which go not attempt to pinpoint the type ¢f information desired

either by nationality of traffic or by links or frequencies. We believe that in

most cases th.ese priorities are'so broadiy expressed as to be of little vaiut-;

to ATSA. .

The wezknesses of this methed of expressing consumer priorities are

well illustrated oy the USCIB Priority Lists furnished t¢ AFS.-*; during the

sevan months’ period Decémber_ 1949 - June 1950, immediately preceding the
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..nvasion of South Korea. As shown below, the various intelligence agencies

were becoming increasingly concerned during this period a.boug the possi-
bility of a Soviet move against South Korea, and yet this concern ivas never .
tc}ireclly communicated to AFSA through the mechanism of the USCIB Intelli-

gence Requirements Lists:

(@) . . IIII. ”| | | -
R - <
Committee wds the predecessor of the i;resent official inter-
agency Watch Committee presided over by G-2). ‘Téle Com-
miitee had 10 members, 2 each from Army, Navy, Air. Force,
State and CIA. The Committee operated at the COMINT level;
3 of the 10 members had their offices in the consumer Eeach-
- heads at AFSA which are described below.

(b) The Watch Committee did not deal with COMINT exclu-
sively, but examined evidence from all sources so as to select
and identify evefy available means of warning that might indicate- ‘
a Soviet move against the noi:-Soviet world. The Committee’s
minutes for its meeting of April 12, 1950 record only six iiems
of evidence on Soviet intentions, The sixth item was the {ol-
lewing collateral regort:

‘“A report relayed by CinCFE stated that the North
Korean Peoples’ Army will invade South Xorea4n

o 268 -
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June of 1950. Representatives of the Department b} the

Army undertcok to ask for further information on this
subject.”’

(c) This particular report is.not mentioned again in Ehe minut.es
until the meeting held Iuiy 31, 1950, five weeks after the invasion, '
when the Department of the Army _stated that the report ‘‘had
emanated from an Air Force source whose reports wera not given

much reliability by the Air Force.’’ But meanwhile, Korea had con-

-

tinued to hold the attention of‘the Watch Committee, along with a
number of other areas the Committee regarded as sensitive. In the
minutes of the meeting held on June 14, 1950, the following appeafs:

‘A list of sensitive areas for consideration by the Watch
Committee as potential scurces of conflint with the USSR
was presented by the Chairman (a CIA man). These areas,
arranged in the Chairman’s estimate of the o-der of their
explosiveness in the near future (six months to cne year)
are: Indo-China, Berlin and West Germaay, Iran, Yugo-
slavia, South Korea, the Philippines and Japan. Members
of the Watch Committee were asked to present alternative
lists or rearrangements cf this list at the next meeting,

28 June 1950.”” /The invasion occurred en the 25th, and

subsequent minutes do not indicate that the alternative
lists were ever prepared./ '

The above qucted minutes of the Watch Committae indicate that the
consumer agencles had South Xorea 6n their minds, and that at least
the CIA representativa regarded Scuth Xorea as the -Sth most peten-
tial source of conflict with the USSR throughcut the entize world, But

this degree of concern over Kcrea was nevar speciilcally indicated
1

1 ) - 67 ~
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in the USCIB InteUigerice Priorities List.
(d)" The table on the following page sliows the numbe@} of priority
requests by consumer agencies.for traffic.relating to particular areas

of the world during the period December 1949 - June 1950, (During

“these T months, 9 separate lists of ‘mtelligenf:e requirements were sub-

mitted by the USCIB memb'er:s). On the hi‘ghest priority list (List A),
Korea is mentioned only once out of 124 separate specific priority

items, and ran:ks 12th and last.in frequency of mentio.n among the areas
of .the world. On the 2nd priority. list {List B), Korea is mentioned only
5 times out of 277 separate items, and ranks 15th of 18 areas in fre-
quency of mention. On the 3rd priority list (_List C), Korea is mentioned

-

once out of 90 separate items, and is tied {ar.13th and last place in fre-

quency of mention.. As a comparative measure of the importance

. evidently assigned to cocverage of traffic on Kore‘a by the inteliigence
‘agencies, Latin America, whife never mentioned in List A, received 15

_mentions on List B and 25 mentions on List C during the same period.

(e) The above evidence suggests the possibility that the USCIB _
Intelligence Requirements Lists do not accurately reflect the viev?s of
the intelligence agencies themselves as to comnarative priorities, and
it is not sixrprising that the Lists are of such little assistance to AFSA.

[Text resumed- on page 707
-68- '
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FREQUENCIES OF USCIB CONSUMER REQUESTS
FOR TRAFFIC ON KQREA AS SHOWN BY
USCI2 INTELLIGENCE REQUIREMENTS LISTS

(December 1949 - June 1950) ) - -

List A includes those individual subjects considered to be of greatest "
concera to U. S. policy or security. : :

List B includes those individuzl subjects considered to be of high - _.

importance. . : .

List T includes those individual subjects considered to be of considerable h

_interest but of less immediate concern. T

Under each List is shown the number of priority requests by consumer

agencies for traffic relating to each area during the pericd December 1949 -
June 1950: : ' . :
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:;')'-__.'f Smce ihe inlelligence zgencles themselv ‘es failed to commun!cale lo ‘

ATFSA the exlent of Lheu' growing interest in the Korezn problem, 1t : e
/

LR - -

D " AT Sk’s own dlssat‘sfac Son mnh the USCIB mtel‘!gence Requzremenls ’

B’ Lists, 111ush 2led by the Koref_n ep:cooe desrrx‘bpd 2Dove, )ed the Directm of

ATFSA lo prolest {o AFSAC on Auvgust ]8,"1950 that he was in a posi‘don of having

Q%.o direct the inlercept and processing efforts of AFSA without formal inle- :
B grzled guidznce {rom the Ser;ices zs lo Lheir inlenigence requirements. On

}] Oclober 2 1850, A“SAC agr eed lo bsuabl*sh 2 5pec5a1 Intelh ence Reoulre- B

- o« = .e

-

\_m ents Commitlee cons*sdnc oi memb° s of ONI G 2, A 2 and A:Sk Smce

r, .- ) .
. e crediion cf this Cowmzttee, 1t rhzs assuned tb e TESpo 10111"*7 for *-na_‘-'mg

-
-

L intelligance priorit}‘ reccmmen ticns as 1o rmhta.ry t;affic, a2nd .Lhe usciB -

A
ﬂ Iniells gence CC‘nmihED has confined itself pumax]v to non-mili 4_13 traf

.

_f'r‘ : The part-ef the toizl “COMB\'T pie’” availzble lo the USCIS Inle ellicence

.Commitltee for the expression of its priorities is \:.'ha't is known as ‘‘Joint.”’

3 Itiso o : -

rily’ mOn-m ililery trat fic in whnich, however, the intelligence divi-

j sions of ihe Service conpmer*_s cf USCIS hzve an intsrast, For this reason,

.j they participate in the-expressmn of USCIS priormes. The pari of the pie

; éealt with by ihe AFSA'C Intelligence Commitiee {s composed enlirely of

'] ) mllllary traffic In which in the maln the civilizn components cf :SCIB have

>
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> aly a secondary interest, other than to be kept advised of the highlights of

the resulting intelligence.

= ,:] When the. recommendations of the two {ntelligence committees reach

£

DIRAFSA, they are Aacted.upon by the Intercept'Priorities Board (IPB), of

AFSA-02 (the processing center of AFSA). As in.the case of the intelligence

=)

committees, -IPB meets monthly. Its voting memoers. are the heads of the

branches of AFSA-02; its chairman is always the Chief of AFSA-02. The

{""7-\.g:ivilian components of USCIB have no.voting members in IPB but have the
l\ .

3 r-,' right to station observers at its meetings and customarily do so.
(
d :

..-‘_/-\ .::” " . . -
,__‘ont“mly meeting af ‘IP"B,...the. SIPG’s prepare and submit their own recommen-

The IPB, in turn,f-has abaut ten 'SIPG's (Special Intercept Priorities

Groups) set up within i_hl.e #a.rious bra.nc.h_es of AFSA-02, In advance of th

g dations based upon the interests and needs af the processing units. As in the

B

< /"

U

case of the IPB, the civilian agencles participate in the SIPG's through non-

~~-voting observers.
e

>

On the paéis of the priority recommendations received from the two

r~——

Intelligence commitiees and'the various SIPG’s, IPB lays out the actual inter-

22 - cept plan {or the coming Jonth. At this time the total COMINT intercept capa-
E t ) L )
ad
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: a— sviJecommendations received from the c:;n.'.s.uming agencies only in layzng =
N out the intercept plan _for.appr.o:dma.tely. Lw_o-thi.tdé o£..the avallable fatercept :4
{ positions. The remairing intercept posihons follow the priorities lald down T
D for them by the three mintai-y Services. ' . o ) o j
G t will thus bé ;een that ear:h oi tﬁe three military Seﬁices has. abso- | ;
 lute control aver priorities for its own reservad intercept facilities, and that - T
iy

it'is also authorized to make recommendations to. AFSA as to priorities for

E\‘?\the intercept facilities under AFSA control, Within AFSA the military Services

8 have an effective voice, if not absolute controﬁl, over the actual intercept plan

~ latd out by the IPB for the AFSA control stations, through military persohpel

assigred to AFSA wio happer to serve as.members of IPB,

__,,—q . b

._. The civilian consumer agencies are therefore at a substantizl disad-

a vantage {n determining Er-.ltercept prio.ri.ties. With respect to the one-third of
the total intercept capab'-i].i:ty reserved by the thx:ee military Services, the
.é,'_'.—_.-__ci'."ilian agencies have no right even to_make priﬁrity recommendations. With

i.f' respect to the ‘‘Joint'’ (but not the .mﬂita.t"y) portion of the qemaining twa-

. thirds of the intercept more or less controlled by AFSA, the civilian agencies

3

are permitted to make priority recommendations, in coniunction with the

Services, but, since they do not assign personnel to serve undes AYSA command

(as the military Servicas do), they do not sit on the AFSA Beard (IPB) which

. - f
- . 4 - R
considers tie various recommendationseagd which 'makes the decisions. -

- o © 12 -

-~ - . m- < e cmue . — e - — -
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It {s a natural consequénce of this arrangemenit‘ th.:;‘t, in the optnion of -
the civilla.ri agencieé, an Intercept Priorities Board composéd wholly of

" employees of the Departn;en; of Defense tends to place undue emphasis on
‘priority recommendations made by the military Servicés, as cbmpared to .

those made by the civilian consumers. Thus the State.Depa:t_ment represen-

tatives have advised thi§-_Committee th

increase in the numbe_} of intercept positions available to AFSA, both the.

e .
s

= percentage and the absolute number of positionsdsSSecss

consideration the SR aanre sawsy reserved for and operated by the
- : T g
a military Services, rather thali AFSA. =~ | -
— Once the actual priorities for a given month are set in terms of sub-

o Lo .":-: ) .
E_ stantive requirements, it is necessary to translate them into the ‘‘profes-

I3 - P-'.'- * )} -~ 3 -
sional’*terms required by intarcept station practices.

-




for the benelit of intercept eperators is.done by AFSA-28, the Intercept

Division of the Collection Group of AFSA. As a result of this tranalation into ot

P o e g “’ FXxs \;ﬂ‘ «._‘_.__ .

assizned along with that number which is preferred, because of ionospheric

D\ and other technical complicatiorr‘s—'ivhich may make it

necessar

B Processing .

After the raw maferial is intercepted, it is returned to AFSA and to the

g .t .
T lecrypting units of the three Services according to current instructions, which

-

vary with the type of traific. o

a. Processing as between the Service uaits and AFSA

=3 23

r;——* The allocatioa of responsibility for pfocessing traffic as

) between the Service units and AFSA has proved as coatroversial

L

and difficult as the parzillel problem cf intercapt alraady men-

tioned. The 1949 diractive of the Secretary of Deleasa provided

£33

no criterion for allocaticn of respeasibility feor processing. The

)

directive cf the JCS to AFSA states that the Services shall be
G responsiole for precessing ‘‘as needed for intercept ceatrol and

L"-"'; . " 74 -




combat intelligence,’’ but that ‘““Exploitation by each Service

L@;}‘J s 111

applies only to material of operational interest to that Service’’

and ‘“will not entail undesirable duplication.’”” The ‘“‘initial

composition’’ of AFSA prescribed By‘ JCsS 2010/10 placed"under

* AR TSI AU o f Sy T - ey

the direction of AFSA portions of the Army and Navy processing

organizations, but did not limit the right of the Services to engage
in processing with any retained or new personnel.

\ At preseni neither the Army or the Navy maintains any pro-"

.2 . . N

f' . ce'ssing unit in the conti.n_éntal Unitéd Statés, but-the Air Force

- maintains 2 processing un

it at Brooks Field, Texas,

o . o e
It is clear that-EETSRy w2
field processing centers, because of the time element, because of

special direct support requirements for certain military operations,
‘znd-beczuse-znyeifort-to-concentrate-all processing at-AFSA.would. .

produce such overcrowding of telecommunications circaits as to be
A ,

unworkable. The processing at the Service ceaters conmsists mostly

PR e - e LS Ny
PRI A e

must.always. be.done in.the __ _,

-
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SRRy But d;aspite agreement on this general principle, AFSA
and the Services have had a good deal of difficulty reaching an
understanding as to where the line of processing responsibility
should be drawn between them and bet:ween the Services themselves,

. As betweex_'i AFSA and the Air Force, the debate continued fo'r
more than two years.- Eventually, the division of responsibility for
processing was set forth. in a so-called ‘“reporting agreement’’

. P

dated December 13, 1951 and accepted by AFSA on February 8, 1952,
which contemplates three levels of processing,.first at the point of
intercapt, second at the theater level and third by AFSA and AFSS.
Although the wording of this agreermeat is In some raspects ambig-
uous and its actual application has not yet teen tes'za;d, the nrinciple
of anocatior.a appears to be that processing which can e accomplished |
efféctively within twenty-four hours aiter intercept shall b.?; done at

-6 -



the point of intercept within the theater, that further processing

which can be done within forty-eight hours shall be done at the

theater level, and that all other processing shall normally be done

within the continental United States, with AFSA performing the
COMINT processing ancf ATFSS performing certain reporting and
) “uniq‘z.x'g technical support’’ functions, thé exact nature of which is '

not eriiirely cMar. This agreement thus appears to reflect to some

+

extent a recognition that the processing of intercepted traffic shall

be accompiishe}i at the most forward locatigns at which the desired

speed can be aéiieved and shall otherwise be performed by AFSA u

CZI][T.J?[:ZIF:J{IJ

rather than a Service organjzation.

As betwéen AFSA and the Army and the Navy, no written agree-

3
&y

ment exists as to the allocation of processing responsibility. Neither

3

. the Army nor the Navy has at any time since the organization of AFSA

L3

) .

undertaken to establish processing units within the United States, but

9

the Army has on various occasions strongly asserted its right to do

" se. The division of processing responsibility between ATSA and the

)
‘v

. Army and the Navy {ield procassing units has, we understand, involved

less controversy than the relations with the Air Force, and has been

reached through frequent liaison and close cooperation.®

M 3 o)

* For example, Navy processing a%is currentiy under the
operational direction of AFSA.

J

D)
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In general, the Army and the \Iavy field units have periorned such
processing as can be done with speed and efficiency within the theat=r

to provide information for the theater commander on the basis of

KL ]

technical assistance brovided by AFSA.
As in the case of intercept, however, tﬁére has been a certain
amount of duplicaticn of processing effort between the military Serv'ic,es

themselves, best illustrated by the previously mentioned duplication

of effort between the Army and Air Force units M
M\ﬂth the result that neither unit

was able to accomplish complete analysis cn either problem. An AFSA

-

mm?m@:mm

team was invited to study this problem and coacluded that 2 much

- greater degree of success could be achieved cnm '
. G ' eI { the Army and Air Force units would divide and coor-

dinate their efforts by agreement. Despite such a recommendation by

r/rf— ~ AFSA in the Spring of 1951, duplication ccntmued until March, 1832,
L.’" ‘.when the Army umt voluntarny abandoned t.he entire field to the Alr
U Forca.
. B . As.in the case cf iaterczent, the general principle has been
followed in processing that each Service organization is cencerned
D primarily with the iraffic of the same Service of the ‘_‘enemy” nation.
d

The soundness cf this £undam_erital premise depends upczi-:the particular

N - 78
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nature of the ‘‘enemy’’ traffic and also upon the organization of our
own military forces for operations. Although no serious difficulty
appears to have arisen to date, it may be questioned whe:her enemy
military traffic can always be divided effectively on the basis of
'three Service organizations, whether for the purpose of intercept,
..or for thé processing purposes of traﬁ.ic analysis a;xd cryptanalysis.
'Also,-under our own present concept of unified commands in theaters
of operations, the premise th;t any U, S. military Service has a pe-
cullar command responsibility for deriving COMINT from the traffic
of its ‘“‘enemy’’ counterpart Service appears of doubtjful validity.
Considerations such as these have led to extensive negoti-
ations among the Services components of AFSA with a view to the
establishment of a so-‘ca.lled ‘‘global COMINT organization." In
_ general it has been the position of AFSA in such negotlatlons that
COMINT activities require coordination within any theater' similar
to the coordination within the continental United St_ates through AFSA.
. In general again, the Services have opposed any such co-ncept. as {ncon-
sisten't with normal command ralationships and with the 'responsibility
of each Service to provide combat intelligence for its own operations.
The only'tapgible outcome to date of the extensive negotiations with
regard to the so-calied “‘global COMI‘NT organization” has been the
-79 -
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22NN -1 ¢ provide technical Support to service COMINT
activities within the area. Each of the three Service COMINT organ-
izations, however, continues to maintain its own COMINT organ-
ization within the theater,

Although the Services have tended in cppose the establish-
ment of any AFSA field activity as being inconsistent with normal
command relaticnships, we unders.tand that each Service has
utilized a vertical command organization for its-.cwn COMINT
activities, regardless of the fact that such organization likewise
appears inconsistent with normal command re‘atmnshxps in theaters
of operation and results in the presence in each theater of two or
three separate COMINT agencies reporting directly to their respec-
tive Service COMINT organizations in the coatinantal United States,

b. Prccéssing within AFSA

AFSA eventually receives, aither by telecommunication or

€
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. raw traffic intercepted anywhere. While the Services and AFSA

‘Army 44%, Navy'3é%,.a.n_d Air Force 18%. These a.rg.la;:gely the

by pouch according to urgency, one copy at least of every item of -

o ma e s e e cremm g

are often in disagrée.ment as to the division of processing respon-

sibilities, there is considerable team-work in the matter of sending

raw traffic around. Service communications networks are currently

handling AFSA’s raw traffic requirements in the following proportion: - 4‘

. 1 L : - '
same networks upon which the Services must rely not only for the
passing of their-own COMINT traific but also for their overall
communications of ‘2 general naturs
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How to di\;i‘de AFS;k’s re- °

tion is a pgoblem that is more perplexing in the COMINT {iald
than is the compararle {ssce so frequently found in privats
industry. To add to the difiiculty, AFSA’'s manpower potential

S e e R D e e e e o
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sources between such speculative research and current produc- .
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mathemat;cians 'a.nd technicians to provide the necessary guldance
and incentive, as co-mpa.recil to tth.ree 0.. four t.imés that number durtﬁg ‘
World War II. Low i:ay and ‘‘too many military bosses’’ are the
reasons u;ually cited for this dis.tressing. attrition.' AFSA; as a
milita:y.orgénization, is cperagéd largely with militaryioif‘icers
as head.s.'of. its various depa.rtment.s and units, and with the rotation
policy ﬁow employed at least by the Arrpy.}and Air Force, the officers
in charge often appea;x: greatly inferior in skill and experience to the
civilian profeséiogaﬁ upéér ti'}eir command. Day'-to-.‘day operating
frustrations and the cfifﬁéhlty of advancement under these c_énditions-
are cited‘by -3 nui?x’ger of our better World War II cx;ypta.nalysts as
primary factors i;'AFSA’s 1na.bi1i-t.y to retain the b‘e.st men, while
the Government ;;;;y scale and ghe px_'obl.e"n"-xs‘ ix.w-olvedl in ori.gis.ma.l
security cllea'tr.anc.es ﬁ-a‘\;;e- é~e.ri¢3.;sly 1.1.;:.'1'p'e‘de‘d RFSA’S etférts to recruit
and train qualified young replacements. |

.It should be recognized that many of these baffling persoanel
;.Jroblems exist despite AFSA’s management, and ndt because of it.
AFSA was not spared the géneral budget restrictions prevalent
thrcugho;xt the military establishm.ent irom the date of AFSA’s creation.

through June, 1950, Perhaps because of AFSA’s role as the lirs:

‘‘combined”” functional military operation not directly under the




control of a single militai'y Service, it began existence by adopting the =
- principle of awarding proper billets to the officers of all three Services, too :
- often at the exper;se of a deserving civilian professional better qualified for

a particular task. The present Director of AFSA is wéll aware of this pro- — -=

-

~ & -‘ blem, and has tafen 2 number of significant steps in the direction of higher "
a3 = : : et T
=3 a __ bay and greater responsibility for his civilian professionals. . . —

So much for the processing of

== ‘ 5= which is that_asf.;ectbf ArSA’s assignment that engages popular imagi- 3
ST 4 ‘ - . . '._.' N . - .. . .
i.;?.:- "J nation (unfortunately s‘ii_mulated by too frequent publicity)

At the other extreme is the bulky flow of
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with little or no knowl.edge of the la.nguage', or, indeed, of what ultimate puspose

."—' their work serves, who are trained to recognize merely as patterns the appear-

ance of these words wherever they may occur in the message, and then by
a reflex to

file the message in the corresponding bm So far, no other more

R numane or lésé .haélha.;a'rvﬁ. methed of .reducinlg the mi}lions of bits of pape.r to
usable and workable proportions has been devaloped.

B _ . ..Of the remainder thus produced, expert linguists in elaven sepgaﬁeﬁ

reading panels make the second sort, reducing the bulk again by some

.. | . . -86-




-23%, and cross-filing the retained material in ahout nlrlety general cate-

gories. It is these readers who also select those {ndividual texts which are

translated verbatim_a.nd disseniinated to ccasumers, a {inal.distillation of

less than 1%

;. However, nothing that results ffom — -

the second sort s destroyed, and these messages are avallable for further :

stﬁdy or for subsequeat f,ransiitidn’as reqt;.ired. Just as an example of the

-

actual totals handled;
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Beforg__we turn to the final steps of the actual c.iisseminé,tiou to con-
sumers of the.éOMIN"I‘ product and the use they make of it, something should ’
e said of the so-called.‘‘beachheads’’ at AFSA. These are groups of intelii-
gence analysts and liaison personnel stationed at AFSA by the six ;:cnsumers:
ONI, G-2, AFSS, Statg, CiA ard the FBL. While varying considerably from

consumer to consumer; the main purpose cf.the beachheads 1s to study coem-

munications intelligence in its unpublished state both for the sake of speed and -

¥or reduction where p@ssible of the quantity of finished COMINT to be dis-
D seminated. The be;plihea.ds_ﬂso sexve as.a valusble device whereby con—

D sumers ard users of COMINT can keep abreast of each cther ard understand

r

_"-.'more completely the requirements on.eﬁe.h;:xd and. tﬁe capabiiities on the
other. The beachhead principle is noE entirely without its oppeneats, however,
- The beachheads-are phys;ically within the AFSA compaund; they have full accesé
to all levels of the AE_‘SA cperaticn,; yet they are pot under AFSA control. It
has been suggested with much force that beachhead personnel shculd be, for

the sake of efficient managemeat, under the operatioanal centrcl of AFSA pro-

duction chiefs, even though they continue, as now, to influence AFSA’s effort
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in the direction which individual customers desire,

Dissemination and Use of Processed Traffic o2

Ta complete the pii:ture.of how the preseat.COMINT organization )
operates we next come to the arrangements for.dissemirating processed .

traffic to the intelligence cor‘_sumers,‘ and the methods employed by the con-

]J?'JCD[IJC:‘J[':J

Sumers in producing intelligence from this trafiic. Any recrgan.izatibn of our | =
COMINT efiorts should be based on an uriderstanding of how the processed :
traffic is supplied to the intelligence agencies and used by -them. A knowl- » =

edge of the methods of the intelligence agencies is also an essential element .-

)

in considering the adequacy of present COMINT securily procedures, dis-

G

‘cussed at a later point in this Part IV, and the merits of the ‘CONSIDO” - - -

¢ debate.™

e

cwew

t will be recalled that the six consumer agencies each have sovereign

powers. over the internal administration ‘andNOpe'rati'on ¢f their COMINT activ- -
ities, recognized and confirmed by paragraph 10 of the USCIB charter. The

methods and habits of the six consumer agencies ia evaluating the bulk COMINT

r.' ’

‘that they receive and in disseminating the resuitant intelligence are thus

)|

- —
oY

.allowed to vary considerably, and they do. Some of the differeaces stem from

I

basic divergencies in the intelligenca requirements of particular agencies,

but whatever the reasons, the differences exist, ard it {s therefore aecessary

~ Se o

-\

-
-

* See the Committee’s. observations on the CONSIDO problem, attached
hereto as Exhibit I, '

| S I )
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5 iZ¥to describe the procedure of each agency in turn, although a few general-

. -2
izations apply to all three. of the military intelligence Services as a group, .
D ) . .'Military Intellig:em;e. o . o
8 ‘ ] The t.';xree }:_:ilitary Services use the COMNT product as a major _-_
a source of ‘‘tactical’’ order-of-battle and operational intelligence | —.“_
il =
&\ eSS Each Service concentrates on its 'a;pposite i
‘ enemy number,é;_ut keeps abreast of dev'elcpmex_zts in all branches | _
D oi the enemy fo;'ces under study. .The COMmTT.néedéd for tac'ticai. :
purposes is l_a:g:ely intercepted and precessed by theservic.e inter- -
- ‘-— " cept acilities m: the combat theater, and immediate tactical intelli-
a gence is producl;_ld by the Se_rvice intelligence unit stationed there.
a Both the thé.a:te;-:;érocess.ed traffic and ;ny resultant inie;ligence )
r/::" estimates are returned by 'each.s-frvice.m the theater to its own
e headquarters in the United States (as well as to AE‘SA). On arrival
Ei ' here, these estimates are used by the Service ir’xt'elligence units to ' —

3

brief military and civilian officials on tactical developments In the

theater, as well as to produce additional intelligence (brimarily

| S0

order-of-‘baitle) which is cf interest to the ﬁ:éate: commanders and -

is transmitted back to them.'
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center at Arlington Hall Station.». -
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The COMINT needed for stratégic ,mtenigence‘w

either at AFSA or at the Air Force unit at Brooks Fleld, and the
resulting prodgct is turned into useful mteiligenée by th‘e Se;vice chie(

of intelligence or units under his command. Again, each Service

concentrates primarily@eameecy

e IS

S NS0 2 e s

PG N s

In Washington, the three Services follow substantially the same
procedures, with minor variations. Each of the three rnaint;ins a
beachnead at AFSA not onl.y ta perform liaison functions, but also to
produce intellige};;:e from the bulk traffic delivered by AFSA. Each _
malintains its inté'i.ligence analysts at AFSA and prepares intelligence ' _-
s..ummariés the.ré.,;-thus avoiding t;l;e security risk involved in deltv-

ering bulk traffic outside the physical confines of AFSA's production ] )
. - . - ——— e < med

The Army and Air Force units at AFSA prepare only woi'king
intelligence papers which are edited, published and distributed among
'their top Washington comma.ndé;:s by the parent G-2 or A-2 stafts in 4 =
the Pentagon. G-2 in the Pentagon'then cables imporiant items to-the

Army {ield commands throughout the world, while in the Air Force

The Navy, however, sends a full set of AFSA’s ““take’’ to CINCPAC
at Hawaii, where a separate {ntelligence staff maintains a complete
and permanent message file for Pacific naval operations,

-9l -
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~ of order-of-battle lntelhgence and of tactical xmlxtary mtelhgenqe .

e e et wmenae -B—o o e B ey -—--.. ——— - -
. - . ” vy " N

this role is performed by the AFSS Command at Brooks Fleld {n

-
Texas, to which the Air FOrce beachhead at AFSA has recently been p
subordmated.‘ The Navy Director of Intelligence, on the sther hand, |

| has deiegated full COMINT responsxbxlxty to the ONI party (Y-1) at :_:
AFSA. Y I not only prepares intelligence summanes from COMINT, '
© but also edxts and publxshes the weekly Navy Special Intelhgence Briei .:

and other reports, and serwces.Navy comma.nds throughout'the world
with cables, (fOMINT summaries and urgent operationi; flashes as
occasion require_s. Army G-2 has also authorized its AFSA beach-
head .to'ofig;nate"ceﬁles to the' theater whenever the beachhead develops T
operational mtelligerxce on the Korean campaxgn.

The productmn of intelligence at the AF SA beachhead serves
mxht;ry needs if a number of_ways. It 1s.obviously the fastest method

-
-

of developing operational intelligence and getting it back to the theater,

in the frequent cases where hours and xhinutes count, The tricky' nature

- g amamue mm s v e . Gas e e s . PRI P W e TE R o . -
* - B
-
- . %o

= AFSS, in turn, is eubo-x-'_!t:linate to the Chief of Staff rather than the
Assistant Chief of Staff, A-2.
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53 & 2k tratfic analysts, aad cryptanalysts. Each type ef Eﬁégﬁlist can and ' - -. fa
.-;';'* G often ;10;.5 save the gtt;er. from c:iﬁczl mistakes. World.ng jolntly,_ . '-;
- .they. are far.more effective than when they work separately. If the | __.
f, g - inteiligence a.na‘.lysts: remained ata physié;any sepa_rat-e location, —....‘.E
'_ E . | joint work of this sort would be far lecs eﬁeéé@é. AR ther i;:xpoqa;xt . ‘ -
f iz D adv.antage of the “ﬁeachhead” .a.rrangement is that it x.xot oaly facmt'at.es . - --f.
- cooperatibn.bétween the Servicé greups and AFSA but has greatly ' .'
:.:1 L?\ . improved ccoperatioa amoag the Serviée groups th;mselves. Flnally, )

: G the physical ccn;.fe_"xitratioxi at {xFSA, rééuci:g as it does the shipment -

-— B and sterage of r:.;w trafiic throughout the city, undcubtedly coatributes _
N -

- to the security cf_;_the CdMDIT source. JPartly because of this concen-

S A
. Xk~ :f"~..

{

e tration, ;he‘Servi'ées are also ablé to held doewn the aumber of intelli-
~eswoeni-s GEACE personnel cleared for CONIINT Each Sezvice manages withan -

Tt B o

AFSA beachhead cf 100 or less, ard with no more than about 3‘00 tc

)

400 cieared intelligence-producing perseonzel oa duty with each Service

in the Washington area. Only a small percentage cf the Service intelli-

[

gence stalfs in Waskizgtoa are cleared for COMINT (except that in

fields

where COMINT is virtually the

.. only souzce, the ‘entire group must necessarily be cleared to do R
- .- [ —" — w - . X -
effective work),

|
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State Department Intelligence o oo T ‘ o .
The State Department does not carry on any part of.its intelligence- -

praducing function at AFSA,.and limits its beq.chhéad..to.l.iaison dutles.
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~ Feceral Bureau of Investigation :
. [ The Federal Bureau of JInvestigation carries on a smaller COMINT
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On the basis of these
lists, AFSA p{cks out traffic ~f possible interest to the FBI, running to
some 7000 items a month, or about half of the total AFSA product. One

set of this culled traffic is delivered to the FBI headquarters in the De-

partment cf Justice. 38

]
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Alarting Top Cfficials

: ] o Something should be said of the existing machinery whereby COMINT

-

..messages of crucial importance are immediately furnished to to.pmost officials
- .
\ . ‘.; -
’.- T \ - 98 -
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. of the Executive Branch. The Pearl Harbor investigation shed a hard and
relentless light on the necessity for such machinery, and for keeping it (n

-periect working order.
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cryptanalytic effort; for this reason, th cryplo;; 1pl'1c p\cture is a rel;xtivel'j
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D thetic word !‘cryptology’!.has been cained) hg&long.beez:écagmzed..m '

g P4
LS | ) ;
@ ior the coxbination of which two activities the special.all-embyr g syn-~ =
L} . Al - . . - a.cmb.s) _ r,
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" When AFSA was created, the cﬁpiographic activilies of both Army and -~
Navy were transierced by tl;e.Serviégs'to AFSA. At the timé, the Air Force ’
C% : e ) * . . -

aad no independent cryptographic.unit of. its own, and no such unit has since

, D baen creatad. The. S_iate Department a.nd..‘other. government agencies had.

G already adopted.the practice of :ely.in.g-ﬁgion..tha.l.ﬁlits.:y Services for crypto-

0q
&)

aphic service and they have continued.to.rely upon AFSA. As a resull;
true unification and centraliza‘tion.of.this-Govemmént’s..cr}'ptogr.aphic activ-

ities was achieved by the creation of AFSA.. So far as.tke Committee has *;'. .

- . -

.been able to determine, our cryptographic activities have been periormed -
efiiciently by AFSA without significant jurisdictional conilict, and without any
of the various unfortunate consequences which the Services have often pre- - o

dicted would follow from a upification of other phases of our COMINT operations. -
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The considerauon ot t.hc cryptogxaphlc aSpect of cryptologic a.ctivitles 2
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(l) t'he prmciple‘of the “need-‘o e:now” .w.hereby it is dcczded
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whet er or not. a prospectw
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. \--s Q-f’c
o Tan i ... LI .
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- Lhe provmce of theu' specn} responsmxiuy or acuvity _The purpose of -
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- compar tmentatxon is pr.n.anly to Iocalxz.e thc d:m"ers :md effects of com- ) .
p‘omxsc. ‘I‘he ma nlen:mce of zhxs b.nlance lics at ~he ver) root of me COMI‘.\T
sccumty pro-ble'rn._ It becomes partu.ul.u'ly dx.[hcult as lhe size of tle ~..QML\'T
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- world increases. COML\‘T <ecur1ty wzs reldtnely SImple in the dq)s \-""aen .

) the totz] number of peop]e VIU"I estcblxshed need:io-know .—.mQumed to no rmore
> "‘\-‘sa._ﬂ“ na.‘:@a&. )

- than 200‘or 3007 but, with the growth of 1mportz.nce of COMD\T as'a source f"‘)

3 Gl S

[ tr or national inlelligence and with the mcreasmg comple?:ty of t*e cryptana-

mber has gro N from-
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lytic effort wi areby COVINT is produced that nu

'F f-t \S—-{u* C“’ wxu“ 4 .:. hd . ..
- A
G ) R mc"udmw the ccmsumer awcnmes) And in
i spile of the & p,. incup)es ment tione bo»e, it must be tc}.en {for gr‘-_r.ted that
indoctrinzlion, even though cdissemination be comce_rt'nentahzcd nd resnncued

to the nzrrowes! scope, involves-jull knowledge of the exisience of the com-

~
N
|

| municztions 1“1-:-1 ence endeavor znd perigherzl knowledge of {he general
" mezns z2nd technigues of its procduction. Thus, it czn be seen that people
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ozl engaged in Lie COMD\’T effort, whether their pesitions thhm thzt efiort be
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humble or ex;lted, are all ‘D)" Gefinition possassed with xr_,ormr.hon of 2 moest

-
;e

- o
- - -

sensitive nature.' This necessiiates, in-turn, thzt every wemoer of the CO ADN

—~_ World be scresned before indocirinztion g_nu b2 periodiczally scrutinized there-
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[ 2fter. Znormous provlems of investigztion znd clezrznce are unavoicsedbly
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i brought into play z2s the result of this zspe

!' At present, COMD\’T security is the sovereign province of each COMINT
L

arrenc;, SO f“ zs concerns that 2 gan cy 's own practlices znd perscnnel, There

t © isa UQCB Sacurity Conmutee al which the sovereign agenciss meet znd

negoqate agreement on generzl securily standarcs, but the application of
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,_.;hesa standards within each agency is f{or the agency itself to determine. Even

the original clearance of COMINT personnel is handled by dﬁferent invest{-
gators in each agency, and ‘the FBI, which for a time carried-alarge share of
E_he general burden, has re;:ently ceased screening AFSA’s own personnel,
because of the pressure of other duties. As a result, cne of the most sensi-
ti*;re a.ge:-.::‘.ies of the Government, AFSA, has lost &e services of our most

professional screening organization.

agency over its own security affairs is the téndency of each COMINT agency

to suspect and criticize the security practices prevailing in other agencies,

D\. Among the unfortunate results of the sovereignty enjoyed by each COMINT

(o) .(;,4

without being able to learn the true facts or do anything about them. The

" -.ommittee has been struck by the frequency with which representatives of -

particular COMINT agencies have pointed to poor security practices in other
P

COMINT agencies, p.ractically on a round-robin or pot and kettle basis. AFSA

fZworries over the security practices of the consumer agencies, the consumer

e (O

a.,encxes worry about AFSA and about each other; yet so far as the Commxttee
has been able to determme, no COMINT agency, and no individual in the COM-
INT world, has sufficient information about security practices outside his own
immediate {ield of COMINT activity to form a sound opinion one way or the

other,

A good example of this weakness of the present system is the reaction

N - <105 -
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! It also seems worth noting that the USCIB Board considered the problem
: cunenSINNE RIS - :c: the folloving
§ l recommerndations: T
1] “ —-
él { (c) The following counter measures are required: )
l} , .;:
’,-'k., - - 107 - :
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(2) A thorough review of present dissemination lists and dis-
semination practices, by each of the consumer agencies with
"a view to insuring that: : - '
TR ;_a-.«-;'Efre-“n ed-to-know’’ principle is rigidly adhered to. ST T
b. That the producing agencies are required to furnish only
L those COMINT items which the application of the ‘‘need-
- T to-krow’’ principle reveals are actually required by a
. °  consumer agency. '

-

¢. COnly thé minimum number of copies of individual COMINT
... items essential to the accomplishment of the dissemination
T program be requested from the producing agencies, and

'd. Proper measures for handling, custody and stowage are
being practiced.” o

-*
L]

u~ - 80 far as the Committee has been able to learn, very little has been done by_

USCIB to carry out these recommendations. The general tenor of the testi-

mony before the Committee was that, in the opinion of each witness, security

1

‘~  practices in his own agency are excellent but that security practices in other

: ,a,_bmnches,oi the U. S. COMINT effort are poor, with no observation of any -

A
3 improvemcent gl The Committee is unable to express an opinion on :
i .

'\

the accuracy of these statements, but it is convinced that under our present

.,
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the ;uthority' or ability to acquire, sufficient information about ‘ag:tual securitj
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- to have this same background.
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The first four parts of this Report do not purport to ke a complete

summary of all of the evicence presanted to the. Commitize, or of the aumerous

and varying opinions: which have Eeen‘ received fé-om.the witnesses li.sted'in

© Exhidit B and {rom other individuals with. who_in members of the Commitiee '
and its staif have hél.d L’Lformal.dis.cussions.: On tixe o_thgf haﬁd, they are more
a:c.‘.e::s;ive than would have been ﬁecessa.’ry {f the Committee had limited its
report to spacific replies to the two main questions submitted.to‘ it. In oxder

to put itself in a position to answer these questions, however, {t wzs essent!

o - :

for the Committae t3.acquire the background information which these four

parts contzin, aad i_t;:.r;.'as.dec!ded. that, si:.cg'-the maierial‘had been colleétad,

=23 1t =ight be equally He.lpful to the ogficgais to whom the Report {s addressed

.
PR S

Our conclusions are necessarily matters of opinion and judgment, based

on the evidence we have.received. . They have been arrived at unanimously.

In addition to those submitted.in response to the two main questions raised

in our directive, we have added _cez;tain others.of an aizcmary nature on three

or four other subjects nec;-.ssa.rily encountered in the couzsa of our survey.
-We have rot, howaver, atten';aptad to extend the survey to include consiceration
of the eificiency of the exgenciture o.f funds used m'the overall CO-.‘.HNTAex'fort,
nor to evaluata the methods or machinery used by the varicus departments

and agencles in utilizing the COMINT information cufrently being made
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avzilable to them, as these subjects are completely outside our tei-ms of

-

Teferfhee, e m v s e e

-
E.
<
-
-
-
-
=

The Importzcce of Communications Intelligence..-  ~ | . - :

(3

I our directive.af.28.December. l_QiSl.we.me.:a.gs‘-.‘ed“ﬁ:st to. consider o -”::
5 “‘the legitimite Commun.ications;.lzitelligence'. reeds.of each governmental de- _ ";
G ‘part::e:‘.t azd agency for. the-produc.ti..cn oi.depiriméntalln:el}igence » and of the .' "'{':
2—-,7__\ Director of Centra): Intelligence .for.the pr.oduction.uf_x:aiionz.Lintélugence." Cur :
: reply to this_ question is .in.large part contained. in.the materidl set forth in P.ar:l ) _
i RS . . - -

O and in pages 89-102191 f’._a:t.IV....Ihe.Ccm;nittee.canadvise.wi:hout qualiﬁc*“on

-3 7Y

(-

that commuaications ,f,g.télligence.ha,é.be‘e.n-i.n.r.h.e..p‘a},:,.and.stﬂ.l..is, of.vital im- [ -

ortance to the Government. .There was. a.tendency.on.the part.'df.éer_um wit- 4 -

A nesses from the three Services.to.emphasize that.its primary tmportance is

“‘mhilitasy’’, and that ﬁze..prin:a:y_justiﬁca_tion‘for.. our.great COMINT effort should

..

__ be to {urnish the three Services with intelligence which is necessary ip con-

[~ nection with the conduct.6f a war and in preparing to meet attack:ifa war starts. -
1 . R ] )
. When one considers the fact that/in the past most of the spectacular. examples -
8

of its success have been directly connected with our military. effort, this view is

(-

not surprising. On the other hazd, there. is no question in the Committee’'s mind. .

that at this stage of our country’s history.communications.intelligence is. also of

{

importarce to the successful operations. ofcertaic. of.the. civilian agencies, -

-

pacticularly the State Department, the Central Intelligence Agency and the Federal

)

)
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g
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‘Burcau of Investigation. These civilian agencies today play a vital part a
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onad sccurity of the United States, and. it is appa.x"en: to us that COMINT

has an-essential part in our entire effort to prdtect that security and not only

LA Y I

“in that large part of the effort which is the direct responsibility of the Military —-

s J

‘Services. This principle should gecvern our COMINT organization to a greatar

T

A

L) L) L L))

-extent in the future than it has in the past.

.

'\
N\

Information obtained through COMINT is of importance in 2 pumber of

))

ways, but it is not too much of an ovarsimplification to divide its importance

into two main categories. The first of these relates to the direct support of

() () )

i:.n

L
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to order<si-vattle, movements of the enemy, enemy plans and intentions, and so

T
iiudk

J

0
-
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The second includes the longer-range military information, SxesSiss PR

Wihile the two interlock, the former is unquestionably of primary importance

\l.'.;J 'l[

b

the Scrvites and the civilian agencies alike. The two-fold characteristic of

the finished product is the source of one of the difficulties in the organization

) L) Lo

2 a ¢entral communications intelltgence efiort. The difficulty is compounded

(]

by the fact thag, although it is possible to separate to the extent indicated the

use of the {inished product, it is not at all possible to segregate to an equal

L.}

!
i
to the Services and is indispensable to them. The latter is of {raportance to i E
H
/

. — e .

. i

. —

¢ functions cf collecting and processing the material which is the
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source of tbe m.fo;maaon...Some inforraiion.in the {irst caiegory czn be

oblzined directly. at a2 forwarg .inie::'cept stz ztion...OGer.such. Lm’m ma .§on, very

-
. . .

"prebably of even grezter.imporiance,.can be oblzined only by compiling at ~ -

tes

\
ATSA.itself 211 the biLs 2nd pieces derived {rom aJ.l._COMINT SOW

= ey ———

7-—4‘_.".—_—-"/ /
w co.uphccted cryptznalytic "“""‘b.D"Ij ocal.ed_gt AFSA 2 This is but

— < o ————

one cf the {aclors thzt leads us to the conclusion. tbat COMINT is 2 nat:onal re-

i

s,ors:mh'y (2s distinct from thz respornsitility cf 2ny. particular Scr\nce, de-

partment or zgency) znd that 2s 2 cozsequence the a2clivity must be so mznaged

2nd orgznized 2s {o exploit 21 avzilable w*te.l:c snce resources in the éa:tici-

.
* o R

pating ceperuments znd zgencies in ordex to oblzin the oplimum resulls for-

.
- . .
M - e e " o -

~— e‘-.ch znd for the.Goverament 2s awhcle. N L -
/- . - —
i :' - . - . - //

) Our coxnclusjons’as fo the imporiznca of the COMINT. effort zre not vezk-
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Because our ene.niies #.e today n{uch better
irformed, perh;aps becausa of our own disclosﬁ;és, of ihe import;mce of cdm-
:-:.ur.icaticr‘xs intellig;g;e to this Governmeat, we mzy never see é. return of
Lﬁé greal successes and victories atirioutable to COMINT duriﬁg the cou;sé

£ World War II Ne?._}':ért.heless, the art is one which will be of such impor-
‘ jtance to the deiense §f our country in tke foreseeable future that we must
maintain our efforts:g.ggress;'.valy and efficiently so that (1) we may employ
this source of intelliéénce during the present critical period and (2) we will
have in existence a skilled orga.nizatiop that can furnish the communicatioas
intellizence that will be of even greater importance in the event ¢f a general
war.
The Organization of Cc:,;-nr:.unications Intelligence Activities

Thae sacond of the two general subjects which our Committee was re-

quested to survey relatesto the organization of the Government’s communi-

calions intelligence activities. This organizational problem has been by far

cea e

the most difficult part of the Committee’s assignment.
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%%/  The 1949 reorganization and the creationoi AFSA was a compromise.

-

It did not bring into.one organization.all of the functions which at the time

were being périormed séjarg.teli by the Army and.the Navy and which the

NN IR

Air Force wzs beginning to put into operation for itself.” The two previous

o
1

Il
¥

'

COMINT organizations were each vertically organized, each largely seki-

.ee

- 1\ 1."'1" I‘l"‘ 4

suf{icient, and each r‘elied on “coor&ination" and “liaisc.m” for reduction oi‘
~ duplication, Since,1949 we have _th four COMINT organizations;.besideé AFSA
C‘?\ itself, each of the three Services has its own, ASA (Army), CSA (Navy), AFSS
f] (Air Force). As explained in Parts I and IV of this Report, each of these
o j " three is L':dependen:!._-ﬂea;h is subject to the command contrc;l of its partic-
{ - o o

ular Service and performs certain functions for that Service, and each col-

=

¢ .
L& ects COMINT tzjaiﬁ.i_: and furnishes it to AFSA, receiving in return {inished
- , .

]  material from AFSA. Each of the Service units. processes certain categories

a ol the material which it collects, and distributes the results both downward

'_ﬁ‘_—‘_.- to its own field commands and upward to. AFSA. AFSA i: dependent on the

- Service units for all of its direct inte:;'ception of COMINT (ﬁ'ﬂ'!'i _ ‘

= '3 ervice units is subject to AFSA controi, except for the intercept positions '
=3

2. - ... Placed under .&FSA’S-‘,‘ope:ational direction!’ by negotiated agreements, and

%

D £34& has no power to compel elimination of duplication between them, or to

e e =
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restrain them from engazing in activities that could better be centralized in =
AFSA itself, or tc observe intercepticn priorities established by AFSA. -

Stated as baldly as this, it may appear that the creation of AFSA was

ca stép backward. As a practical mat'ter, however, it :vvas preferable to the ___.'f'.
_only two a).:ernativés that were considered at the .t.i;ne. -.
The firsi of these would have. been the creation or continuance of a o _j
co:npléta COMINT organizaticn foir each of the three Services, and con- .
ceivably a fourtﬁ to serve the civilian agéncies. Cbviously this would have \ )
been riciculous dupii.i;aticn, and undesirable for many reasons in addition to .
the extravagant exp{ei-.se tbat would have been involved. Althcugh at the time -

@ such separate setups were urged by the Navy and the Air Force, the Com-

* mittee has been told that today ncne of the Services or agencies would re- -

commend this plan. -

The second alternative would have been to concentrate in AFSA all COM-

INT activities, top to bottom, of all the Services and civilian agencies. This
. A T S P SR
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" Centralization to this extent would not be practical in the case of the

United States at this time. As has been explained at length in earlier parts

..

of this Report, o;.zr @'ganizations for COMINT in the field, ar e/ ST

5 - (L - . . -
Sesioaty macned and cperated by the three Service

T~ s

;@%OMNT units. In éadi'tion, the essential communicatioas networks t.;{re inte-

gral parts of the m_i_litary organizations. While as indicatad below we beliave

-

that AFSA should b_é given authority to determine the*scope of the activity of

(3

U - these Service units, and to control them.in certain other respects, we would
»— . . ) . — o

I
¢

-

i

~ not go so far as to recommend that they be incorporated organizationally into

AFSA itsels,

¥

ik

Although we feel that the organization created in 1949 was preferable to .

these alternatives we have concluded, on the basis of all the testimony presen:ed_

e o W S—
-




to us, that the experience of the past two years has degonstrated that the - ¥

«
1949 reorganization should be regarded as a first step, and that a point has -
now been reached whz.c‘: mazkes it essential to carry it further. We believe __:
. : ) '.-:51
that 2 more effective centrilization of certain of the COMINT activities, = -
brought about Dy a strengthening of AFSA itself and zn increase in its authority 3
2oy | over the Service COMINT units, will increase its effectiveness and correct ik
2 | - ' :
E_:@ f‘\ ceficieacies which have become apparent since 1949, Before turaing to the -
=]
;.-’Sﬁ% . organizational changes that we wish to suggest, it is appropriate to enumerate
e J . e i ; :
AT certain of the reasons which prompt them.
=¥y ! 1. The COMINT effort of the Government today has too many of -
= e < )
E?—* . the nspecus of. a 1oose combmahon of the previous military organi-
Y - :
e j zations and toc- few of a true un...hc.atxon of. the CO\IB’T act.vmes of -
= | ) .
all the mteresged deparr.ments acd awenc.xes Thxs is eas*.ly u..derstood
when one considers the historical.development, but does not justify
the continuation of the present setup. It is not well suited in this
- intensely specializad {ield to the elimination of duplications, the .
intense concentration of available funds and the flexible assignment -

of rescurcas to the solution of a problem that must be treated as a
whola. ATSA must be the keystone., The success or failure of the
national eifort depends on AFSA’s strength or weakness. Anad today

its success is of vital importance to every department and agency .
- " . - b . amgp e e - .
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participating in the national defense..
2. In theory the Joint Chiefs of Staff.exercise. dLrectir;n over AFSA. ' \
In practice this direction is taken over.almost entirely by?their agency /. “,
AFSAC, which is an interservice committee acting under the rule of - i\
unanimity. Its members devote much of their time Lni:ﬁstrating. -

detail to safeguarding individual Service autonomies, The Director of

oo

AFSA is obliged to spend much of his energy on cajolery, negotiation

and compromise in an atmosphere of interservice. competition.. He has
/

no degree of control, except by making use of such techniques, over the

three COMINT units operated by the Services.. Infact, he is under the -

i
|
conirol of the three Service units, through their.representaticn on AFSAC. !

His only appeal is to the sam;a three Services sitting as the Joint Chiefs
of Stgff.

é. These difficulties have.not been corrected. by. USCIB. As shown
in some detail in Part IOI of this Repor.t, its charter poweré are vague
and its jurisdiction is limited,.and it -has itself no authority.to exercise

policy direction or control.. Despite this, the.Committee feels that, if

‘'USCIB had from its inception been mm.re.aggressive and alert, it could

have made Its weight felt in bringing about.needed r-efo:ms.‘.

4. Inside AFSA itself the organization reflects the comments made

3

above. By directicn of the Joint Chiefs the Director has a"two-ye:u' term,

-119 -
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and the position is rotated among the Services. .He is required to

g

have a depuly from each s'ervice. There is inadequate attention to ‘:"J.
. . -

the dev.elcpment of career officers and inadequate oppo.rt}xnity for . _j

tha£ advancement ;3:‘ ci'vilians which is nec¢essary to the building up’ —-:—1

. * -

of a strong and permanent civilian'staff. The increasing complexity _5

of the task before ATSA defnands the cc’mtinuity. which will result if -.-i

more of its key personnel are career experts, | - i

5. The evidence shows that as a result of all these factors, AFTSA

has had a high'\ézrnover of persénnel, has lost tco many valuable -'

men, and its g;z.ne:al morale has been low. Presﬁmably these are -

among ihe conétﬁons tbat prompted the appointment of this Coximittee.

The Committee f-ound no evideace that they are due to'tﬁe lack of R

e{f{ort of the prééent Direétor c.)r of his predece;sor. .The maj;r

dif{icultics stem {rom the current ortganiza:ional structure. Lack

of success in certzin important fields is undoubtedly, duéii’klpaz:;

.to the extreme difficulty of the problems that exist tcday as com- B

pared with those of Worid War II, but qualified witnesses have con- -

vinced the Commitiee that there is sufficient hope of their eventual
solution io justify a major effcrt to correct the situation we have

deseribed. This effort will nct be eifective without a; further reor-

saizaticn of the COMINT structure.
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Cur reccmmeadaticns on the subject of orgauizaticntlogiéauy fall into 2
K -
three categories: (1) the organizaticn below the AFSA level; (2) the crgani- "-_
zation within AFSA itself; and (3) t.;ze organization above the AFSA level, __ —:
. ?.ccc:r.::‘.end:t'i ns as to :ha.:':ges in.the crgs:xiza.t'ica below t.‘-.e.AFSA level, ;_";?
The Co-.-:-.:-a.ittee suspects that the .prese::‘.:- ASA, CSA and AFSS have grown _.':Z:
tc greater p:oportiox:.s, and have ﬁssumed more zutcnomeus functions, than ' ) --:‘
was intendod by Secretary Tohnson’s 1949 directive which created AFSA. It :
is hard to zveid the conclusion that the -three.Servifces, instaad of exerting )
themseives o ':“fe gfeatest exteat possible to bring abc-mt a3 maximum unifi- ! ’
cation of COMINT :_E_’E:":i'.‘ities in a strong AI-‘SA; have put their emphasis on : -
;avelo;}ing their owﬁ-'_'C'OMI.NT units at l'ea.s'.t to the limi't permitteci by‘ the Sec-
retary's cizective ::.:d have relegated a minimum of functions ¢f common con- =
cern to a:; AFS;%. cfgé.nization that.for a.ll practical éﬁ:pcses was kept éubject
o theis jeint control. We believe that Ln.crder best to exploit the available
resources in 2ll departzents and agencies, to cbtain the proper ccordination
ol the three Service units into the zational COMINT structure, and to insure =
the elimination of un:ecessa:..-y duplicatien, it is essantizl that AFSA be given - -
D 'd substantia degree of autharity over those three organizaticas. At present
ﬂ the Cirsctor can theoretically exercise.ccntrcl by cbtaining acticn through
2 . .
rl the Joint Chiefs of Staif, which in practice means persuading AFSAC -- ;ea.lly o
- the three Services themselves -- to take the actica he desires. This is not
i o ellsctive. ce
~ ) -12] - . -
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With very few exceptioxzs, all of the witcesses who appeared befora the

Committee agreed that the authority and power cf the Director of AFSA should

be increased. This was true whether the particular individeal came from one

(3

of the Services, cr aone of the interested civilian agencies, or AFSA itself.

(=

The urly differcace bore oa the extent to which this increase skould go. )
:l . We rééqrﬁ:pend that the mission ¢f AFSA shculd be defmed b§ Presi-
s . dential Memorandum (referred to more speci.tica.‘iy below), which should s:ate
:]/“ that its ':'L:n:::ion is to provide effective uzified crganizatioa a:zg:llcon:ro}. of the
U | COMINT activitieS':Eq'f_ the Goverzment c:*ud":.cted against_:.foreig:'i:_‘governments',‘

=

as these activilies are defirned in Public Law 313, and to provide for integrated
( M operational policies.and procedures perteining théreto: This memorandum
~ \. - . A ) ‘. )
__I should provide that, 'subject to the tep policy ceatrol described belew, the

-

Dizector ¢f AFSA is respcnsible for accomplishing the ZHission of AFSA, and
B that for this purpose all COMINT collection and techmical processing rescurces

‘—J* .~ of the United States are placed under his operational control and technical

4

control.” This authcrity should nct, however, affect the responsibility of other

agencies and depastmuents i respect of the evaluaticn and dissemination of

the COMINT procuct received by each of them Irorfx ATSA, and their synthesis

]

-y
—

of that preduct with information available to them from cther souxces._

To the extent {casible ard in consonance with the aims of maximum over-

all efficiency, eccnomy, and efectiveness, the Directcr should centralize or

l

‘. |é.i i

\
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r—-cousolidate tte performance of COMINT functions for which he is responsible.

R PRI A

- Although the Presi.dential Memorandum should make it ciear that the Director
- A .
- tas the authority to coatzol all collection and processing of COMINT; it should
f:} also provide that where necessary for close support of forces in the field, —==
Y A PRNP et e 13 Whom ey on e | bt by S Tt e T g e e et T
= operational cortrol of COMINT activities necessary for such support are to be ;
- delegated by the Director, during -such pericds and for such. tasks as are detet- _;;j
U mined by him, to the appropriate unit, v 2
There should be direct accéss and direct communication between the Direc-
tor and any Government COMINT é.ctivity. Thae Directo.r sh;uld be authorized :
to obtain such ir.forj._na.tion and materials pertaining thereto as may ve required
" by him. L -' - . | | i
’ The me:::orandg’n‘: should.fumer.ﬁrovide that the Director shall exercise
iﬁi . such adminis:rative?-;j;ntrol over COMINT activities as he_finds esseantial to - ‘
— - ) .
- the effective performance of his mission.: Gtherwise, administrative control
;’.".'_ of personnel and facilities will remain with the 'departments and agencies pro-
E_" viding them,
D I the authority of AFSA and its Director is expanded in the manner above —_
ﬂ: - recommenced, we will still have other units besides AFSA engaged in COMINT
= collecting :ﬁ:.d processing activities, but only to the extent that the Director .
G datermines that such separate operations should, in the overall national
G inierest, be saparately concuéted. We appreciate that this will invoive draw- .
n;: iag 2 line berween the powers to be employed by any one of the Sarvices or a
3
.
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. field commander and tke functional dirécter in Washington. However, the

probler is by no means a new oxe in the Armed Services, and it has been

solved in other fields, althcugh any such solutioa necessarily izvolves sincese

" and intelligent cooperation between the commanders involved.

Recommendaticas as to organization within AFSA itself,

‘The Committee received much testimony from both .military and civilian
sources very critical of the situation that exists.today within the AFSA organ-
jzation. This criticism was. directed agairst. the present organizaticnal strue-

. .. 3
ture of AFSA and not agaiost the capability er efficiency of any individual

occupying a responsible pesition.

At present the &ii'ectcrship of AFSA is rotzted amoag the Sexvices, each

incuxbent holdiag the positicx for two.yezrs., There was.zota Single individ- .

-

ual whom the Committee quastiozed on this . peizt whko.did cot express the

opinion that this term was tco short. Recommendations. varied from three-
years to an indeiiaite er “c#:eer" periced...Everyone agreed that under the
present setup it teck a year for.the Director to get- his feet under bim and
that he really oaly became \;rell t:a.ined.to pe:fo:ﬁ tis difficult tasx shortly
Beiore his term of oifice expired. The Committee reccmmends stroagly that
ATFSA should be administered by a director with a substantially lenger term
of clfice.

The witnesses differed in their opinioa as to whether the director should

AR iv-u"..n-uie

Y l‘l

s P

Y



mﬁn

j

R

SREANpY
pIRGSR

i
e
v

A

u
]

5

T

;
‘it

. ba an cf:'icé: or a civilian, These differences by no means followed the

.1l status of the particular withesses; one of our seaior generals stated flatly
that he should ‘t;e a civilian, and Scrmie other officers said that they did rot

- }t‘ni:-..l: it made great difference whether he was a civilian cr not. The maiorits,.

i . -
'] both military and civilian, expressed the strong view that, rightly or wrongly

?

—‘ a civilian wculd have a2 harder road, and greater difficulties to overcome,
—t ——— e e m——— - i. - s vem e vam = e . - - a—-aa - Ce sess eem e e
- unless by chance he was a retired clicer with good military experience behind
A e meer v _‘-;.. N e iaesa
™ g ~ys N a3 - 14 —.'. 3 - 3 I

rim. This guesticn would of course depend in any particular case en the
"’ —— e —— e : —
— particular perscnality invelved. The primary qualificaticn which should deter-

— ——. = °

i mine the selection cf the directer is competence, aad the thoroughly competent

————————————— e .
A I O S ae s m——

ey individual may be found in any field of endeaver. Nevertheless, oz balance,
gyt et o et

~ e Committee f{eels that initially the pesiticn should be held by a career

military cificer oa active or rezctivated duty status, enjoying at least three-

» e

sfar rank during the persicd of kis incumbency. He should be aprointed pre-

i lfe:;-bly for a term of 6 yaars, but not less than 4 years. I, as things develop,
{t should vltimately appear that a civilian could better duali.fy for the position,

it {s strongly recommended that no sense ¢f traditicn or vested military

interest be allewed to stand in the way cf his appeiantment. If the director is

an ollicer, he sheuld have as his deputy a eareer civilian, The Diractor sheuld

- -

be designated by the Presidest cn the nominatica of the Secretary of Delense.

-

Below the cirectcrate level, senior positicas sheuld be filled by individ-

NI {“' -3 l
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communicaticzs intelligezcze, We do not beﬁeve that r.hes;e pesiticas should
be limited to civilians, because we are.impressed by the testimony given by
many wilnesses as to the iinportance cif familiarizing the Service 6rgani-
zations in the field with AFSA organization and operations by rotating officers
izom AFSA iato {ield positions and then back r;ga.in. Also, tha long experience

. — e r— ——— - - v

of several Navy ciiicers is cne ¢f the great assets of the activity today. Ona
DI SRTEE T T eianmis I SRt b mi el .

. mecammme

the other hand, it weuld be a majer mistake to limit the senicr positions to

oificers, because it is ¢ the greatest importance to eaccurage civilians to

make careers in thé COMINT field by clear demonstratica that senior

positions will ba available to them if their talents merit promoticns.

We have been disturted by the testimoeny as to the high rate cf turnover

’

ng ATSA cmplc':}ees. This has beea a tremendcus handicap to the building

up of an effizient o:':;z:.‘i:.ati:a, as well as a serious hazaxd f:cm the point of
view of security. One cause, e;mphasi_zed.by informed witnesses, appears to
Se that many of the civilian emplcyees bélieve that no matter hew long they
work ner how expert they beceme, the top pesiticns in the divisions will gen-
erally be {illed by cificer pe;'sc:.::el cf less experience and trainirig than they.
Another faclor duricg the past year was undeubtedly the decisicn (sub-

Sequenlly cancclled) to move the eatize AFSA establishment to Fort Knex.

To predute COMINT materiz! requires as high a professicnal skill as

ary other applicd science, and periaps cryptanalysis and intelligence based
. . i
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on cryptanalysis require longer training and experiéace than most
other scientilic fields. The COMINT agencies today are in poor
position to compete for the people they need. They caznot offer

comparable salaries; they cannot give the tangi/b,l_e_ rewards.of _ .

‘public sarvice such as the recognition of the community; they

carnot oifer the opportunity to acquire a skill usable in private

1le. We are not only not atiraciing capable young people in the -
num=bers that ire needed, but we are losing many that we have had

C -

in the past, Aéps.rently there are only ten or {ifteen top flight

crypianalysts left at Arlington Hall out of the much larger number

Y

wno were n the COMINT effort during the War. In this connection,

none of the so-called super-grades has been allocated to AFSA. Onl
. - o

under the present Director was application for such grades made;

it is understood that the pending ipplication is stalled today because

_all authorized super-grades have been allocated elsewhere in the

Government.

The Committee cannot ventire to prescribe methods of solving

these perscnnel problems, except to emphasize what has been said as
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.
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to the importance of making careers in the Agency attractive and -4
: <1

. - Y

to recommend that a study should be made as to the desirability 4
. . et

. . I

of increasing salaries paid to the key:individuals. On the military -
’ - . - .=

side, a corresgonding si_dy should be initizted on the question of
extending to the Army and to the Air Force the policy now in force

in the Navy of making communications intelligence a career assign-~

() i"" [ UL I.I

ment, and of recognizing its importance by promotions to general

.

or flag rank for those who achieve success in the field.

The Committee also 2dopts the recommendation made to it
by SCAG (the’ SCientific-Commurizations Advisory Group referred -
to more iully belew) that the Director should have 2 civilian chief .
technical assistant who would have under him all research and .~ —
development’in the cryptanalytic field. -
: *
T -127a3 - )
. -t




This research work requires the employment of expert career men to an even

.

greater exteat than other AXSA departments,

The Director should provide for increased participation by represent.

,..\ atives ci each cf the agencies eligible to raceive COMINT in those offices T
! : -
of AFSA where priorities of intercept and cryptanalysis are finally determined.
r . :
L Recommendations as to orgzanization above the AFSA level -
T ! The changes that should be made in thelo::ganiza.:ion above the AFSA level
—~I oreseat the single most difficult question that the Committee has encountered.
4 .z C s
T As has beer explained in detail, AFSA is now undar the Joint Chiefs of Staf:.
] .

C

. .. v . tia . . : . -
The Joint Chiels as’'q body pay little direct attention to the organization and

,‘.ea'.'e its supervision almost entirely to their agent, AFSAC. Contrcl of ATSA

D is thus undar three bosses (the three Services represented in AF SAC), whose

rincipal energies od loyalties are elsewhere, and to make matters worse,
- [=~] ) . .

Qﬁ three bossas who must 2¢t by unanimous agreement,

L The Comnmittee _believgs that this situation is highly undesirable and that
ﬂ it {s'responsible fcr many of the h:mdicé.ps under which AFSA is now oper}zting.
— It also mearns that AFSA has been, for all practical purposes subject only to

N

- milliiasy control l.:ld policy guidance. It is true that USCIB exists, and that

:‘ on it thera zre representatives of the State Department, CLa, and the FBI, as
f:l" well as of the three Services. However, USCIB’S actual powers, as pointed

F -
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out in Part I of this Report, are exceedingly limited.
We are more conceraed over the fact that the present top level control
of AFSA is in a three-neaded group, each member of which often has {n mind
the intarests ;:f his own Sefvir*, than by the fact t.‘*.af the group is military,
Although it'is our opinion that the 1949 experiment whez:eby AFSA was placac}

urcer the Joint Chiais of Staff should be terminated, we would not adopt the

plan urged ca us By some witnessas that, €3 ake

should te placed directly under a civilian agency, such as the Central Tntelli-

gence .agency. We reach this ccnclusion not so much en the theory. that the -

COMINT procuct is-more important to the Services than to the civilian agencies -

as because (1) the Sgrvices are practically the sole collectors and trars-

mitiers of the raw ‘i}_.tercepted material, and (2) the product is used to so

Important an extent in combat activities in time of war as to dictate the desir-

B .

ility of preserving lines of command through established deferse chéz‘«wels.
We have received no convincing evidence that.it is necessary to put AFSA out-
side the Defense establishment in crder to assure that the needs of civilian
dgencies are properly takea care of.

I tlere were 2 Chief of Staff ¢f the armed forces of the United States,
the Com:::ittcge mighi wellhave rezommended placing AFSA under his juris-
ciction. EBut thera is ne such pesition. We also explored the possibility af

putiing AFSA directly under the Chairman of the Joint Chiefs of Staff, but

- 129 -
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after discussion with the present incumbent of that oifice, we have been -
convinzed that the arrangement would rot be workable,
We have concluded thzt the problem should be resolved by the issuance

of 2 Presicential memorandum designating the Department of Defersa as the — -~

(N R O

executive agent of the Government {or the production and dissemination of

A COMINT for the benefit of the Services and the civilian agencies and depart- 2
— menis and {or the-production, security and distribution of our own codes and =~ =~
- cipher systems. This memorandum should further provide that the Department
"‘. : [ .
' . S iy i . . .
~ of Defense as such exacutive agent will be directly vnder and responsible to
B a Special Committee of the National Security Council for COMINT, which '
™~

q!

Specizl Committee s'nould consist ¢f the Secretary of Defense and the Secretary

T of Stale, and the President as circumstances may require.* The memorandunm

. .
should instruct L‘xi;.'Special Committee to prepare and issue implementing :
— .
b dibrec:ives setting forth: (1) the terms of reference for the Secretary. of Defense
~— ' .

3 ‘ E which will provide that the Director of AFSA shall report directly to him and
u . .

which will define the mission of AFSA aad the specific responsibilities of the

3
)

Directcr of AFSA as cutlined in the preceding subsactions of this Part V, aad

"(2) a charter for a reoszznized USCDD (to which reorgznized Board we here-

aiter refer for-convenieace as the COMINT Board) replacing NSCID No. 9,

(23 (3

r1‘ * Wa are informed that in connection with matters gcartaining to atomic energy,
- the Nzticaal Security Council cgerates through a similar Special Committae
- consisiing ouly of those members of the NSC who have primary intasest in
PN

that particular subject. It weuld seem that this precedent can be satisfac-
torily followed in this case. ‘
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-raconstitutizg the Board as a body acting for acd uzder the Spe?':ial Committee,

and pra2scribing the Board’s cdmposition, general fuzctioss and resgonsibilities

J

in the COMINT {ield, This will involve the abolition of AFSAC,

N A T S S I
o

The following principles should apply to the jurisdiction of the COMINT

Board as so reconstitited:

a. The COMINT Board shall be composed of the Director of Caatral =

Intelligeace, Wwho shall be the Chairman of the Board, a representative

of the Secretary cf Defense, a represantative of the Secretary of State

b

the Director of the Armed Forces Security Agancy, the Chairman of-

{

(.}

the Joint I:xtellié;énce Commitiee of the Joint Chiefs of Staff-and a repre- -

£ sentative of the Director of the Federal Bureau of Investigation.

= b. The Boird shall have a staf headed by a full tirze civilian

executive secretary designated by a majority of the Board.

s ¢. It shall be the duty of the Board to advise and make recom-
. /.
o mendations to the Secretary of Defense in accordance with the fol-
] - lowing procedure with respect to any matier relating to communi- -
cations intellizence which falls within the jurisdiction of the Director
l.’“! . .
- ci AFSA:
__: (1) The Director of AFSA shall make raperts from time to
' time to the Eoard, either orally or in writing as the Board 'may
—
- request, and shall bring to the attention of the Board, either in
LN - ‘
.
- ) ..
3 .
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such regorts or otherwise, any new major policies or programs

in advance of their adoption by him. Ia addition, he shall furnish
to the Board such information as the Board may request with
respec: to the operations of AFSA. _ N

{2) The Board shall reach its decisions by a majority of not

less than four members. Each member of the Board shall be
entitied to ane vote. . :

(3) In the event that the Board votes and reaches 3 decisicn,

e

any dissentin

~U3 .

member of the Board may appeal fro_ﬁ such
decision-withia 7 days to the Special Committee, In the avent
:hi: the Soard votes t;ut fails to reach a majority decisior, any
member of C}.‘e Board may also appeal withia 7 days o the Special

-

Commitiee. °In either event the Special Committee s-all review

- the matter and its determination thereon shali be final,

. (4) I any matter is votad on bf’ the. Board but (a) ro decision '
is reached and any member files an appeal, or (b) a decision is :
reacted in which the representative of the Secretary of Defense
does not concur and the represantative of the Secretiry ci Deferse
filcs an 27, eal, no action shail be talken with respect to the subject
matier until the appeal is decided, provided that, if the Secretary

of Defense determines, after censultation with the Secretary of

- 132 -
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PR ) State, that the subject matter presents a problem of an emergerncy
=] T eSS '
Py — ® nature and requires immeadiate action, his decision shall govera pend-~
iy . - . .
= ing the result of the appeal. In such an emergency situation the appeal
(0o -] may be taken directly to the Presidert.
=eh :
2y L. Y C. . :
3% (3). Recommendations ¢f the Board adopted in accordance with the
P — . .
= . : ' ) .
v g . - - . ' *
'?“5’-5 A foregoing procecure shall be binding on the Secretary of Defense,
..! . Except on matters which have been voted on by the Board, the Diractor
- of AFSA shall discharge his responsibilities in accordance with his
—f\ .. s . . - .
_ own judgment subject to the direction of the Secretary of Defense.
_-
- 2. It shall also be the duty of the Board as to matiers not {alling within
! the jurisdiction of AFSA: (1) to coordinate the communications intelligence
’-\'A

activities of 2!l departments and agencies authorizad by: Presicential Memo- a

-

: ’
.« * SETNETE T

nd (3) to" consider and make recommendations

s

IR o S e

-~

concerning policies relating to communicztions int'e'lligence" of common interest

to the departmeats and ‘agencies including security standards and practices,

3

ol

B e e R b Y
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and, for this purpose; to investigate ané study the standards and practices of .
Suclh departments and sgencies in utilizing and pretecting COMINT information.
Any racommendation of the Board with respect to the.matters described in
this paragraph e, shall be binding on all departments or agencies of the
Goverament if it is adopted by the unanimous vete of the memuers of the '
: ""‘\a. - - . o ) ’ :
D | - 133 - :
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Board. Recommendations appreved by a majority, but not

(..J t_J

lL_J

L)

él.l, of the members of the Board shall be transmittad by
it to the Special Committee for suck acticn as the Special .
-Commiittze r::ﬁy see fit to take.
.:While it is believed that the above nrogosal is less com- .
plicated thap the structure which now exists above AFSA, it is
?“\_ realized that it is more inveolved than one would desire. I-I.owever,

some complication is macde necessary by two controlling but .

somewhat com’_lic:ing factors: (1) a);l of the interested Services

(L L) |

and agerncies should have a veice in determining AFSA policies

-
] ._.' and giving it guidance, and (2) in order to strengthen AFSA and
1 rmake it a viabie organizaticn, it is necessary that for adminis-
- - .
_..] t-ative purposes it be'placed' under-a single Government depart-
?;’;‘_:_ ment. The somewhat involved machinery for appeals to the Special
s . ' naliaf
- Commiltee has been dictated as a result of our strone belief that
f:! tha vnanimity rule which now hampers USCIB should be eliminated
o "‘l for the new COMINT Beard in matters pertaining to AFSA. We are
37
: S -
a .
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hopeiul that this machinery will seldom be us..ed, and th.ﬁ: its
merse existence wm stimulate harmonious action. Of course,

no machinery will work satisfactorily x._mless t.".e‘ sevaral -
Ser{-;_ges, depa;tments and ;gencies bend every effort to coop-
erate in the commen.cause, It is imperative that lack of suéh
ccoperation be never allowed to v«;eaken or dissipate our COMINT
activities.

The Committee has ventured to prepare a draft Presiden-

tial Memorandim (annexed as Exhibit K) designed to carry into

e

gifact the maicr orgmizatic:{al changes which are recommeanded
above. Althou'é.h the prepa::aticn of such a memorandum is a
technical matté;'and doubtless involves pro':;lems .with. whica the
Com:uittee is nct familiar, we subn.ut the draft partly because
it will further cla‘:.ify the Committee’s'recommer;dations and
pactly because it may be of assistance, if you approve thosé

recoramendatiors, in putting them into effect. We point out,

hnowever, that the memorandum does not cover all of the recom-

mendaticns coniained in this Report.
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: ‘ The foregoing conclusioas and recommendations are the Committes's

reply tc the spacific questions included in our Directive. In the course of s

—  our survey, we have encountered a number of ancillary issues raised by

.o . : Yooa .,
various witnesses in addition to those discussed above, Examination of those U
- acditional issues has been relevaat to the coxnclusions and recommendations,

but we believe that théir proper soluticn should be left for the revised COMINT

Board. Brief discussicos cf three or four of them at this point, however, may

3_:)-\ serve to further support and illustrate the necessity for the reorganization

recommendad above, a_::d record for the banefit of the new COMINT commarnd
. B s

e
.

the resulls of cur investigaticn of thcse problems which should he of exrly
"» .

concern in the work of the new organizaticn.

T m
[-pOYes

@

he Security of Commiunicaticas Intelligenc

The current security measures and pocblems in the COMINT field have

been discussaed in Part IV, Suffice it to record here several basic principles

-~

=~ and ceaclusions. The success of our COMINT effort has varied in the past,

T
L]

and will undoubtaedly vary in the future, in direct prcportion to the effective-

ness cf the security measures taken to protect it. During World War'II our '

-

sreal succasses were possible only because our enemies had littie if any
Koowledse ef what we were deing or the degree of our accomplishments. Cur

- Successes are smaller and fewer today, despite great advances in the art of

—

CTypianalysis, partly because these security measures have been on occasica

]
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Q ?.n~e..~. nally 3-02-"1d°=‘3d (as in the case of the Pearl Ha..oor o atxon) e
[ :' ’ . '
or not adaquately protected...
w— : . -
(]
-

We must assume teat the Soviet Coverament is fully aware of tha face

(3

that we are striving to break its codes and re2 ad its messages. We have from

D

time 0 time in the o;s‘mace no secret of the fact that we Have been active

in this field, and furthermore, the maﬁg:ﬁb:ﬁ dividuals (includir.g the con-

i3t

sumer zgencies) engagad in the COMINT eifort from all walks of life, and )
© T the high rate of turnover, creates a serious security risk. But this does not
- ...au.n what securiy recautions can be eliminated'.consta.nt coordinated eiiort
' . A

niust be macde to improve sacurity. To be sure, we canno keep {rom other
-, governmenis the knos ’ledﬂa that we are in the business c¢f trying to read their
o~ N c
o ,.5;1 nzil., We can, .mwever, Keep irom them the extent of cur effort and the su ccess

J

that we are having at any particular time. If by chzace we should be so success-,

(.1

ul as to brezk some new ccde, there must be in exdistence a;:‘ctively worsing
‘.“F.«_ Securily measures which will reduce to an absolule minimum the possibility

Ll T that that fact will be disclosed.

-~

Pl Al presaent each of the three Services and three civilian agencies maXing

- use ol communications intelligence, and the Armed Forces Secuarity Agency

(.

Iisell, individually handles security matters pertainis ng to its own personnel.
-
'...l ach agency is supposed to follew general rules laid down by the USCiB Se-
; curiyy Commitiee, but each agency is free to apply these general rules to
-~
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concretle cases 2s it sees {it, without any supervision or checkup whatever.

The Committee has not attempted to make a survey ol the precactions which

each of these groups. is tzking, and even if. it were zble to do o, it would not

feel qualiiied to express an opinicn a2s to their suliiciency.. It does zppear

. to us

[

tzat the number of individuals ‘‘cleared’” for the use of communicatiors

intelligence (as distinct from its collection and processing) is too large.

L 4

A second problem called to our attention has been the too widespread

disiribution of the ATSA procuct, {n terms both of needless circulatien of

usalass messages zad of uanecessary m\iltiplicatiq'n of required copies of

~

" each message. Thise

/\
N R
ot

men

ted oa telow.

difficulty at least in part is inkerent in the present

ystam of intelligence processing outside the control of AFSA, which is.cox=-

Whaile the Commitiae cannct attempt to lzy down rules on the subject of

The Cryptanalytic Effort

pra———— "
- by a central orgznization such as the new COMINT Board.

securilty, it believes that the entire subject merits careful study and action

We have seea that at the present.time AFSA’s efforts in certain imper-

- £ &y
Safws ol wae cr
)

L

yotanalytic field have not been crowned with success, %o

-

. s ee - = -
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the Sacretary of Defense wish mora detailed information on it, we would

preier to zrrange to Eufr;sh it to them orally. Fowever, we would submit

(YRS
.

in this Regert cur obsersvatiicns as to some ci the possible causes,

The Coxmmitice had tha benelit ¢f an extensive cerference with top T

crypianalysts in AFSA and 2iso with seven cf the me;::be;-s cf the Scientific
Comaiuzications Advisory Group (SCAG). This latier group nas been appomtec‘:
by the Director :'-}.FSA. from among the léa-ing civilian industrial experts
‘in the fieid of the develcpment and consiruction of the intensely complicated

machinesy wiaich is today the backbone of the cryptanalytic effort. (The

names zand titles of these individuals appear in the list ¢f witresses annexed

S anlS Exhikit 3). The Committee has alsc studied and discussed with the senier
<

rystanzlytic consuitant to the Tizecicr cf AFSA a recent report made by SCAG

L)L

to the Diracior on this stijecty It is the cpinion of the experts that there is

s

reasonable hope of greater sucgess, providad 2 greater and more efficient

'ﬁ"“'

l.- elfort is made. This means the emplcymesat of a larger rumber of highly
skilled personnel, and the expenditure of additicnal funds for machines. It
also vould reguire the develenmeant within AFSA, undex civilian direction, ¢f
2 gt

2 strong research and davelopment group.

u

Greater civilianizatlica, acccrding to SCAG, is absclutely necessary in

that branch of AFSA which is charged with the conduct cf technical research.

1000 T U T (N0 T O o

Many scientists and mathematicians in recent yezrs have felt the appeal of

2
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@ e jmocriznce and mystery of the. COMINT effort, only to draw away upoa

- | developing closer contact because they have felt it impossible or frustrating

(whather rightly or wrengly makes little differeace) to work within the mili-
, . . o
tary hierarchy. It is SCAG's corntention that AFSA has, beczuse of difficulties

- —

L

(.

in contract relations and errors of judgment, so injured its reputation in

scientific circles as to make both companies and individuals somewhat wary

-

of doing business with it. The contention is based ugon an alleged lack of

J

PN
-/ Dzpport batween the military and the civilian, particularly in the field of abstract
science and its appurtenances. There is probably much to be said on both sides,

|
g ] but civilianizaticn of COMINT's more abstruse technical activities would pro-
‘A

miuch to provide 2 remedy. T

-

{1 these resgensible opinions furnished to it, It is entirely possible that the re-
M sulls cf = tertar organized eifort will.be negztive, but i they were only in
! o

(——art successiul, they would produce information of much greater importance

\

L2

, than we are now obtaining through the expenditure of much larger amounts on

:“ the mora ortlucd;:x sources.
i There was some evidence that the day-in and day-out demands for COMINT
.
__I informzticn which we can new cbtain have been so great as to compel the AFSA
~ authoritics to turn :;.eir eneré,;ies in that direcéion, and to deter them from

: ] assigning more persomgl to the longer-range cryptanalytical problems which
N ' - 139 -
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11 2ot nay divicends for some time. The division of labor b_etween
these two fialés, will, of course, always be a matter of judgmént, and there
could be no mere im pé tant subject for contin i;.g cqgsideration by a top.
leval group such as the COM]NT-Boa.rd which we have recommehded.

The Size 2nd Expense cf the COMINT Effcrt

The Commitice has {furnished in the body of its Report a rough estirmate ..

of the number of individuals ex::ployed in ou; overall COMINT effort (&

2nd the overall exgense m U

es do nct 1nc:lu.dce Ye manpower and expenses of the con-
sumer agencias. As ingdicated in Part IV, these {igures, particularly the

collar cost, are l‘.G"ESS“‘“lj very general estimates becausa of the c*"xc.xl‘v

” % making accurate cetgrminations with respect to those engaged in the field.

o

- oy

~oud, “x—"
e e e

e e

ATSA itseli employs appreximately & and its estimataed direct cost

-
-
]

runs at prescnt at zbecl

i ="'  The Commitiee was in no way equigped and msde no attempt to consider
whether any part of this expenditure could be recuced without materially af-

fecting the product, anid in fact this subject fell ccmplately out..lde our Direc-

tive, However, we have bean impressad by the fact that the sums involved
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<& ar-e very large, and that because of security factors they are cecessarily not =
subject tc ary of the checks and bﬁ&nces that operate 2s efiective centrols E.
in other Government d-:-;éé.rtments and agencies, or to the restraining i.r.fluence :
_ . . . -y
of Congressicnzl investigations or public opinion. We must leck to AFSA — 7=
itself and to the three éervices to insuse that all éxpenditures are handled on ;
as an efiicient a}.“ a.n economical basis 2s is possible. This is a further com.- : --.:
gl

pelling reason for insucing that AFSA managément be stable, s.‘:::on; and highly
a

responsible, znd that there be a COMINT Bea-d which has suificien: authority

and ability to exercise a sirong guidiag hand in major policy mattars.
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: The Presicdeat on Decexder 13, 1951, directed the Secretary of State and :

[} tae Secretery-of Defense, assisted by the Director of Ceniral Intellizezce, %o -j

tave the Cozmunications Intelligence activities of the Goverpment gurveyed, - 5

1 «with the view of recormeading exy corrective messuras that cay Ye requited Yo ., o
{nsure the zcst secure axd effective conduct of such activities. _ St

b . . ,. - . - ) .

~ You are hereby appointed as a C tiee to make a suxvey as hersipaftes et &

legerited and subalt to the Sacretary of State sead “he Secretary of Defense ) ‘

roposed recozmendationg for their comsidera%ica. . e~

Land .
I2 order to assist us in carrying out the directive of the President, it
is desired that your Cocmittee consider the following:

(=3

e. Tne legitizate Cozzunicetions Intelligence nesds of each
a5y governzental depertzect and agezcy for tha producticn of deresrtaental
intelligence, en® of the Director of Central JIntelligence for the . )
oroduction of nadional intelligence. Your Committea's consideratica .
o such needs shxll not Ye nerrowly interpreted and shall inclule, -
without linitation, eny aad all aspects of the iotercepticn, tramamissicn
precessizg and producticn of useable Comawnicaticns Intelligence (nfor-ma%kical

L

b. The allocation of respeonsibilities and authorities respecting _ .
Cozzunications Intelligence activities that should be made ¢o insure
that such needs are satisfied most eflectively, giving due regard to o
the requirenenis of secwrity. TYour Commuittee's comsideraticn of %his P )
question shall include, without limitation, the exten: to which ' '
‘Tesponsibility for, end suthority over, the interception and
processing of Communicaticas Intelligence information, or eny other
aspect of such activities, mey and should be assigned for perforczance
as a service of commoa cozcern, and to which department or agezncy -
sucl assiznzent shouldr be zeda. S

3 (0

]!

.

4

oo

Your Cermitiee T2y establish such zpetheds of procedure, consistent with
-existing Ce=muaications Intelligence security regulations as i% may deem f£i%.
Your Committee 45 authorized “o enploy such staff as it may require, end you
237 &Pply to the Director of Cenmtral Intelligence for the clearance and izdoce
trization of such persona cot presently cleersd and fndoctrinated for Special -
{ntelligeace os Zay be required to assist your Committee. : '

Tl
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our Cozmittee is hereby authorized to request all departments and

coaducting Comunications Intelligence activities for the Covernzent

available to your Cccaittee and its staffl any and all per

Y

ra

eribed aurvey cad be obtained.
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LIST OF PERSONS INTERVIEWED
BY BROWNELL COMMITTEE
AND DATES INTERVIEWED

Beimont, Alan H., Assistant Director-of the Domestic Intelligence
Division, Federal Bureau of Investigation, 16 February 1952
N ) .
Colonel Donald, Operations Officer, Army Security
Agency, 16 Febiuary 1952

. Berni'er,
Bolling, Major General Alexander R., Assistant Chief of .Staff, G-2,
- U. S, Army, 2 February 1952 :

. Bradley, General of the Army Omar N., Chairman of the Joint Chie{s
. of Staif, 11 April 1952 ' :

é.:’J @'D EJ.IS)

" Capeli, Major General Charles P., USAF, Director, The Joint
-Staff, 24 January 1952 '

. Canine, Major General Ralph 7., Director, Armed Forces Security -
Agency,i Jandary and 22 February 1952 .

i |
. .l

e w—— - _
“A R

Cla.r}ce, Brigadier General Carter W., Osaka, Japan, 'formerly Chief
ot Army Security Agency, and Deputy G-2, U. S. Army
8 March 1952 .

G I s P e
)

Davitt, Colonel William I., USAF, 24 January 1952
3=l



J.

ST e Il

Duif, Major &eneral Robinson E., Chief of Army Secunt'y Agenc.y,
16 February 1952 : _ )

Engsirom, Howard T., Engmeermg Research Associates; (The
Special Communications Advisory Group), 8 February 1952

Friedman, Wm. F., Consultant to the Director of the Armed Forces
Security Agency, 22 February and 4 April 1952

Gouleit, Captain W, B., USN, Actmg Director of Naval Commum-
cations, 24 January 1952

Holtwick, Captain J. S,, .Tr., USN, thce of Operatxons, AFSA-02,
1l January 1952

_Qrzﬂ.r:nﬁmc:j[mmc:

Howard, John H., Burroughs Adding Machine Co., (The Special
Communications‘ Advisory Group) 8 February 1952

—
7

Johnson, Rear Admiral Felix L., USN, Director of Naval
Intelligence, 24 January 1982 .

R

Johnson, Colonel Hugh, Chief of Sta.ff, Army Securxty- Agency, .
16 February 1952 )

)

Keay, Victor P., Chief of the Liaison Section, Federal Bureau of
Investigation, 16 February 1952

o
. -

Leva, Marx, formerly Assistant Secretary of Defense for Legal
and Legislative Affairs, 29 February 1952

-

) (3

Lynn, Brxgaaxer General Roy H., Commanding General of Air
ﬂ Force Security Service, 13 February 1952

Mason, Captain Redfield, USN, formerly head of AIE'SA-OZ1
=~ 4 April 1952 - .

&5 8-2-
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McNa:nefr, General Joseph T., Office of the Secretary of Defense, .
24 January 1952 . ' _ -

McPhegson, John C., International Business Machines, (The Speéial -
Communications Advisory Group) 8 February 1952 .

- Potter, Ralph K., Bell-Telephone Labcratories, (The Special Communi-
cations Advisory Group) 8 February 1952 _

Robertson, H. P., Weapons Systems Evaluation Grcup, _('I‘he Spécial
Communications Advisory Group) 8 February 1952

Rowlett, Frank B., formerly Technical Director of the Armed Forces
Security Agency, AF3A-02, 9 February and 15 February 1952

Samford, Major General John A., Directer of Intelligence, U. 8.
Air Force, $ February 1952 . .

SRR |

*  Speakman, Edwin A., Research and Development Board, (The Special .
. Commuaizations Advisory Group) 8 February 1952 '

-
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Weckerling, Brigadier General John, Deputy Assxstant Chief of
"Stasf, G-Z U. S. Army, 2 February 1952

Wenger, Rear Admiral T, N., US\I Deputy Director of the Arxned
Forces Secunty Agency, 8 Mazch 1952

(Prepared 14 April 1952) L )
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BATIONAL SSCURTTY COUNCIL TITZTlICENCT DISZCTIVE To. 9

—r o -y -
COTITWICATICNS oOrrzLLIicznes

.

Provisicas of Secticn 101 end Sectica 192 of the Nat<omal

Purguant o the §§
L3y Act of 1G%7, es ezecded, tZe Naticzal Securizy Coumcil heredy puthconizes = 3t
irects thatl:s o y{;
. . i
1. Ttare {3 herebty esteblished under %he Nationald Secuzity Counmedl =
the Ualted States Cezmunicatiozns Insellizencze 3casd (pereinefter mofar—ed ) ;‘E
%5 ag the "3card”) to effect the auzloriitative ceordization of Co—ual- :_:
cesions Imtellligence esctivities cf tie Govermment end %o advise the Divecteos px
I Cectral Intelligence in these afters in she £eld of Commimicasicas .
intelligezce Jor wailckh ke L3 responsible. e
2. Tae 3cexrd vill be coxposed oFf not Lo axcsed “wo memhews f-c= eack c? T
3¢ follswizng desertizenss o &zencles: Thes Degpertzments cf Siate, the A=y, the
- P lem D b -

S the-Air Force, and the Central Intellifzance Ageacy, and the Fedaral .
Buresu cf Isvestigstion., Coly those dejer<zents or eganczies desizmated by =
22 T sGeas eTe awsacrized o engage in Cocmumicaticas Intellizence activitics.

- ¥

.a.% 3. The 3oord zezbders will be vested Wit asuthsrisy o Teprasent Jh=is

e Teszectilive dejarizents or agemcies i 4tha fleld of Communicatiozs In‘elligazze
ené ensh mexber derasizent or egeney will Ve represexnced at each zes=tizg by az.
s223t cae ndexber, or altermate, with the necessary pCWers Lo act. ' N

- -

L. ecisicng of the 3oerd will Ye based cn the srizncliple ef waanizity,
w3lch shall Se a prereguisita for mattess withinm tha su=viev ¢f the 3card,
excezt I2at the Cusfirtmon skz)) be elested oYy ==jor

=i%y vole. Woen decilsicn
caz=ot be regched, the Soasd will pro=ptly refer the zZatter for resoluticzn %o
The llaticnal Security Coucll; rrovided that, when unani=ity is not obtaized
62325 the 2ilitary depa=tzent neads of the D&zartzent of Defense, the Board

shall present the problem o the Secretary of Defense Yefors presenting it
S0 the National Security Council. ) .

5. Dezisicas and policies srozulsated by the Zcerd within 4:e scove cf )

Tuls :
Jito (urisdicticn ghel) e applicadle to ell deparizents and agentles rerre- J
$&Z°Cd 01 oF subordizate 45 the Je=iczal Sseurity Council exd eny cthess

4 g - ‘- « .
dfg-v-ﬁ-e- Oy the Presidest, and stall be implemented by thcse departmants
and

cgensies of vhich ection is reguired.,

-

S 9 :
geyised »

Yarsz 10, '15%0
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-~ -

“The sf.x:-o reason Whtch dlctutf‘d that course i:s evun more i_noz t..m. tou.
our sox..x.ca Lave bcun t,rf;-cx j cL'\‘uor..\tcd
/‘ e et _\ A '. . I ,”.
A3z a ru. thnr nvonple or *h'. drllwc_/ of thn situg t.}.on, o
pco;vle {the 035), without telllm_, us, Instituted a -ucre:. ,5un .ch or the J..Lp-mcm ‘

+i Eabascy officea in Portuzal. “Az o r'* uwln the: eutirs x:tlit_u_{ (\t*ac}-c J‘a.r ANt code

- K
all over the world was chan. 2ed, aad thingh this occurred cver n/vc-qv na, ve have

not yat Been nbLle to LYreak thc: v eole and have thus lost this _inv:z.lw\ble source
of (nforwnition <p..ri.lcu]u.rly r--ulrdhu the B\uo;"-:m 1tx..-;'“dn. 4 ":

o Loel
e L . .
LY I ew t L e \ AT S Y RE ‘-"--‘ . -
o

A recent cpo sieh in Cc' n-*:x ‘uy I‘- lm "ntuL'v-‘ Ih:m‘:., Joul-.l clc:z:ly cu.'"cz-b
Jupunege that we' Bave Leon ro ading the 1y conles, thoush Mr. Darness and gha
. f\'-"rlcrm publir vonld pro ably nob droveany such corslusfon. ' y )
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to Lhe
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Tl ere c]o clj rclu:cd iu conmp
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ﬂ " obtain th.rough thcsc intercepted code-; o ‘I’hcy contrlbute grcatly to the vlctory H
L. ond trcmcndously to the amrmr'l; of Americaut liw's,. both in tbe cond uct. af current

u, L I o.m pr aentfnb this mtt.er to’ you, for yOur eee:.z-ee“' 1n.t‘ormtion, “in the hopn
’ thnc you will see your way clear to avoid the’ tm'ic results with vhich wve are now "
D‘ t.hreatencd in the prescat polltica.l campa}.mx.. I. might add th.:.t the recent action:
-of Cony:c"o in requiring Arnmy and !'av:/ 1nvc..tibations Tor. ect.lon ‘bafore certain’ v
. dates has cornpnlled we to bring back the .corps’ corm_nder, : General Cerow, vhose® .
C \troops are flehting at Trier, to testffy here while the Germans are cou.ntér-attuckinz €4

hio forecs. thora. This, ‘bowcver, in a very minor'mtber co:npared to the lo..o ‘of
. ¥ our.code . inforrution L ;

Jis U Pleage r;tu:n this lett.er oy bca.rer
tn you:' refc-*cqcc c‘wuld )ou oo desire.
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CITATION FOR 1ST RADIO SQUADRON, MOBILI FOR AWARD CF

MERITORICUS UNIT COMIMENDATI

FORCZ GINERAL ORDER 54

CN IN DEPARTMENT O: AIR
or ll OCTOBZR 1351 )

During the period 26 November 1950 through 18 July 1351, the lst Redio
Squadron,-Movile, has made outstanding contributions vo all service of United

Nations Forces eag g°d in the Koree.n comllct.
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Specific accomplistrzents, considered of ex"re.ordinery value to the mission

oA U‘I Torces in Korea and in at lee.st t'-ro cases to ..he 'rital i::tereats oi‘ the
ited S..e...es, "ere -
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utions.ol the lst Redlo Squadron, Mobile, ‘n direct support

a ey ree . . . .
: s&e Un cczbas effort in XKerea have furnished the UN Forces and the Goverzmmest
- Vet A . .e -
.1.~e vxilted States with tactical and strategic intellizence, of incelculable
ve-uz 19 tbe success of the UN mission and to the security of the United Brates,
ezl have therety reflected great credit oz tL

e tais acd ¢he Alr Forces of the
Unized States. ' :
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A.“v:o FCACEZS SZCURITY ACZINCY (AF3A)

Purscant Lo the: autborily vested In me by the Rellozmal Securiiy Act o2

(] N w -

. . - - A}

1GLT (Public Law 253, ECth Congress), and in the fnferest of [rester effi- s
D cleacy and ecozmozy, there 1s hereby esitadblished within the Faticzal Mil{terr

. .,

F Zstablishmenat; under the direction amd control of the Jolat Calefs- o2 StalZ, a

ified cryptologic organizaticn to te Imcwn as the Armed Forces Secimity Agency

-—— . *

U (bereizafter referred to &s "ATSA") which shtall have the pupose, cczgositicn,
~ -
D authority and i responzibilities herain=Sier described.
. . o

1. ZPurzose . LT

Tha Az=ed Torces Securiiy Agency is estabdlished iz order %o Provide

ferjshe placizs under ome authority the condust of co—unicstion intelligence

end commusicaticn security activities (bersina®ter referted %o as'crymeologie
B activities) 'Ji:h‘*z the Naticmal Military Estzblishzent, except those whick ere
. to te ccnducted .nd*v*d"-"'}' by the uep artzents of the Jimy, .Hbvy, and Alr Force.
. . o s -

2. Cm“ositic'i . ' K

’

@ =

e.. The AFSA shall consist of such facilﬁ:ies, units and =ilitary
’

. and C..'-'ilir.:: Fersonnel of the armed forces wilch are or =ay te used Zor,

cam

Or engezed in ccmmunication intelligence or coz=unication sesurity

activities, 4nclud ing the Heedquarters, Ar=iy Security Ageacy (ASA),

Arliagton, Virginis, the Communics t.ons Su’.:p exentary Ac.ivi vy (CSAA),

4 . 4 - - -
Wasbicgton, erd eny conparable org_'xi:.-.t‘.ons of tae Alr Force, end such

/JTZJFIJ

- otler fosilities, units and perscnnel as the Joint Chiefs of Stafl =say

. H <3- . Appendix
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determine as Decsssery to fulfill the funcitions herein assigned.
b. A Flag or General Cfficer of tke Arzy, Nevy or Alr Poxce
w111 be =ppaizted by the Joint Chiefs of Stafs, subject %o the

asoroval of 4he Secrs2tary of Delense, es Director of 4he AFSA.
P s A .

D =3 .3

Zi3 poi=al tow= of duty shall be Lwo years.. The direct;:rship

3

shail be rotated a=ong the Services. :
. L4
c. Aa Armed Forces Cocmunications Intelli'ence Advisory

“

Couzcil {AFCIAC) shall be established within the Armed Torces

™
l))

Secu:i‘:;r A.gency: The Council sball consist of the Director of

orces Security A enc_,', \.ho sb-ll be chalrman thersof,

the Azy, Navy, and Alx Tosce zembers of tae Ur...‘.‘ced. States Cermuni-

) 3 o)
i
i
i

)

.
-~

‘J,—’_'-.?f catlicns Intelligence 3oerd, end not to exceed oce edditicmel mexher
PN S )

frem esch of the gervices ¢o be nc:zi.n:"ed cy the regpective De-

7

pertzest Secretaries. .o T o,
U 3. I—‘.esvcnsi‘bilities end Tunctions
._ 1‘ - . 8. Sub,}ect to the a.u‘chori"y end directica of“the Sec.rete:y of e

.Derense the Joint C'hiefa of Staff will exercise di..ection, asuthors

E:J

2y end coatrol over the Armed Forces Security Asgeacy.
3 . . r

b. The Armed Forcss Co—uaications Intelligence Advisory

3

-

Counell «will;

(1) BRecc=serd <o the Joint Chiefs of Steff policies,

~
-

B . operating plans; and doctrines for the prodﬁction of
m

cczsuaicaticns intelligence which will insure the pro-

TN . vislon of:

.....

. - H- -4 - Appendix
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(a) Authentic inform zetion for placners e=2 policy
makers wit h‘n the Naticnal Militesy etablish:ent azd other

Gove*n_an al Azencies kaving nembe‘sh.p on the U:itei States

Cozmuzicaticn Intelligence Board; %o agsrise uhe: of tkhe

reelities of the 1“terna_io: =l gituestiion, Var-maxins cepa-

T bilfties, vulnerebilities and izieniions of foreiga countries,

*

ecd to elizipate the element of surprise frca an gct of

egsressioa by snother couniry.

-

(v) The unique informstica essectiis) <o <he several

services for the successful prosecuticz of war snd vital o

Y s-o-.eai_“ of the pe“‘od of bosti{lities.

(2) 1ecc::=:d 4o the Jo.a"Chieos of Staf® “ol.cies,

- -

cper:ting plans, and doct-‘“es for ccmmunication securisy

activities. :

(3) Recormend to tre Joint. Chie-s of Staff the ’aé"““S,
persoa:el, 2rd Tiscal and logistic support %o te prcvided L34
the services %o ATSA; such ;e&omme dotions to e baaed on
requi:emen;s as determined by ‘e Director, AFSA.

. 3
“ (L) Deterzine and coordinate Joizt eryptologic military

Teguirexzents.
(5) vaea Weainmity cenfiot be reached sucstactive cattec-s

shell be referr red to the Joint Chiefs of tas?s fcr regolutioan,

l
procedural..at‘e-s shall Ye deter:ined Df toe chai:::n

H -5 - . Appendtx



(L) Formuwlztica of policies for: (1) trensaisaion
gecu=ity end coc—unlcstiozs covc;r and décéption; (11) eysto~
srapbic aecuri‘;y; (111) physicel securiiy of cxyptologic
caterial; (4444) c.;yptc.:logic ccu;-.te.—:e.-.su:ea. e

(5) E'}a;.u_s‘::‘.on of violations of ;rjptolosic security;
det.e..":‘..‘..:zaticé of extezt of cozpromise; and remedizl actica
th-cusk ezproprisle cheznels,

(6) Investigatica of the mesns exployed for clandestine
cczmuzicaticns; :.acl';.::epcre.'tion, detection, ard procesaing -’

of searet inks, microcpaoctographs, and opea codes amd ciphers.

(7) 1Liafaco wiin apprcpria.te departlents and ageacies, fcr

the purpaose of ccc:di:.:.‘:.ing eryptologic equip::e.n. end pro-

\ -

cedu:es..

(8) Prepesziion, for review and epproval by the Research
azd Developzent Doaxd, of coor ‘—_ted‘ §rog:-- for research
and development of c_';;-'ptclcgic equirmment under the cc':sni:a.nce
of AFSA anc‘. woex approved, action to izrplemen‘“ th ese progrm

(9) Prepa..a.ien, for review and spproval by ahe Huniticna
3ue.rd. of cocrdi__:. progTens, anludi.ng Ldustrid. mobild-
:h..icn pl:.:‘.:‘.i.’lg, for the procwrement of cryptologic equirsent
\.:.:der the cogmizznce of ArSA‘ard, when approved, acticn %o
izplezent those programs. T

(10) Preg eration of technicsl public.s.iona Tertaining to

subjects pecm.i:: "o AFSA. _ .

] -6 - ) Appendix



(11) Prepsration of technical ére.i.ni.ns prc;.;m and

¢ estebiishzent of traLn‘.;a standsrds for ATIA perscmnel;
prevision of certain specic.liied@raiﬁing of perscanel to
‘mees the respeciive needs of ihe Ar:cf, Nevy and Ads Torce.

(12) Zstablistzment for units of the Arzed Forces of a

P

tasis of issue of specisl items of crypto-egquipzent for vhich

previaion 18 ot zmade in stacdard distributicn lists.

activitiss of the mrmed Jorces.

]
% (13) Techknical supervisica of 21l commuaicsiion secuzity
G (i4) Provision of %teckmical suppor: to the Army, Ravy,
G ead Adx Terce in thefr conduct of ervatologic activities.

*  (13) ©Preparatzca of dulgetary a=d other fiscal require-

- -

mexts of AFSA, coordizetion of such raquirezents with 4ie
pe.éticiﬁt‘.na se:'vices,' asd the presentaticn of suck requise-
zents to the Joint (:‘.hiefsh of Staf? th:'ou.g".*. the ATCIAC. ' Such
requirezents for AFSA as may be epproved by tfze _..Toi;.:t.C?:.ie:s
- of Staf?f will bve i{ncluded in the reccme:d:.;;ion z=de by the

. J’oint.Chie:s of Staff to the Secretary of Defense on dudgetary

. . 4 .
patters. - ,
-~

il

L
U.
.

4. The Departzments of Army, Navy, acd Alr Teorce will:

e

(1) Take necessary ac<icn %o facilitate the efZicisat

end eccncalcsl operatica of AFSA, such ection to imclude
D assisirest of i'aeraom:el end f\;rnishing of fecilities, squip-

pent, and figcal and logistic support. The respective

- e =T - Appendix




Secretsaries ere hereby suthorized to issus such orders c.é
ray be necessery to effectuate the purposes of this directive.
G . (2) Provide fixed i.nuerc-.-*a* Lnstall.:.tioné es suthorized
D . by tae Joint Chiefs of su::. ‘Such ms*a.lla..io:m w41l be
Danneqd eaad administ ar-d. oy the sexvice pro'd.d..::g "hen, ‘m..
a will be op‘ra.ioaa.llf di:ec.ed Ty AFSA. '
D (3) Provide mobile intercept facilities requi:ed by ‘he
‘ ' Arzy, Favy .end Air ?orce.re@ectively, which will be menned,
% adzinistered, end operaticrelly conirolled by itke irdividuel .
E gexrvice. They ==y also be used %o pe-fo-A spec.a... nissicas
: for ATSA as requested by the Director thereof.
B (%) Provide eor::mn‘cation facilities required by AFSA for
ng;,} Joins use. The c:':fpto-...a».er....l utilized in such facilities
will be furaished by AFSA a.nd.'ad.ll be opern.ted and zeintained
G Ty the {ndividual service. ’ .
}j (5) No*m..l,r essigm miJ.:."c:':r personnel to ATSA for 2
f L pé 1od of not less then th.:ty months, reser'd...g the risht
d %o add, withdraw, or substitute pe:sonnel with..n lizttations
B of e.utho:iz-d personnel stirength of ATSA,’end subjec‘.'. to
,..* agre .‘.nt ’ay ‘the Di- ectdr, ArSA. In accorda._ce '.ri.h existing
L lew, ¢ a.r’...inis.....tion of r;ilitz-..;y persognel of the Arzy,
] Nevy, ead Atr Force assigned to AFSA will be a responaibility

D of the Arcy, Na);y, and Alr Torce, .respecti'tely.

M -8 . - o Appendix




(8) Contizue Yo be responsibvle for ell such ciyptologic
actifigieé as cre required By in:ra-se:vice cr Joint reeds
(e.5., co=munincsticn iztelligence prccessia;; 1nzer£ept, .
:e;earch aad dsvelcpmené, trainizag eté.) end a:e_dete::ined-
Dy the Joizi Chlefs of Stafl not 4o te the sole responsiblilisy
of - ATSA. They will aﬁ ell times kaep ihe Direcicr, AFéA, fully
{nfor=ed ccnceraing a1l guch ;cti ties.

(7T) Mot undertake cor comtinue cryptologic activities which

L)
ere determized by tihe Joint Chiefs of Staf? <0 bHe “he gole

a. Toe oonsolidatlon ol those parts of several service agsacies

wilez w1l cozstiiute 4he AFSA will be effected wunder 4he directica
end control of the Joint Chiefs of Staff, +with the minimm loss c?
continuizg of cperaticns. It shell be {nitiated agt laster 4han

1 July 1959 azd completed not lAter than 1 Janvery 1950. . Whea &ke

- consolidation hes Teea coxpleted the Joint Chiefd of Staff will ac

inforn the Secretary ¢f Defense. "

."'

H-9- Appendix
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- ' EXHIBIT I

__The “CONSIDO”’ Problem | | o

L

At the san;e time that the central AFSA was created, one very active

| e

school of thought believed that there should be an “‘intelligence” counterput'

g

i of AFSA charged with evaluation and dissemination of the COMINT product

j ~ as opposed to mere collection and processing. It proposed the erection of

.

‘'an agency to be known as the ‘“‘Consolidated Special Information Dissemina-

k tion Office’” (l.e., ““CONSIDO’’) which would be composed of analysts of the

-
i various COMINT consuming agencies, reporting to a chief of CONSIDO, and -

‘} :“-which would have absolut; control over tpose‘further aspects of the COMINT
;\ effort. The proposal, although worked out and presentea in detail by its
K__,.-:prgponents, was abof-tive, but the germ of the idea is stiil very much alive
E today and is actively advocated, in modified form; by a considerable group of
G v:';'”qua.liiied COMINT oiiicials.. .

The concept of entrusting to a centralized office the job of editing and

- -

et

- . interpreting communications intelligence has good precedent in the practices

G : R e since 1920, in which year the present ¥ fE2
X _mﬁ- have combined in one
compound and under one head both the production and the utilization of COMINT,

and it has appa:rently worked out very well through the ensuing years, There -13, -
5 . .

however, an important difference between

R3S and the CONSIDO

§
P~
O



their éf[ort while CONSIDO was. built on the principle that it"‘oe lndependent,
vert'cal and alongside the new and (presumably) consolxdated processing
“plant with no gangways between other thana suitable pipeline for passing the

‘undigested material from one to the other. The head of CONSIDO was to be =

" 2 czar In his own right, from whecse decisions there was almost no appeal.

It was this that killed the plan, fgr :é'pnsumers of COMINT, and especially the .
civilian consumers, would not listen to any scheme that robbed them of their
sovereignty in the use to which they put their share of the product, or the

- assignments whi h they :cared to give to their COVIN; analysts, or the per-

.- sons in thely own establishments whom t.hey considered eligible for COMINT

clearax:xce. .
ﬁ CONSIDO had made its first appearance h;ee'oi Uﬁs.element, its history
mié‘nt-have been different, There are certain definite and undeniable advan-
tages in the idea of cent*ahzed evaluation of the COMINT product. First, it
has security advantages: it provides the mexns for a better control and more
limited distribution of the product without ﬁgcessuily impairing its useful-
ness. -~ it would drastically .cut back, for example, thé current practice of
a monthly printing of some two million sheets of code-word paper to grati.fy
.thg “minimum’’ demands of the cust&mers. 'Second, it would result in a'

finished COMINT product.into which all pertinent collateral i;. intermixed -




T P e RWliae N P m e ¢ e G I o ae

d
=

from central collateral files to which all consuming agex'mcies continuously

and freely contribute, thus giving to each consumer the full a::dvantage of

L..

* national resources. | ' =

J

It is now concedad tl;at any revival of the CQNSIDO proposal would aute-

D\ matically entail one major change: C(.)NSIDO wou'ld..become a function of,

B - and no;. a rival to, AFSA itself. It would notbe a separate .organiza:tion. LIt
mwht thus bring in its train advantages other than those outlmed in the pre-

7 % ceding paravrap‘l such as resolutmn of the present dxlemma surrounding the
B production of plain text, or the shortcomings of the compromise “beachhead”
B . plan. The Committee believes that the pr0posal has sufficient ﬁmerit to justify
¢~ 2 recommendation that it be carefully reviewed by the new C‘O\'HNT organi-
K zation with the purpose of arriving at a decision either to dispose of it fimally
D-‘ . orto impiement it {n’'whatever form seems best in light of th-e experience of

B three years of operation that have intervened since it was first put forth.
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