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1., Prior %o Ju::e 1917 no deparizeat of ihe Gorerc=snt conducted’

eryT “°-31y'tic ac‘z:.'n":.es “hatscever., Ircsa Ju.ne 1918 to ebout L'::y 1918

a considerabls amcmrt c.(‘ *a:rr: a.lcng thess lmes ¥as conducted rurely &s

. S . " ‘. -

e ratriotio e::terprise at his oW er_:ense ty U, Gacrge Fabfan, whoso

Riverbank laboratories at Geaeve, Illmo:.s, org;az.u.‘.ed a small group m

i‘a.ir:iy .wel’ z-a_u:ed rry-te._.e.lyats te W‘ork upon sucb codes and ci ers -_ ; A ._'
&s were .‘or'r;a.‘ rded by t‘*w War, Ta7Y, Sta.‘.:e, a.:;d Jus ice Depa:“::::ents; T.he L
L..dars* gnad czirec».ad -.he cryv"amlyhc oner‘a.h.o.r-zs‘.md traizaing et the B

Ei-:er.,&n.. Labeorator ies f“m:x tke t:._s of t-xe lme tion of *this vor
- P

', - . - - \.¢...

.. its close thereat in 1912, excs t Por a. rioc’. oi” & yeer vhen ne eS¢
: , C J

-4 . .
.o Ay -

- .. . .- - 3,
Ist Liseirt., ¥ID, serving at GEJ-AZZF in Jw Ger.:g.n ~<ode solving sdcticn.

2« Iz:x the 1917 the c"y*.a s_.a’y'tn.c ectivitier of the Tar Dezartrext

were-initiated by Co"o“el Van Dexea, G-2, =itk ths carmissioning of =. C.

‘& . . :
Tardley as 1lst Lieut,, WD, Yardley, =ho h=ad been a telegrapre

"
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State Corsrirent and had tsken sore :u-"s; est in cryotogrerchy, w=s given
two civilian enployees %o essist him., The werk grew r=pidly end by the
sutumn of 1917 the increased staff w=s orgsnized es a section desigmeted

es YI-8, which wes subdividéd into 6 subsectiens with dutiss as indicated

vary briefly bdelcowa: - - ) : o
(1) Code and cisker solution subsectior. - This subsection

.
al=]

ct

1% was

3]

wa2s what Souwld now be called the aypteralziic subsactic

largest cof the subssctions of LT-8 eand performed the crpptanalitic work

wia

2t only for the War Deperirent but also
e

ments, irecludize liawr, Statz, Justicsz, 2n€ the tmg censcorrchiss--Jatla
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(2) Ccle and cipher ceopilatica z-itsectien. - Desg

+kat under Ar:y regulations ths ccmpilation and revision of ccfes, 29 & .

°Luction of the Chlef Slgnal_Officer, cocrpilation activities under the -

Sigmal Corps wers apcarently 1n a mor1b~vd state, Inforzation bzving been )

‘*v. .

received that the Gerr&ns posspssed co-ies of the Wiar Den&rt ent Telegraph

{
Code)MI—F deeped it advzsable to establlsh k1 code coerpilation subsect.on,

apd that suosect;on produced se"=ral codes’ such as Vilitary. 'nte¢11g=nce

Codzs No. 5 azd No.- 9, smaﬁl poc:et codes for secret agents, ard the lA}e.

(2) Traln;ng subsectlcn. - Tn addition to taaxnlng its c*n : o

. A o _~-r et - .

tersonnel EI-8 tra;z 2d the rzgorxty of the personnel sent overseas for- - . TS
cryptanalytiz duties with field forces, both AZF gnd’ Siteria, -

(4) Secret inks subsection. - A laboratory was ectablished

or the preparation of invisible inks for use by omr omn 2genis. It also

mwired letters for secret ink writing and an average ol cver 2000 le

e
LLETS

—=or week were examired for the military and pestal censorskip from July 1,

. Tl % - :
218 “e Februery 1, 1919. .

(5) Sbhorthand subsecticn. - This subsection was orgz znized &

stems, especially Cercan, whichzad -
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(6) Ccr—uniczticns subsection. -~ This #as ez.ablished in HI-8

Ter kandling h_ssaﬁes te znd from military attaches and intelligznce

e
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f and rec

ry

2]

icers servicg zbroed. In a :erio of @ ronths it s=z

abcut 25,000 cuch cessages, practicslly all in cede

-~ e

3. At the hei ght of its cdevelzs crment, which was reached in liovezDder

1513, 1I-8 was, for these deys, a ratker laTge uznit, cor
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ofificers, ZL civilien cryptcg‘:a_:i:ers a:d crypianlysts, acd 109 iypists

.

" end@ stencgraphers. The twe had cecze for the estzblis—ent of a definite

pol:.c:y for the mtm. Ncﬂ, the guiu_.no boads of 'a'_litz.ry Intelligenc,e

‘-.'.‘ -

et ‘bhat ti_e ﬁﬂly ‘ecognized 'tha high mport&nce apd valus of ..he serv* ces

renc’.°req by the cryptaua’v"c:.c; bureau, cecause they' bad been in positlons

a.—

where tke m-oducts of the dB.llY a—CulVlty of the bu.reau cape d:\.rect;y to

.

notice ard they could no‘!f fa:_l to rote the inﬂnonc° and bear:Lno nhch .

s .

the work }:ad not cnly ugon ths I!‘.lll tary and z:ava.l but also upon t.be_-

" - - A
.-, - <.

plo:._.'ca.c, pol:.tic.al a.z:d economic phases c*“ t.I"e cornduct of the war.

( .. - ‘t... - ‘ -
. ', b ’v-
They «.he:efore had t:ractical expe ience in-the ratter azd cculd br:mg -
-"::-.'"' [N o, - - -
the rexank of +beir ‘osz.tlon oi‘ 1nf1uence and their actua... exper i nce—to
bear wuron these in cnm-ge of u’r‘e pmse stric 3, mith t".:e result tbat they

_.ﬂ-.

viere aole to obtai:.z i\.::d’»‘ su.ffic:.ent to feep a  fairly large organizetion

bad ‘e,
ra ta -

-iniart Tor & ryeaTr or two. Az a-«.m:al cD"‘I")DI‘l&‘&lOD of #100,000 was recom-

rended in a G-2 s*udy dated a.ay 16 1219 to be used
2s follcms: -
Rent, light , aod heat -. S : £3,500

feference tooks L

FPersormel: Chief . :v' ‘, L . 6,000

10 code az 2d cl.)her experts § 33,000 BO,CC(?
'15 code a'.n'd cinher experts & £2,00C 3c,ovo'
25 clerks 6 £1,2CC g 30,000
* Totzl 1C0,C00

The item fer "rsot, light, and heat" is explsiuadle Twhen it is ncted
tae ixeaz 72s be roved frox Weshington with 2 view to niding its
ezisterce, Of the £100,000 :-eco.mer:ded, the State Decartzent was to cro-

~ics 243,700 and 340,0CO was to te proviced for expezditure Ly the A, C. ol

L 3
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izt funds a.uung to “"Contdrmgezcy

-

S, C-2 c¢2 "eonfid al mezoranda®™ z -

}

Wilitary Intelligence Div'i"lon"-—t.‘“ ch

1

the Ccm‘mo_le*‘ Geperal. The paper containing the ‘acor:endat).ons sade by
the A. C. of S C—2 to t‘ce Chief oi‘ Staff mas "0¥-—<d" and initialled by

Acting Sec*etary oi‘ State Pollc on May 17, 1919, and on gy 19 it vas
‘ - L

approved by the Secretary pPL War over the Signature of General ’.Zerch, Cides
of Staff. Tke plan Tas pu.. :unto e"‘fect the bureau was installed in a

pnvate bouse at 2. East Btn Street I-'evr 'Iork C:."y, ard 221 per: sonnel

together wdth ez:.st:z.ug records were moved. tbereto.
- . :‘_ . .-' » ';'_" ,r;..

. 4. It is J,:mox. .ant to no’cc tnat at ﬂuat h.me rno provision ¥hatsoever

- : " S -
. - RARE .

was zade for racdio :_ntercept as a sourc“ of rar =a al for cryptenalysis.

A few vords on this subJec" Iy nou ‘be amiss. Rzdio intercept of fixed

station =ater.z. in the ’U. S. by t.he Army cari nc' our active par u.._clpcuzon

in the las: war was rather fragentary. Tee work.w@sg, of course, a

respensibility of the Signal Ccrps, but rzdio compumications cou_d hardly

compete miih cible z=md wire cc::::nm:.catlons as a sox::ce of raw materﬂal

tecause not or y did tbe large gove*m:mﬁ use cable in preference to

radio,but also raedio 2s a means of comnunication betteen widely separated
3 _ - :

fixed staticns was then in its .n_a.ncy. Tke Siznal Corps did, }:owevér, nzve

what were called "cobile tractor” units sta‘ioned.on the scuthern border,

and in late 1Gl8 one

large intercept station mas established at Eoulton, Mzine, fcr the purpose

of ‘copying traos-Atlantic radic. The large intercept stations maintained
g

by the Signal Corps in the AZF did furnish a2 large quantity of diplomatic

traffic wirich was forwarded as raw material to G-2 in Washington, but as
soon as the was w=as over all these scurces of intercept zaterial were

-

s, by vouchers not sub ject tp review ty

04



2x=doned,
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) » This was, of course,

e to 2 c.e*'ta:m ezven‘b but wzs oot by any zeans the whole truth. At any

P23

‘e by 1929 the ﬂcw of pe3sages “u.z-r hed G~2 had dwindled-to a mere

Sickle. In about the yaar 1.926 ihe intarcept giatlens of the Coast Guard

- . -~ -

s::lni“tad w ne _::.a.oz-:.ally a. ferr rad:.o mt.erceo.,s of what appeared tc be

Jacanese code messages, buu tbe.,e wEre onJ;y' sporatﬁ.c occasional intercezstis

-

cf t-msm:.sslr'us 3.3 the Far East/ They 7rere u.,upllv frareqtary ard

these occ::.sxona’

.

zi’ford.,d very poor mztsn al. Sweche as ey ve.re, bcwever,

- ~oebe -
-
l -.

messages were- turned gver to G——Z There mere, the'-efcr; clear incﬁ.caticns N

e . . val

t+=3t Lf a serious att e:::ut were made to obm tms material better copy'
coxld be obtain ed E:crever, no éressure ¥as brought on the Sigral: Co'-ps
D set uwp a 'f'egx.la.r in ..ercepb sernce, and a.nda froo a few relatively
weak efforts to es \,abl_.ﬂh an iptercept station in the Philiprirce Depa:**enu
tier= mas no real iptercept service untn.l after 1929, wnen respoosibility
2= cryptanalysis was transferred from G-2 to the Signal Corps. Fow this

L3
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czze to ress - :1 sson be detailed.

. 5-. is mc_.ca.ted in Par. 3 above, the $100,000 appropriation, set

"~y

up io 1919 too:c care of the bureau. for *he.’T 1920, that is frem L
July 1, 1919 to June 30, 1920, butr;uen in Jme 1920 it cane time to
set up".‘_he bodget for FY 1921 thn purse strings were already beginning
to bs pulled. Hghter. Yany of the ®old-timers” in G-2 had gone to other
assignments; those re.main_ng a.nd the DewcoRErs in G-2 apoarently had
neither tte back.g,:om*d nor tne mfluence to preso the matter. The
apvropna.‘uon was at once cut'm ‘half, t‘xat is ; jto 550 000, of wirdch the
" State D\_car‘::e:\t share - st:.ll continued to be $40 000. The theory was,
for and of inter terest to the Statc Deoa:ment aJL or nearly all of the funds
" should be Eoviced by tnat aepar%:s.nt. The \ar Dsw—‘-r‘tnent ove:lco;\ea soze
very important po-._m.s in the sitx.ation——-oomts thich will te brougnt up
and emphasizad later in th._s sucnary. in order not to break the continuity
of the history at this point i.. m_ll be stated merely that year by yesr
“the rt.nds provided for the m:d.ntenance and operat:.on ¢f the burzau becaas
mcre and zore consis cted urt_l by the autwm of 1929 the following tsowla-
ticn, based upon a letter da ted July 17, 1929 froam ajor O. S. 'ubz—;ht, c-2
to the Chiefl s-gnal Officer (Geqe:-al G_bbs), show=s howr the bureau had

/
been permitted to detenor.ate: o

Ren*t R | $3,000
Books,postage, travel,transpertation,nisc. 2,370
Pe-somnel: 1 chief (Yardley) 7,500

’ 1 Code & cipereexpert 3,650

1 translator (Jap) 3,750

evidently, that since the mra done oxd the bureau-was m_.,a.::x_.y if ot solely,

¢e



1 secse t'ary 1,0

I '1 cler ‘tﬁ’ st - 1,600 -,
. Lt e _-. . . , . e '
"i’; o IR 1 cle*k-typz.st o 1,320 '
) ?';;: ..-":37§~\i “Total  $25,000 T

In the ;c:'ego:.ng total anuropnat:.on of 3?5 000 the State Departnent

furnished $15,000 t’ue aar D°par‘!:nent $10, OOO. The activities of the

. .--—,‘

burean had by ﬂz.s ._me beccme so reduced that it was sending in only

- see IR

o-casi:zal tran.slations of a fe.r Japanese

diplunatic
Jer ..-

'messages. No research 'ﬁh?tsocve* -nas ccnducted in cryptanalysis; there I

."

#are no trainming activj. es, no :Ln‘tercept no cods compilation, no S

'-

secret mk k. The pa-sarmel conastad of six persons 211 uOld and

. 3732 of the total pay::cl_l Kent t-o one man, veo had little ;nuer-"t
other t.an to con‘.:.'.nue as lon;c; as poss:\.ble to maintain-hizself in the

. sipecure into mlc::. he had been permit ted to establish hizself. -

6. » In tke sm_*::zer of ..9'29 ‘M;JOI‘ o. S /Abright, Signal Cor..:s,had.

been ‘2ssigned to G-2 to serve on the Staff of the A. C. of S., &-2 %o
sipervise ard coo*m.nate suc.’: of fhe crypiographic and c—-'ptanaly"c,lc i
activi*ies of the "Tar .Lepar‘“-ert as remained. After a careful study
T the s:.ua.a‘lz.on and a.n appra:.sal of how the existing crypianalytic
bursan mas an,d mas not serving the functlons for 'afb.ich it had been

'in'tended,-l:ajor ﬂbﬁghﬁ czme to the conclusion that the entire pictize
was wrong. He felt that the product (Vbulletiz®”) which the bureau
wras ;Curning oud .évez"y 'fe'rr days was i.ndéed of mrimary interest for its

o sake to the 3:iate Decari=ent and wikile the Viar Department had

07



arly a sezcndary interest in the "tulletin” for the informaticn it

gave, the prizary interest of tre ‘i'xar Dep =eat i cryptapalyHe

’o

s nd_°s in reace t:_::.e was ..na" it s intended to pronde a o=acs’

for ‘*-aln..ng ol personnel i'cr Jmecha‘te war-tize ei‘fnct:.venes

Hajor Albright found that not- only' was there very little if any

training being conducted but alsc that aJ_"L the persons in the
p .
bureau, except {a one clerk recern.ng the least pay, were ”get‘cmg

.-

2long in years"—-the:;r potcn‘a.a.l usefujress for po.. sible war time.

service practlcal_'l.y' m.l. Moreover, the bureau vwas now hidden away

in a mlbl_lc of...:ce bu:.ld:_ng i.n New York (under cover of *Hc '-’Code _
pr* latlon Co pany" “or a.lleged ou..ncses of secur:.ty) and far
awzy froc direct suoer'nsu_on oZ a.nybody cmnectad '-ntb the War

Tecartment or of G-Z ,80 that nobody mex rhat vas going on, how.,

- -

tke office wes adni_m’..stered, etc. Yardley ¢ Vo‘l'f‘d nost of ‘n.s time

to tmo or tree private enterprises (comrercial cede co':pa.latlcn,

real =state brokerzge, consuliant in code natters to ccnmercizl
Q

fizms) aod he w238 having a "field day" at Goverrment expemse. ‘There
were, in additiom, severzl o._:er wezah ty faciors which motivited
Yaior .é.‘.‘.brigbt in presering a G-2 study recoa:endj_ng that

the o'"'eau te tzken out of G-2 and its functlons t:-=n54. erred to the

Siznal Corps, chief aorg wnich was the desirahility, if not necessity, of

Plzcing all csyptogzephic and cryptanalytic work of the Wer Depariment under
one zzency, rather than distributing it among tr—ee (The &djutant General,

. issue, and accounting of codes; The Chrief Signal
0fZicer, for cs:piling.cOdes and ciphers; Military Intelligence for

solitiosa of coces sad ciphers). A cesorandil on the saze subject was

G8



Sectlicn ef G-2, zn2d ia aliso attached lii-ato The reasorns

ven :Ln 301' nlbr:.o"'-t's study' z'.nd in Col, Wilson's zezorandim viei"e:-

gi
asp&rcut-y deemed.. v&l:.d ‘ay the-Chief of Staff, for Eajor Albright's SR
recocmencut icn; werc auuroved in Aaril 1929 and ste were scor initiafhed i

by G-2 exd tbe Cb.:.ef S:L al Officer to put them into ef;.ect The recem~ .

nendatiors carr:.ed rith <ffhe:rx :erely the wording of 2 cranges ‘o be zade in

AR 105—5, spec:_fying the d'utles of the L,hlef S:Lo'nr.l Cfi’lcer, ..bese dutiqs

bei ,; enlarg°d to mclude tbe printin Sucrage, d:.stri"ution, _au:d acccm.nt-—

z -
. - ..v., T [ .— L - R )
- .t k4 P, .-

ing cf ccdes a.ni"in. ..n.n:e of 3 war
’ h : u - - '-‘-’- ’N-' '-,~t

thfe 1n.terceptmn of eto'—yl radio and -«'i.?e

-' M -
- s Te % -n -
- Teemtel) - -

tr&ff:.c the cnicmetric location of enen'v radlo ;tauons uhe solu icn of.’
’ 4 ; viem o

.Lnte"ceo»ed enem‘y’ code and cipher ::es';ages, ard laoo*" atory - a**a..seucn..s -

. — ..
P .- cwn b e mve =

N

f‘or the e"-:alov'“an.. azd detectlon of sef.ret inks,™ - T L

7. Eonever, before agy ‘.h:.na coa_.a be dece aci‘ue&.‘ly to transfer -the-

bt e

activi"cy a pew and ve*‘y ai sturo:.nv factcr entered into the leu""e. In

Karch 1929 a new az’_:r.nls uratﬁcn ;.oov office, i_n whick r, Stimscn beca::e

. ' -
Secretary of State.' For 5 few weeks 00 "puiletins® frez »he c*‘ntane."’r“lr‘

- co

r

bureau in New York vere ;

enhi.. t'ne intention teing to "go slcw™ wrdil
\_\,,« et - o

A ,...,

PR L '.. .

he had teccze sul*'*f-a.e:rtly T'e"‘ or*em.ea in the aut:es of }“s office %o~

. e - ,3-- g
Kk INE S B

s (_v'
e

rar*a.t trizgis g to:h.::.s at entlon tbe highly

te Deca:;:‘t;z‘:':ents b" z:ea._s of .\.u..d= oronded in large par art _b:;'

by War a:d St 3

N .~~-¢

‘t‘le latier Depar t“en..; :

that a few trens-

29, however, the time was Qeemed

‘ripe for this measure,"_ ‘m:t it was with scme trepidzation
" lations of Japanese code ressages werc placed on I'>, Sticson's desk. ' Eis
z - )

reactich was violent and his ection drastic. Upcn leerming how the material

was obtaired, he ccaracte*;zed the act"vl > as being highly unethical acd

L



ceclered thazt it would ceese ir—ediatelwy, co fer &s the Stete Ze; ;

Lt

was concerned. To pu t teeth into his cecision ke gave Instructicss

esary ”ub,s of ‘the State Dep«r tzent vculc be witbcdramm at once

-
-

I* nes only af ter co“51d°raole TTessure by the R

was d,<3u3ued ’rom thlS ccu\rSe, which miab+ bave

r
the nece -

C. of 8., G-2 that be

na2d serious consequences

.o

by svddenly throwirng cut of e~vlc*m-nt the s~x veovle concerned, at & t‘ve

7

of severe econcric dep 551on. For these workers had conly special treziping

Lede - - - .-

in & field wholely useless to comzercial, industriel, shipping or banking

roﬁvrnmen» derartments, or 5 educau-onal ins vutions.

K . . . -

firms, or to cther

Ap 2rrangement was tbereforn madc to clese tre cffice med1¢tely so ’a*

conc°rnea Nut to Leep the pers cnnel on ‘“e ka"roll fo*

-
. P : ‘ .
.

tke ti necessary to w*nd up affa‘*s, and get the flles 1n shaﬂe rean"

. -
. .. A’ Lab I T4

-h*s teok 2 ccunle cf months,, a,d 2t the
- - .. - &

2s active work was

- .

to turn over to the 815,21 -Co rs:
nd of Jure 1G2% the emplcyees rure ;ven t *ee r'r3'~1;hs’ fin ad*ance"

T g gcrence
+id= then over

. -
-

tre cerzod in which they might be -icblecss.

0~
H
fi
'd
n
5
\s
ct
(o]

they had no civili

Since ikey hrad been reid out of "confidential furds®

.

service stztus a=d no re».rerent tenef{its; moreover, they were ipeligible

for transfer to otber Gover::ent tositions.- The dasger was, of course,

that their dissat*sfacyloﬁ wz.h rbav rust

have appeared to them as hlgH

Y .- . - :\s
- - " -‘. .

helplessness in th° sericus uersoga; si‘uaticn created for them bv his'-'

M - ..l P

drastic action night. ;cad them %o indisc*etlc“s which rmight prove rmost
entarT2ssing to the Gover::ent ‘and have serious consequences uper natiocrcal

defers=, It turzed cut that whatever their private feelings, all tbe dis-

charged tersornel, except the chiefl beneficiary of the old regime, remained

lcyal 2nd did the test ther couwld to £irnd jobs.
M J

harded, arbitrary action om uhe pa_ of a nev_ offlcial and that thel:~ o

10



¢

l\\/' .': . J . ’ . t—

-

8. Ia Sctobver 1929 I w23 ===t to How York to teke over thz hcwod up

.

”

rscords axd flles arxd to cvc.aae thair transportaticz to Veshingtrz. Ite

-

J-‘:a.::_.l*b.c a.c‘:'.vitias,, rcsearch a.nd ""1..D.1.." zow bcmg urder the Chisf
.J'

e _-‘ XS - T
--‘—. - RARN ’.'.;.Q. : "
’
~
.

Slb..a.l Officar, stops were"‘:.kan to reorrs...i...e »t‘ao bureau and ite -*orJ..

c _.-,

Th» i‘u::ds ava:.labla wera, of coursse,. v-.ary slix -—onlv what rexaized of the

e . o= .:,.x.. - . - Wl
- . B

";‘a.r D-;nr‘&mmt ’3 contribu‘:ion of. $10 000 for the FY 1930 vwus u.mle.ble,

bscauvse t}.\a rens.ir.dor of ‘!:hc State L‘e:artzsnt's ..ha*e of 715 COO

&3 ind-

i-

|

».
r

catod Abcve, ad alrea.dy beeu n.hdrawn by the Sta e Doccertment. An afi"ex:

. ef ;-.-:.ploy::e nt was .Adc to L.rs. Ti"son hhe uamese eroert wﬁ."" "’a-d..ey 'b\..t

. AT 2 .. "‘.-- .. L. L ae - -
ST ,_ PR TR, e p—. PR
.« =

" she w=ms uzable io acs t,' sizce it ._1:1"9'01 vad movin *(:o Tash lD?tO“ &_d she
€ S

LIRS : —.'. :,. R A --_ - e AT
=da husba.nd e.nd. c‘lild. m }Ie"r Yerk. . Anoteer” e:n'oloveo, Ur, ,Vic‘&or .fc-sskoof
L e ._‘_"Tl . B o0 U S-S L e AT

h=2d a busi:zcss in he'\ York a.nd refused to move to Washingtan. The i‘c:.al

L. B -
- 4

clerical employees werae deened unsuitable fer our purnos‘es end, =moregcver,

having =o Civil Servics status they cculd nc“ be u&k&’l cn by trancler,
- T e .- - - = .. .
v . ’ ’
An offer of temporary ex=ployme=nt was mds tc dle-r wut hs refused the
n {first .

tendsr. Iznstead, hes proceeded secretly to p:'e;src e book whic

ap:sérsd in the fom of erticles in the Saturdsy Ev-eni:g Post and wﬁich T

in zuch expe.ndad for:: 1a.ter anﬂea.:'ea under the title "The L_e:-* can B’ac

‘- e

Cramber.” The book L.d arti clcs wera )uvhl sensa.‘t" oral a_‘:d =~ ce de=egzin
y g

diszlosur 2s. coac:cm_ng t‘ue most secret activides ever concus 4 the

Rl -
-— . . el et

Go7ermant. -Before the appea. raxce o‘. -the a."“dcles and book, bowever, hc
.' . oo _._' A .
fad taken certain sta‘ps to p-otect.h_i_'::elf from possible prosecuticn for

his Zisclosures, among which was to-rssiga his conmission as mjer In the

M3litary Iatellizence Reservs. Of course, zad the =utho

.
ct
4
(1]
(7]
f
("
0
L]
[

<

§

(=4
[

the real purscse of hiz resizmat ‘che;«' night have preveatad if so as to

retain some hold ca him. But being in ig=crancs of the real —otives and

. - o

e .
< “ion vms nccantec. Tne uzfort

d2eming it just an act af picus, the reai

I



r v =tzheration

sur r‘eca.lous relations withs Jacan were brought t

2 boilirg poizt whez abcu‘. 30, OOO copies of the Jacanese translztion of The
" American Black Ctasber ware sold i~ Tokyo in a period of less thaa & morth

erhaps the book was snbslc*zed b7 the Ja prese Goverr—ent iiself.). Tte
F L

vities fell, as )

vad o or into which 213 cryptac2lysts and cryp‘.analytlc acti

a result -of the di_filcult"w which the uubl:.c:.‘ty n the matter bty Y&-dley"s

-~

di sc“‘ osures occasn.c“ed hiah vcverm:cnt OfflClalS !—:ad 2 bad effect upor:_ﬁ the

attempted recrganiza ‘cn cf ‘t*e c*vptanal ic bureau Y7 the Chief Sigumal [ - * =

.
.

Cfficer. Tunds mers harmd Lo get, end State Depariment sussert 7as lecking,.

-——

if pot in the other direction a’vorathar. The mcct zerious censeguencee
ef Yardley's disclosulss, hcrever, ceme 10 yeers later sxd their effects
‘r. . ame

can bardly be estizated. I refer here to the Jolt which his beok gave

the Japanese cryptogmphers, leading them out of their dlissful ignorance
. % .-

and csusinz thez to develop resally camplex methods which are now giving us

]

crany difficuities. The s=me is i‘zue probably es regzrils ths German and

,Italiaz cryptogrephers--thsir education has been entirely at Urncle Sem's

expenso a=3i the final ccasecueocrces ef Yerdley's work cso not yet be fcreseez.

Trhey may well turm out to be disestrous, y z

a8, TEcwever, the Chisf Sizpal Officer procseded, ecergeticelly eas.

-
Tos345ls under the cireumstances, to carry out the zion essigred hi=,

%o code and cipher 3o0lving sectian wms placed under the War Plans and
-t . - °

-~ ‘-:-c v -l .l -d ~ -— 3 P
Falning Divislen sisco the cozpilation section was al-zady tr=re. A rather

-
-

L o A ol i4 - -
23talioed directive wnich s fredarod by G-2 and asorovsd by the Secretary
. .

-]l



o ‘ N
- - - 1 .
of Tar /oxhidit 47, became .t'aa guidi::g pla: a2 “e raccganized service, .
. .vhich w=s. now na.,.od. t.":s Slgml In+01116-3nc9 Servizr. 1IN rersonnel‘ con- o
- : . A A - ° . :'\ cl. ° '. - . -
. sisting of :ysalt ami.cno ar tm clcr’k.s sooa was az.g,”mbcd by & ha.l“ dozex. . ;

TTanT L
T - .

. . s .
v b <t
13

J.ra_.nmg L...emture &nd courses were prepared and pu

-
mors =mployees.

iztoe good usags at .ance. 4 grcé.t dce.l Tas d:mo irn expending our cryptogrs.'_ohic‘
- -y

" - .

werl alse, by p:'epe.rmg reserve oda.t'ic—s c.f c:r:.r..,.nz codes, compiliang new

so on. Cryptercalytio

ccdes a.:.d cipbers, dove’o ing ci phsr u.poarc ..a__ " axd

- by “ Le—- -~ .
- - - PY R - -

work was put orn a i‘L.,. Tasis’ of resc ch e....d

\_r-&i::.i_.'*g, with e=che sis on th-e

- -

lattsr, for t."ara'existad no -x‘erceo" sorvies =2 the raw n=toerial could
~—. ot be ocrtaired
\E:::ce an tercept service .
ncw aas orgmnized end gres very slowly. A1l pheses &f sigoal “intel ligence -
“*%. <. : '4 N - N } .o .
waere unified wder one ser‘;ce end teken under study and action. Loreover,
. -o :".' LN - - . . .
e -'-."'-'..?.'_-. e - P
coozeration with the Favy in the .-o.rk 2s elso irxitiated. How the :ctr’ity
- R S = “k. “ ’.. ) o=
has exzendod sincs t‘:eu recu:.. es o co_:ze.:" at this time However, a few
-“ ‘e . -~ .
. -,4 :, ----q. - - .
words about rolsticns wit h the- I.“vy are p-srt: eat.
R R T
“- . - - -

10. Cv-r:ta.::alv'tic &’-b.—u.:zes in ocur hs.';y Dezrimert wers prectically
S 2 : .J et '_:..‘.."-' . : ’ _
nch-ﬂxls tent u=til efter the close.cf the last war, dlrmg vwhich, asz was .

Py S s me—

oted a.bove, Hhatsver ':robl..:rs \.hey }'-d iz cryperalysis were refer*ad te
° .‘ r—"-' "-. , - o

LMT-3. But in 31921. tha Hr.*'j, recovn.. ing e mocr,ant role which cry’pt-

arslysis Fas oourd ‘.:b élay iz fu'mre, fegan tuildiag up & large unit in

the }."avy Deportzent, with echelams aficat.: Thoreas thw Army placed coshasis

upon crrilia.:x training zZ, the lavy placed e=phasis upon officer traizing; exd

.

for each dollar the Army w=s able to obtain for crypitaralytic azd crypto-

g3phic work the Hety was able to cbtain thres to five dol lars, uztil by

'S



1239, =s far as corc

raasd nucbhers of oflicers
eagaged ig s

and civilien
eso 305"1»103, a.mout:t of ogui
a*ailabla .cr

~ersonnel
research,

ip m. oa hand, eczd funds
. fe e coe Iy, . %
Jthe. \zav_:,r ad ;cnsm;z—a{};iy}utat‘—i‘,pcd the A:-v:; —_;-_.,
Zowaver, it =Yy be“s.;;:i‘ nﬁxac:n;;;u:tiﬁta{i:pride per}*ans, : ;:”wh:i;: —‘%’ ’
thay mere a..e.ad ci‘ u: :.n q._a.n"i‘.y we wore ah::z:d i.n quality, for :ll t-};;"- .
macrt.u:t davelomxts in both 'tho c'y?to'rwhlc and the c—yp"‘a.na.lytic .. _;
fields ust be cred:.tcd to Amy' personnel. At first, coooer&tion ‘ocn.oea _ L
.the- 4t~ services was mtam;.tta;zt end et times very -.-.;:é.l\.:t‘er.en::«'tb_o u:.:al ﬂ
rutaal snsx:lcior_s‘ ax;d j- IO.;JSI‘LE.;; pemded éuz- rela:t::.o hi“s.:’ But, «..;70."’5",
for tho mst t }*ep-to. ;iva ya;ars co.o.ce‘ at“o;x ‘“‘- -boe')- ru::l;'x ‘mo‘c whol‘.hc..‘.»..,d < T
: - Vo LELTEE e s s - s mem mig T
*Lh the resslt thes it =iy no;,{{é sud mtizcn;: re:e:-ve-.t...., 'eL' re L
;he r cryotogr=phic axnd c;-_','pt.smaly‘b*o ac : .

b4
A =¥ and Javy *s se clo:sa as to be 'the sexe &s tnou
head. pe

ivi‘-‘:iés

} - ,&’.‘,_5"-"
s regards:

This

cooHera

ion ‘oat—;::.en thel -7 0T
L R AP ’;"\T;,',; P 27T
gh ‘hey were_ upder-ors »
R - A i
of course, is as it ShOL.ld be and m.st be in order to gedn tme W
Cesired result fran such activd tics. i ' LT
11, It would bs of u‘—..;os" -ralue to the wirnming of this wer if ths -
.. ,.'-;: P S
Gover— t were not in e pos:.t:.on to -ead tre

fereigm powers whose actions a..._d orooac"e :u:»cntic s e
izmport

It could }wve ‘been in th
rate positionm had it givem to cryv‘c-“..ly"ic s"‘ndie- the at

codes end cil

ners of ell tres

2 re of

tercst and
toznce in our Prosccu‘.:.on of the *ar.

this 'i‘o*‘:...« -
tentien which 3:._ .
de”x—'” d”"n‘; Feace ti—-e a.nd 1'- d‘ orc':“ ded funds for their co'ntmu:;.‘-:?A 33.': :
E" scale Sufficiest for “C.".*e Pu:'POSB fa. vimich they are intendsd. itar
can be su—sarized very aucc:_nctly in this s..a:tca;nt-

tinucas.

J7er -uch 3

t“
zartore is iptermitt an“' ybut mental, that is,- c—vy‘a...alj‘tic werfare 1s cax-

The =tter
Actuel or phy:ic.:l

It is vital tMa%t +his bYe understocod by those who exorcise tho coc=trol

tudies,and a few words on this point are given in the nsrt pz-agrazh.

14
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12.° There are

-

stadies is so important.. They will be discussed briefly undex

-t -

subparagrazh3. e L

.

no counterpart i;n c:.nl h.fe.

is po impor..an* source {roo ¥hich Laﬁ.ued experienced personnel

i

be_dravn for immediaie usefulness.

four basic reasons why continuity

N~

\ 1) I, :m..t be reah.zed tha czj’pta.::aly‘tic acdvities

in cryptecalytic

separate

K4

’D*..re‘ore, on the outbreak of war there

Since s}d_ll in cryptanalysis

can

hardly be developed in a short ﬁ.::.e and cs y-ptena.lyt.(. a_.:...s capuble of

producinpg qu:'.ck results can .not be J::.provisad in

is a good-s:.ged nu cleu.s o" such {ra "ued and e.::ocr encef‘ oe*sonnel no

- .- .

T, that is, Jx.s., at the t:.z:.e “**en resulvs can usu

s

easily and when such ;:esult

~

“e >
fs. M N
e @™ -

good crypt’-*nal*tz.c operations ‘can be conduc: .,ed m tha e‘-‘

<

. - -v'\ .
: [

T el £,

.C

e~ s

“are e..xa'e'xely mpo teﬂt.

~ .- -

2 hurty, unless there

S 'y

»ubase.: oi‘ a

,r be obta_ned '“ost

l{oreov.c_r, 1t is in

.. £

th= upper s wata of crypvanalyt.c bra:_ns t‘:au centdnd vy in studies is

st ioportant.

of recrmlts of
[ N

It is pcssible, wde*

v-cssure,

igh intelligence from cc]_leces and universites,

to obtain large numbers

but

antil they have had at least f*ve ye.a'-s 4ct.ual experience and training

toey are r‘uoll*' um:rerared bo attacz the most difficult mb"e....s

encowmntered in moder:m, upfto~date secret communications.

Cansidexr the

Jresent "p‘..rple“ systen, for e_..a:mle. It required aleest two years o“

concentrated effort to brea.k down this sysitem and it 'm=s

this bad been accc:nplished by Septeaber 1339.

to staxrt

t4is stndy wniil December 1941 it would mot have been

indeead for nate

If we had not beea 2able

possible to

read those messages short of tac jyears! study, if at al}, because the

problen is o difficult to begin with and moreover the volume of trafiic

available for =alysis mould be so,saall cozpared to =hat it =as befors

Decesber 7, 194L. lMoreover,

if we did not hawe the tm vears' exper

ience

n



,.

sloyad w:uld be extremsly mere difZi-ult, if it cculd bo -

SOl < -
éana 2t <21 beflers teoo htc to bo u= e“ul. Azgaln, our ;:csgzt 2ifficultice
S . R :,'-' .‘. ..’.‘.v.“~\1:..‘:'~'. . . -‘-’; _..-' oL
itk Jagax=egse 1itary sys‘:.c:: are in lsu—vc par" oco!'s"c_.cd H:r ou, fa.i"ure
L ,:'-.. S e - .:-7 - 'T'-".‘A':'-"‘.*‘:-’-‘ . ’: ) e s emeeen N e
te de.o{:a suffiod.en" s“‘u""'~ to thcse a-rstc:s cver the oast few ywers; but
. r = i R [

- .' —

it nust be realized L.a... J.L_j_tatz.czm o ﬁ....ds and persacnel meds such-

.

studies imzossible Yecsuse with the small sta.ff ‘ef SIS personnel fro= l°30
to 1940 it wwms all t‘ﬁat.t is pcrson.ncl could do to kecp abreast of the o

- - - S . - -

Japazess d;nloma ic sys @s, for "‘hlch G~-2 »es cl&:or:...g.

- o

(2) Coa inuit-_{ in cryptan_.ly‘bn.f- s:tud...cs elso requires coﬁb:x uity
in inmterc opt wm',c f n_tho* the ‘a..::\.c rew :auorml no s"‘m.ches 2t all cea
i R T - Ui R
be éo::.du:.ted oz t-.c‘;l.e.l traflfic e.nd purely \.“coraucal s‘a.xLes -2y be far .o‘.f'
) : ;_,._v,;ﬂ;:,:ﬂ_ D eaen - : S
the real targs_. utovst ksr, no :.&tter ho‘ﬂ_mp:éssf‘ul. Cor:"'*::z; j in _._..uer—

- . . - e e L K . DA - ..
Lo e L 2 LT e _— . 3ol
cept wwork ::sn.:.s, of course, “that the equi n".: azd persoznnsal cf the irter-

- - .r. e - - . . . ) .
S

cept se-v*w-o w7e to te .._.ana*' _ned a'xd +hus theszos are awvziladle ¢n the aut-

- . -

wroakX of wuar, for irmediate, useful WOrk. Unless cryvpianalytic studies are

pursued the need for t.‘s'mmuenance of adeacuate interceptc staticns soo*

- -
-

_disemppesrs, for it presently begi:;s to look es though the xorlk done by"&he

imtsccent persormel is useless aad funds for this activity are withdrem.

- :
(3) Coptizuity in cryptanalytic studies is zecessary beca.use <.
crystecalysis is act a static science or ert--it —ust progress es the. "7

. . - - " . . i - -
crystozrachic scismcs prograsses. In the past fex j2ars great strides have

Yaen =ade in ths tter, especiszlly as regards the develoment cf coz=dlex
eloctrical a=d mechanical crypioszraphic dsvices

az
the crypitamalytlc work done curing the last wnr has be=n sudlicized. asz
. f .

alluded to above, "The American Dlack Chamber® ip zarticular has cxercised

)
»
O
tr
m
)
3]
d
}Ju
o
[\]
r
i
0
4]
I
’"
n

a wide izfluence in rutiing certa?a miians »hich 2=
in their srypiogrephy o= their suard, causizg than to =nmzaso iz studies and
8

b

: r3
. »

,""b"’
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dsrelocmsnts for the izprovemsnt-of thsir codes and clizhzc=. The resuZ is

thet the cr:rotagraphio systewms af »Hc*c paticns kave beca:e zore acd more .
177 . L.

/H

<ee *ac e - - - . -
c e, |-

- ""-1..-

d:.“ﬁ.cnlt ‘to axalyze. But i‘t iy i:aporte.nt to zote t‘zt morove:zetr‘ in

LS e s :'

T R

o e m o
_-- . L.
- - : <t em

cryvotography. usu&lly ccmes i.. mcceasr.rs sx&ll steus, ead if the opnosing

cryptanelyst can kaep 1:1 stan n..h thcse progresslve increases in ccmp;cn.._,'

he caz, a3 a rule, be in' a pos:.‘ucn ‘co re&d the pew systeas al::os;. as ‘&st

es they ars put into usage, but if t"wre is zuch of & lag in "he c:-yp"'ar_e.lys is

> =~ -
.-

the cT"":.og"a::hy zets too “a.r e.nea.d fo. the c‘—ypta.m’lys. to catch up cu:.ck"r.'

- -
e

(4) P:.na.lly', i.. m.a.y ‘be noved tn.a.t cont "ui"‘y in c'“fotualytic

- ~¢ -' . "'*- -‘. —.--A__

crrie e " - '__.". . . .
...\-~ Pl 27 - - - . b _.~_

"ud_cs brz..ngs mvrovsme-nts 1:1 ‘our own cm»oeraahic sys.,c:..s a.nd mc hoos, .

without which ws my be lulled imto e fa.lsc -sense of se ty azd resain

blissfully ignorazt of what some foreign cr;}?ﬁ:_e.mly‘dd bureeun may be .dc;i.ug

- - -

with our supposadly secr=t =ssseges. . It can be said that the gre..te -dlow
. ’ : . P
that can be dealt to sigmal intellizence work is leoss of continuily in

cryptasalytic studies, for it mears that a disastroas blow has beea delivered

- . . C- L. . J
to tachnical efficiency aof both the cryptographic and cryptanalytic services

for war-tine {uncticning.

17



14. Tmally, i.f v:e'e.re not to repest orce more

“at tho closo of the l&st wer in respect. to slgnnl Lnue‘llgence worxz,

petﬁaneut founcatlon it is possible to erect. The

considered as merely an apoeud're to the ﬁsﬂctlons
BT e

Corps only iz Hze of

large scale in ocace time as well as in war tise,

w t as a p:r:s:;an‘c service thet cp=rctes on a

the misteXxes —adas
overy

erfort shculd be m=ds to piace the present organiza‘ci,on on the most I‘:m,

service should not be

-~ .

perforoed by irns qi;‘.&l

Mlliem F. Fried=n

Juns 25, 1542.

Bead Cryptanalyst, .

L wf’%“““’ﬁdﬁw“
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