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DEPARTMENT OF DEFENSE 1. The REQUIREMENTS OF THE DOD INDUSTRIAL SECURITY MANUAL
CONTRACT SECURITY CLASSIFICATION SPECIFICATION apply to all security aspects of this TodEFFORT. THE FACILITY CLEARANCE REQUIRED IS: 1 •JCL.rei

THIS SPECIFICATION
IS FOR:

*> CONTRACT NUMBER OR OTHER
IDENTIFICATION NUMBER

(Prime contract* mutt be ehown
for mil tubcontracit)

«. PRIMP contract NUMBER

MDA908-81-C-0004
b. FIRST TIER SUBCONTRACT NO.

IDENTIFICATION NUMBER

THIS SPECIFICATION IS:

“NOTE" Mow. 1/ Horn bwcli "X'd",
•too onlor dmto tor Urn a)

82APR05 original (Complete
date in all cate*)

DATE

8IAPR06

c
' REQUEST FOR BID,
REQUEST FOR PROPOSAL
OR REQ FOR QUOTATION

6. Is this «.follow-on contract? [^] Yes ( J No. If YES, complete the following:

«• HDA903-81-C-0292 b. ______ c. Accountability for classified material on preceding contract

PRECEDING CONTRACT NUMBER DATE COMPLETED

Qttu L_ J Is not, transferred to this follow-on contract.

b. FSC Number c, fisine, Address & Zip Code of Cognizant Security Office

DCASR. Los Angeles, ATTN: -Directorate of
"Industrial Security^ .11099_S.La Cienga
Blvd

. , _
Los Angeles

, CA 90045
b. FSC Number c. Name, Address & Zip Code of Cognizant Security Office

7a. Name, Address At Zip Code of Prime Contractor *

SRI International
333 Ravenswood Ave
Menlo Park. CA

b. FSC Number

6a. Name, Address A Zip Code of First Tier Subcontractor * b. FSC Number

9a. Name, Address It Zip Code of Second Tier Subcontractor, or

facility associated with IFB, RFP OR RFQ *
b. FSC Number

* When actual performance is at a location other than that specified, identify such other 'location in Item 15.

'Ob. General identification of the Procurement for which this specification applies

S&T Intelligence Study/Analysis
oDAAD Number olProcuring Activity

identified in Item ]6d.

c. Are there additional security requirements established in accordance with paragraph 1-114 or 1-115, I5R? O Yes jX3 No. If YES, identify the

pertinent contractual documents in Item 15.

d. Are any elements of this contract outside the inspection responsibility of the cognisant security office?
| \ ye# J~^T| n0 . jf yes, explain in

Item 15 and identify specific areas or elements.

ACCESS REQUIREMENTS

a. Access to Classified Information Only at other
contractor/Govemment activities.

b. Receipt of classified documents or other material
for reference only |'no generation)

c. Receipt and generation of classified documents
or other material.

d. Fabrication/Modification /St or ape of classified hardware.

e. Graphic arts services only.

f. Access to IPO information.

g.

Access to RESTRICTED DATA.

h. Access to classified COMSEC information.

i. Cryptographic Access Authorization required.

ACCESS REQU1 REM ENTS (Continued)

j.

Access to SENSITIVE COMPARTMENTED INFORMATION.

k. Access to other Special Access Program information
(Specify in item 15).

1,

Access to U. S. classified information outside the U. S.

Panama Canal Zone, Puerto Rico, U. 6. Possessions
and Trust Territories,

m. Defense Documentation Center or Defense information
Analysis Center Services may be requested.

n. Classified ADP processing will be involved.

o. REMARKS:

DOD DIR 5200.17
DOD DIR 5200. 1R

12. Refer all questions pertaining to contract security classification specification to the official named below (NORMALLY» thru ACO (item 16 *);
EMERGENCY , direct with written record of inquiry and reeponee to ACO) (thru prime contractor for eubcontracte).

a. The classification guidance contained in this specification and attachments referenced herein is conq>lete and adequate.

b ‘ l^er c * Activity name, address, Zip Code, telephone number and office symbol

Defense Intelligence Agency
uepuiy un kllui auti vur iL i toa 1 1 i u aria ATTN: DT-1A SGI.
Technical Intelligence

i Washinntnn—d_c—?mm SGI
fense Intelligence Aaencv

NOTE: Original Specification (Item Sa) it authority for contractors to mark cfaaaif/L— .„lt) t nrwi vpecin c-miHon* (Item* 5b and fyare
authority for contractort to remark the regraded detained information. Such actions by contractors mhmtl be taken in accordance with the provisions
of the Induttrial Security Manual.
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13a. Information pertaining to clarified contract, or project., even though .uch information i. considered unclassified, shall not be released for publicdissemination ezcept a. provided by the Industrial Security Manual (paragraph Jo and Appendix IX).

b. Proposec public releases shall be submitted for approval prior to release f"7J Direct

Public Release of SCI Is not Authorized.

QJ Through (Sp.clly);

«o tbe Dlr*c,or.t. For Freedom of Inform.! ion and Security Review, Office of the Ae.iet.nl Secretary of D.f.n*. (Public Altai,.) • to, r.vi.w Inaccordance with paragraph So of the Induttria! Security Manuel.
ir-uone At/aire; for review in

* In the caee of non-DoD User Afencfee, see footnote, paragraph So. tndu.lrlal Security Mutual.-f «

'

—r ~ > ..tMM.iwi gwv«mr wins).
14. Security CU.kific.tion Spec ifieetion. for thi, .ollciletlon 'contract are identified below ("X" applicable bo.(.t) and tupply atl.chm.nl a at feou/r.rfl

toSom^ion
V

wMch
*‘* l

i

f,C *UOn
i

«uid*<*> ,urni »b*d ,h‘11 b* "notated or have information appendad to cia.rly and precl.ely Identify each .lamen^or
^

Information which raquirei
. a> claaaification. When a cl.e.lfic.tion guide U utilized, that portion of the gulde(e) pertaining to the apeclfie contractual

cont«^
y
.I !! (

uml »hed »h* contractor. When a total guide(.) 1. utilized . each individual portion of the guide(.) which pertain, to the

in an extr»*or guMe-'
^ Cl**fly ,den,ifl*d l**"1 l4b - The following information muat be provided for each Item of claeelfied information identified

Of appVeabta)
cU **ific,“on- (I,) D*,e or *veBt for deeleealfleatlon or review for decleaelfication, and nil) The data or event for downgrading

u r**P°n,,ble for furniahlng the contractor copiee of all guide, and change, thereto that are made a part of titleapecifjest ion. Classified information may be attached or furnished under separate cover.

1371 *• A completed narrative is (1) ( |
attached, or (2) IX

]
transmitted under separate cover and made a part of this specification.

Cj b. The following classification guide(s) is made a part of this specification and is (l) attached, or (2) transmitted under separate
cover. (Lim

t

guide* under Itmm 15 or in an mttmchmmnt by titlm, reference number and dmtm).

[3j c. Service-type contract/subcontract. (Specify instruction* in mccordmncm with ISR/ISM, m* appropriate,).

C-l **XM on ^>' ^ * final specification and Item 6 is a •'NO** answer. In response to the contractor's request dated

retention of the identified classified material. is authorised for a period of

CJ *• Annual review of this DD Form 254 is required. If "X'd", provide date such review is due:

l

IS. Remark. (Whenever po.tlble, lllu.tratt proper cl.ttlfic.tion, decl.ttltic.tion, and If applicable, downgrading In.trucllom). “
a. This contract requires access to SCI. The Defense Intelligence Agency has exclusive
security responsibility for such information released to the contractor or developed
under this contract. DIAM 50-5 provides the necessary guidenace for physical, personnel
and information security measures and is a part of the security specifications for this
contract. DCASR is relieved of responsibility for all SCI material or information
released to the contractor under this contract.

b. Foreign national employees of the Contractor or subcontractor(s) are not authorized
access to classified information resulting from or use in the performance of this
Contract.

c. The Contractor shall notify the C0TR in writing no later than five (5) days after
receipt of the contract of the following information regarding the individuals assigned
to work on this contract.

( 1 ) Name

(2) Date and Place of Birth
(3) Social Security Number

(SEE CONTINUATION SHEET)

16m. Contract Security Classification Specifications for Subcontracts issuing from this contract will be approved by the Office named in Hem 16e below, or
by the prime contractor, as authorized. This Contract Security Classification Specification and attachments referenced herein are approved by the U»mr
Agmncy Contracting Officer or his Representative named in Item 16b below.

REQUIRED DISTRIBUTION:

LX Prime Contractor (Itmm 7m)

f)P Cognizant Security Office fTfem 7c)

&£ I Administrative Contracting Office (Itmm 16t)

ly 1
Quality Attursnct Representative

1 I Subcontractor (Itmm Bm)

PH Cognizant Security Office (Itmm Be)

1 \ Program/Project Manager (Itmm 22b

)

I I U. S, Activity Responsible for Overseas Security Administration

ADDITIONAL DISTRIBUTION:

D

Defensb^lAt^llig^ruzfe Agency
The Pentagon, RSS SG1J
Washington. D.C. 20301
. Name, address and Zip Code of Administrative Contracting Office

DCASMA San Francisco
1250 Bayhill Drive

ML1V P.f.fJJ1
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DD Form 254 (Continued)

(4) Certification of clearance investigation and clearance,
date clearance granted, and name of agency granting clearance.

c. Final classification of the information generated under this
Contract is the responsibility of DIA'(DT-IA). Information generated
under this Contract is subject to the guidelines contained in DoD
Regulation 5200. 1R, dated 2 November 1978, which implements EO 12065
which became effective 1 December 1978. Technical reports classified
as .high as TOP SECRET SI/SAO will be provided the Contractor by DIA
and other DoD activities, and other DoD contractors for use in
connection with this Contract. These reports may be retained for the
duration of this Contract unless no longer needed. Upon termination of
this Contract, the reports shall be returned to the sender (if required)
or destroyed in accordance with current security regulations. If these
documents are to be retained beyond the ending date of this Contract,
written justification must be forwarded to and authorization given by
the Contracting Officer.

e. All copies of final documents generated by the Contractor
under this Contract will be transmitted to DIA (DT-1A) for
dissemination to the Grill Flame Committee. No other distribution
is authorized.

f. Use of the ARFCOS system is required.
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