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We want to build Cyber Magicians. 
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OCAA 
Online Covert Action 

Accreditaton 

SECRET//SI//REL TO USA, FVEY 



SECRET//SI//REL TO USA, FVEY 

Influence & ACNO Key Online 

Skill Strands GiB 
Disruption & CNA 

Taviem @) es 
a. 

Magic Techniques & Experiment 

Elegance 

Tavethulelery Mi drelizccelariician 

Creativity 

Global 

Tavaeinelele 

SECRET//SI//REL TO USA, FVEY 



SECRET//SI//REL TO USA, FVEY 

ACNO Key Online Influence & 
Disruption & CNA 

Decisions 

(Emotional 

— not rational) 

| Trust eo = 

=, | Remote Assessment } ay pi es 

_in Digital Cues a PPV 
Behaviour these Self |esrnied 1OPRINCIPLES 

(who lam? Motives & OF SCAMS HINDSIGHT 

loiting them! BIAS — 
& 

Influence 
PERSUASION CONFIRMATION } aoe! HOTEL RM 

Hofstede Dimer lons_— Building — 
; ; Relationships 

Dimensions ingerbchiah : ——— _ ANCHORING 

rroring 
across cultures 

eee / OBEDIANCE — a 

Theory | 

Virtual Communities Roles 
DIFFUSION OF 

INNOVATION 

Influence/Cascade 

Social "Social Identity Theory Theo : : 
Y "Social Identity Theory Brainstorming 

Social Proof / NARRATIVE 
~~ Presentation 

H erdi INE Etc etc in Cy ber context Utd 

. Becoming / Wake ives 
[Group } 

Targeting 
Dynamics . intel 

. 17 Analysis 

SOCAL 
J 

ite = 
PROPAGANDA TAA 

BRAN DING ADVERTISING 
| 

Sell— own - Earn 

MARKETING 

SE O USA, FVEY 

| AGENTICITY | 

PATTERNICI 



SECRET//SI//REL TO USA, FVEY 

Influence & Disruption & 

Taien@] ess Comp Net Attack 
ACNO Key Online 
Skill Strands ___ HUMINT 

Mental 

Health & | | t= Destructive 
Psychopathy Decision Making Organisational 

= Rationale Choice INSIDERS P sychology 
Crime & punishment Decisions 

FEmagticnal STRATEGY 

Planning 

, 

Campaign \} 

7 Planning 
BELIEF Person peny (OCEAN) by we ae don 

in Digital Cues 
Self 

PLANNED 

INTERVENTION 

Behaviour 
HINDSIGHT 

BIAS =? 

PERSUASION TITRE CONFIRMATION 

BIAS 

Hofstede " Dimer jions_— : 5 Beis: 

; ; elationships 
Dimensions As ANCHORING 

Mirroring / 
across cultures | 

CONSPIRACY CONFORM z Mimicry PRIMING 

STORIES / OBEDIANCE " —— 

fans 

Virtual Communities Roles 
é Influence Cascade 

Morality & Ethics Social Identity Theory a 

4 | Social Proof 

Cyber Cultures —_ 

across AGENTICITY 

Organisations 

& 

Influence 

DIFFUSION OF 

INOW ATION 

_ Howtoact /belrave | an Simp nstprming 
Self Presentation 
: | onsider alternate || in Cyber context <> 

= 

C]/ Intel 
Analysis 

SOCIAL | | J 

Tools & Techniques . 

(scientific methods) aka pera all 

for assessing MoEs - ——_- PROPAGANDA 

= \ eet. & 1 fey ; BRANDING ADVERTISING f 
a. ‘& Legend Building 4 . Sell — own - Earn | 
(decided not to include in, , MARKETING 

= training) - SE Cr O USA, FVEY 

Legitimisation of 

Violence 



SECRET//SI//REL TO USA, FVEY 

Human Science Learning Path 

simitela’, 

i=searning| 

Strategic 

Influence 
: {1 day) 
Scams 

And 

Deception eS 

Sey Influence 
Culture 

il day) 

Hiliman 

ASDeECts of 

Cybe: 

Operations 

ELE) 

Online HUMINT 

CNA and Disruption 

SECRET//SI//REL TO USA, FVEY 



SECRET//SI//REL TO USA, FVEY 

SECRET//SI//REL TO USA, FVEY 



SECRET//SI//REL TO USA, FVEY 

SECRET//SI//REL TO USA, FVEY 



SECRET//SI//REL TO USA, FVEY 

Magicians, the military and intelligence 

(5717) 
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at. Spy 

1856 mission on behalf of 1940s Camouflage work 1950s CIA work on the 

Napoleon III to help quell the during the Second World War. application of conjuring to 
Marabout-led uprising in ‘clandestine activities’ . 
Algeria. 
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The psychological building blocks of deception 
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Expectancies 

¢ We look where we expect 

something interesting to 

nappen 

¢ We are biased to 

see/hear/teel/smell/taste 

what we strongly expect to 

see/hear/feel/smell/taste 
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People make decisions as part of groups 

People make decisions for emotional 
reasons not rational ones. 
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Social Creativity 

@elaiciat 

“Passion, Density and Empowerment” 
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Redbud, Uhnois, April 23, 1950 
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MI | ‘ro r| NM Q People copy each other while in social interaction with them. 

body language 
° language cues 
. expressions 

. eye movements 

. emotions 

Accommodation 
Adjustment of speech, patterns, and language towards another person in communications 
° People in conversation tend to converge 
° Depends on empathy and other personality traits 
° Possibility of over-accommodation and end up looking condescending 

Mi | aa | C ry adoption of specific social traits by the communicator from the other participant 

Question: Can | game this? 
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Psychological 
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Basic 

needs 
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STRAND 4 
Disruption and Computer 
Network Attack 
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Disrupt | 
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DISRUPTION 
Operational Playbook 

¢ Infiltration Operation 
¢ Ruse Operation 
¢ Set Piece Operation 
¢ False Flag Operation 
¢ False Rescue Operation 
¢ Disruption Operation 
¢ Sting Operation 
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Identifying & Exploiting fracture points 

Shared Personal 
are power 
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push a group Reed cleavages pull a group 

together | site iciocae apart 
Common Ideological 

~, differences beliefs 



SECRET//SI//REL TO USA, FVEY 

Full roll out complete by early 2013 
vd 150+ JTRIG and Ops staff fully trained 

** Mainstreaming work — push reduced 
“level 1” Tradecraft to 500+ GCHQ 

ocao Analysts 

Inne Covert Action 

“Relentlessly Optimise Training 
and Tradecraft” 

Accreqctahoan 
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— Rccro 

“Conjuring 
with 
information 

Teller, 1998 

Head of Human Science 

JTRIG-HSOC 
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